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Dac trung v1 sa1 hi¢u qua cho toan bd s6 vong
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Tém tit— GOST 28147-89 l1a thuit toan ma khoi
cia Lién bang Nga dwgc dwa vao sir dung tir nhirng
nim 90 caa thé ky 20. Thuat toan nay dwec chirng
minh ¢é kha niing chéng tham mai vi sai. Trong bai
b4o nay, chiing tdi 1am ré tinh chét xdo tron khoa sir
dung phép cdéng modulo 232 theo quan diém tham
ma Vi sai. Tiép theo, chiing t6i xay dwng bd cong cu
tim kiém dic trung vi sai tét nhit cho GOST 28147-
89 véi s6 vong rit gon va dic trung vi sai hi¢u qua
cho GOST 28147-89 day dii.

Abstract— GOST 28147-89 is a well-known block
cipher and the official encryption standard of the
Russian Federation since 1990s. This algorithm has
been approved to be capable of against the
differential cryptanalysis. In this paper, we prove
theorically property for key mixing with the
addition modulo 2% in the view of differential
cryptanalysis. Then, we construct a tool-box to
search either the best differential characteristic for
round-reduced GOST 28147-89 or good differential
characteristics for full GOST 28147-89.

T khoa— GOST 28147-89; tham ma vi sai.

I.GIOI THIEU

Tham ma vi sai dugc Biham va Shamir dua ra
nam 1991 trong [1] va da tré thanh mot cong cu
hiéu qua trong phan tich va tham ma ddi voi ma
khdi. Mac du GOST 28147-89 sir dung Cau tric
Feistel gidng nhu chuan ma dir liéu DES, nhung ta
khong thé ap dung truc tiép tham ma vi sai gbc 1én
nd. Nguyén nhan la thuat toan nay cé su khac biét
& phép cong khoa theo modulo 2%, Day cling
chinh 1a 1y do ma sau hon 20 nam st dung, du da
c¢6 nhiéu cong trinh nghién ctu vé d6 an toan cua
GOST 28147-89 trudc tham ma vi sai, nhung céc
két qua nghién ctu hodc chua lam sang to hoan
toan co sé 1y thuyét, hodc chua dua ra dugc do do
thuc hanh cy thé vé kha ning khang lai thim ma vi sai.

Courtois va cong su [6] di cong bd nhiéu két
qua vé phan tich va tham mi lén GOST 28147-89.
Céc két qua nay hau hét dya trén cac “khang dinh”
khong ¢ can cir hoac chua dugc ching minh 16
rang. Két qua tiéu biéu nhit vé linh vuc nay chinh
1a luan an cua Isukova vé tham ma vi sai 1én mot
s6 ma phap, trong d6 co6 GOST 28147-89 [1]. Tuy
nhién, trong cach tiép can cia nhom tac gia nay co
mot s6 diém chua duoc Lim tudng minh vé mit 1y thuyét

Trong bai bdo nay chung t6i 1am rd tinh chét
x40 tron khoa sur dung phép cong modulo 232 theo

quan diém tham ma vi sai. Sau d6 dua trén co s
cach tiép can trong [2], chung t6i xay dung thuat
toan thyc hanh duoc cho phép xac dinh dac trung
vi sai tot nhét 1én GOST 28147-89, vdi sb vong rat
gon va dic trung vi sai hiéu qua 1én thuat toan day
du sb vong.

B cuc cua bai bao nhu sau: Muc | caa bai bao
giéi thiéu tong quan vé tinh hinh thim ma lén
chuan GOST 28147-89. So luoc Vé chuan va phan
tich cac bién ddi co ban theo quan diém tham ma
vi sai dugc trinh bay trong muc II. Pac biét trong
muc nay, chiing t6i chung minh mot nhan xét quan
trong ma chua dugc lam 15 trong [2]. Muc III phan
tich cach tiép can trong viéc tim kiém dic trung vi
sai hiéu qua va tim kiém cac dic trung nay Vi
GOST 28147-89. Két qua thuc nghiém duoc trinh
bay trong muc V. Cudi ciing 1a phan két luan.

Il. GOST 28147-89 VA THAM MA VI SAI
A. So lwoc vé GOST 28178-89

GOST 28147-89 1a mot thust toan ma khoi
dugc xdy dung theo ciu tric Feistel véi kich c&
khéi dir liu 1a 64 bit twong ty nhu thuat toan
chuan ma dir liéu DES. Tuy nhién khac véi DES,
thuat toan ma héa GOST dung khoa co kich c&
256 bit, do d6 nang cao dang ké do an toan ddi voi
phuong phap vét can. Chi tiét vé thuat toan nay
duogc trinh bay trong cac tai liéu [2,5].

Thiét ké cia GOST 28147-89 don gian hon so
v6i DES. Thuat toan c6 32 vong ma. Trong mdi
vong, Ntra bén phai cua théng bao duoc cong vai
khoa con bi mat (boi phép cong modulo 2%?), két
qua nhan dugc s€ dugc dich vong sang trai 11 bit
sau khi qua tang bién d6i S-hop. Sau do, nira trai
va ntra phai cua théng bao ddi chd cho nhau. Cha y
la cac S-hop st dung trong GOST duoc giir bi mat
va ching dugc xem nhu thanh phan khoa bé sung.
Tiéu chuan dé lya chon cac S-hop nay ciing chua
dugc cong bd. Do vy, mot cau hoi dat ra 1a liéu
thuat toan GOST 28147-89 con an toan hay khong
néu noi dung cua S-hop duoc cong bd.

Viéc phan tich mot thuat toan mi hoa bat ky
luén dugc bat dau tir viéc phan tich cac thanh phan
clia no, chiing c¢6 thé anh hudng dén sy thay doi sai
khac trong qua trinh thyc hién qua cac vong cua
thuat toan. Do d6 budc dau can phai nghién ciu
cac ddc tinh cua cac thanh phan cua thuat toan
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GOST 28147-89. Sau day chung t6i s€ phan tich
cu thé nhitng bién dbi nay theo quan diém tham ma
vi sai.
B. Nhiing bién déi co sé trong GOST 28147-89
theo quan diém tham ma vi sai
1. Phép dich vong sang trai 11 bit

Phép todn dich vong trong thuat toan ma hoa
GOST 28147-89 1a mdt trong ba phép toan co ban
tao nén ham vong. Khi xem xét tham ma vi sai,
chung ta thudng dé cap téi sai khac cua hai thong
bao. Gia stir c6 hai thong bao A va B, khi do sai
khéc ctia ching 14 (A @ B). Néu dich vong mdi gia
tri A va B di s vi tri, ta s€ nhan dugc sai khac moi
co dang (A" s)® (B s) va chung co tinh chat
O day
s=11, c6 nghia la dé nhan duoc sai khac ding &
dau ra, can phai dich vong sai khac dau vao sang
trai 11 vi tri.
2. Phép bién doi qua tang hgp thé

Nhu da n6i & trén, cac hop thé (S-hop) trong
thuat toan GOST 28147-89 dugc gir bi mat. Day
ciing chinh 1a thanh phan phi tuyén duy nhét trong
méd khdi. Trong pham vi cua nghién ctu nay,
chung t6i str dung bd hop thé dugc sir dung trong
hé mat cua Ngan hang Trung wong Nga dé phan
tich [2]. Dbi véi mdi hop thé ta can tinh bang phan
b vi sai DDT cua ching. Nghia 1a can xac dinh
xac suat vi sai ddi voi mdi cap sai khac dau vao
AA va dau ra AC bat ky. Xac suit nay duoc xac
dinh boi:

la (AU 1n)e (B 11)=(A® B)" 11.

p(ana0) - TEIETREIEE

Sau khi tinh gié tri cho toan b 8 bang phan b
vi sai chiing t6i thay ¢ nhitng quy luat sau:

e Tong cua tat ca cac gia tri trong mot dong,
tire 14 s6 lwong cac gia tri khac nhau cia sai
khac dau ra AC tuong tng véi mot sai khac
dau vao AA, ludn bang 24,

e DGi Vi sai khac dau vao AA khac 0, khong
c¢6 hop thé nao cho sai khac dau ra AC =0

e Trong bo hop thé sir dung trong hé mat cua
ngan hang Trung wong Nga, hop thé S; va
Sg 14 yéu nhit.

3. Phép cdng véi khéa vong theo modulo 232
Phuong phap tham ma vi sai dua trén co so
theo doi theo su thay doi gia tri sai khac cua hai
thong bao. Dé xac dinh dugc sai khac nay thuong
str dung phép toan cong theo modulo 2 (hay con
goi 1a phép XOR). Ciing chinh bai tinh chat cua
phép cong theo modulo 2 nay ma trong thuét toan
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ma hoa DES, khi xem xét sai khac thong qua ham
vong F, gia tri khoa khong duge tinh dén, d6 14 do
hai gi4 tri nhu nhau s& cho két qua 1a bit 0 theo
tinh chét caa phép cong modulo 2. Khac véi DES,
trong thuat toan GOST 28147-89, phép cong voi
khoa dugc thuc hién theo modulo 232 Do dé can
phai nghién cttu anh huong cua phép cong nay toi
Viéc tao ra cac sai khac. Thuc hién vét can trén
toan bd cac sd 32 bit 1a khong thé. Trude tién
chung t6i tién hanh phan tich trén cac sd 2, 3,...
chung duoc cong véi nhau tuwong ung theo cac
modulo 22, 23, Két qua cua phan tich dugc thé
hién trong cac Bang 1 va Bang 2 tuong tng. Qua
trinh tinh bang phan b6 xac suat vi sai caa phép
cong modulo 2" duoc minh hoa nhu trong Hinh 1,
& day ky hiéu AA 1a sai khac dau vao, AC la sai
khac dau ra, k 1a khoa bi mat va p 1a ban rd nao
day, trong 40 AA,AC .k, pe v, va phép “+” 1a ky
hiéu phép cong véi khoa theo modulo 2".

Hinh 1. Minh hoa tinh sai khac dau ra caa phép cong
modulo

BANG 1. PHAN TiCH PHEP CONG THEO MODULO 22

0 1 2 3
0 16 0 0 0
1 8 0 8
2 0 16 0
3 8 0 8

BANG 2. PHAN TiCH PHEP CONG THEO MODULO 23
o112 |3|4|5]|6]|7

64| 0 0 0 0 0 0 0
32| 0|16 0 0 0 | 16
0 |32 0 0 0320
16| 0 |16 | O |16 | O | 16

0 0 0 |64] 0 0 0
0 0|16 | 0 |32] 0 |16
0 |32 |0 0 013210
16| 0 |16 | O |16 | O | 16

N ol |~ |lwW NPk |O
oO|lo|o|o|o|o| oo

Quan sat cac bang ta thiy ching cé cdu tric
gidng nhau. Vi du, mot phan tu phia trén bén tréi
va mot phan tu phia dudi bén phai ciia bang 2 lap
lai cAu tric cua bang 1. Su lap lai twong tu c6 thé
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quan sat thiy khi so sanh bang phan bd dbi voi
nhitng gia tri n I6n hon (vidun=4,5...).

Viéc phan tich cac bang nhan dugc cho phép
xac dinh xac xuat dé sai khac khong bi thay doi
khi thyc hién phép toan cong theo modulo. Boi vi
tat ca nhiing ket luan trong qua trinh khao sat
khong chi dung v6i phép cong cac s6 theo modulo
232 ma n6 con dung vai gia tri 2" bat ky. Nhu vay
v6i phép cong (a + b) mod 2" cac tc gia trong [2]
dua ra nhiing két luan sau:

e Mobi gia trj sai khac dau vao anh xa Vé chinh

no voi xac suat xac dinh boi:

Néu sai khic ddu vao aA<2"?, khi do

p=2" )

Néu aa>2"" thi p=2"" (3)

O day t1a s bit khac 0 trong sai khac dau vio AA

o Néu 4A =0, thi AC =0 v6i v6i x4c xuat

p=1.
o Néu AA = 2™ thi AC = 2™ véi x4c xuét
p=1.

® p(AA—> AA)2 p(AA - AC), VAC # AA

Nhiing tong két & trén 1a rat co y nghia trong
nhitng phan tich tiép theo, boi vi du tién can biét
duoc x4c suat ma & do gia tri sai khac khong bi
thay doi dudi tac dong cua mdtnguyén thity mét ma.

Trong luan an cua Isukova [2] tac gia khong
ching minh cac cong thirc xac suét (2) va (3) ma
chi dién giai nhitng két luan rat ra tir viéc phan
tich nhitng bang phan b xac suat noi trén. Dé giai
thich rd hon cong thirc nay, ching toi s€ chung
minh bang 1y thuyét tong quat cho hai cong thirc
(2) va (3).

Xét phép cong khoa theo modulo 2". Ky hiéu

X%, ) k= (k, " kky) va

X = (Xn e
AA=(d, dd,), trong do x k,a {01} . Ta
can xac dinh xac suit dé sai khac dau vao va dau
ra bang nhau qua phép céng khoa theo modulo,
nghia la ta phai c6

AA=(x+Kk)® ((x® AA)+ k), (@)
¢ day phép “+” la ky hi¢u phép cong theo modulo
2". Va xac suat dé thoa man (4) duoc xac dinh boi
biéu thac p=2" -ty

t n-1

,NéU AA<2"t va p=2"",

néu AA > 2"*. Chung toi s& 1am rd hon bang phan
tich 1y thuyét cho hai cong thitc nay.
T (4) ta co:

(x+k)® AA=(x® AA) + k. (5)

Ta can phai xéc dinh duoc s6 ¢ip x va k théa
man (5), c6 nghia la xac dinh dugc xac suat twong
ung voi gia tri sai khac dau vao aA . Bé thoa man
(5) trude tién ta phai co:

X, @k, ®@d, =(x,®d,)®Kk,. (6)

Biéu thuc (6) xay ra véi moi cap bit (x,.k,).
Tiép theo ta xét dén bit thir 2 trong phuong trinh
(5). Bé théa man ta phai co:

X, @k, ®d, ®c,=(x,®d)® kl@cic c,=¢,,
(7
trong d6 ¢, va c, 1a bit nhé twong ting & Vé trai

va vé phai cua (5) khi cong theo modulo véi khoa
cua bit thir nhat. Tur do6 ta ¢

c,=¢, < xk, = (x,®d,)k, = d,k,=0. (8)

Trong (8), néu d, = 0, thi (8) s& thoa man Vi

moi cap (x,.k,) va sd lugng cia ching bang

#(x,,k,)=4. Con néu d, =1, thi chi c6 2 cap

(x,.k,) thoa man, c6 nghia la #(x, k
Xét sang bit thir 3, tir (5) ta co:

X, ®k,®d,®c,=(x,®d,)® kz@cge czzc;.

9)

)=2.

0

Tu day, ta cod
c, = C;
< xk @ (x,®k)c, =(x,@d )k ®(x,®d, ®k,)c,
< d (k,®c)=0

(10)

Trong biéu thuc (10) thay rang, néu d, = o, thi
(10) s& thoa man véi moi ¢ap (x,.k,) va so luong
ctia ching bang #(x,,k,) =4 . Con khi d, =1, khi
d6 k, =c,. Nhu vay #(x,.k)=2 ca trong hai
truong hgp c6 nhd (c, =1) hodc khong cd nhd
(c,=0).

Lap luan trong tu ta cling sé nhép duoc két qua
cho cac cap bit tr (x,,k,) cho dén (x, ,.k, ,).
bicu do c6 nghia rang:

#(x,k;)=4,d,=0
1< j<n-2.
L#(xj,kj): 2, d, =1

(11)

Xét bit thu n c6 phuong trinh:

= (Xn—l @ dn71)® knfl @ C‘n‘— =

1

Xn—l ® kn—l ® dnfl ® Cn

(12)
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Trong do6, c,_, va c , bit nhé khi thuc hi¢n

phép cong co nho gitra cac bit x, ,,k, , va d_,.
Ta thay ring dé thoa mén (4) thi phai dam bao tat
Cid ¢, =c,, VoI moi 1< j<n-1. Nhu vay (12)
luén ludn théa mén, co nghia rang luc luong cap
bit cua khoa va thong bao bang #(x, .k, ,)=4
bang Ohay bang 1.

khi d6 néu
d,, =0 thi sd lugng cip bit khoa va thong bao
théa man (5) sé la:

ma khongphuthudevaoviee d

Nhu vay néu goi t=wt(AA),

A
( )—4><|L/__2)|><|K4><

n-1-t

—4x2'x4 =27
Do d6, xac suit vi sai trong trudng hop nay 1a

Nguoc lai, néu d_, =1 thi sd luong cap bit
khoa va thong bao thoa man (5) sé la

Y[ 3
#(x., *)*4X|Lr_2|X| dx " x4 |=
L t-1 )\ n-t )

2n-t+1

=4x27" x4 =2

Tuong UNg, xac sut vi sai trong truong hop

nay Xac dinh baoi cong thuc

#(X*,k*) 22n71+1 1
p = n = 2n = t-1
4 2 2

da giai thich hoan toan bang ly thuyét cho biéu

thirc xac suat theo cong thuc (2) va (3).

. Nhu vay chung toi

1. TIM KIEM DAC TRUNG VI SAT HIEU
QUA CHO GOST 28147-89

A. Phan tich tiép can tim kiém ddc trung vi sai
hiéu qua cho GOST 28147-89

Dé phan tich thut toan GOST chung t6i xem
xét mot vai gia tri sai khac dau vao, sau dé tinh
toan xac suat thay doi cua sai khic nay qua cac
vong ma hoa khac nhau. Minh hoa cac bién doi tac
dong 1én sai khac trong ham vong dugc cho trong
Hinh 2. Nguyén tic lya chon nhiing sai khac nay
nhu sau:

e Sai khac diu vao AA can phai lra chon sao
cho ¢6 it nhét c6 thé cac bo chu dong 4 bit
d6i véi cac hop thé, boi vi s6 hop the chu
dong cang it thi xac xuét vi sai & mbi vong
cang cao.

e Sai khic dau vao AA cin chira it nhat c6 thé
cac bit khac 0, bdi vi theo cong thire (2) va
(3) x4c xuit dé sai khac dau ra khong bj
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Hinh 2. Ham vong F cua GOST 28147-89

thay d6i dudi tac dong cua phép cong khoa
theo modulo 2% s& giam khi ting s6 bit
khac 0 trong sai khac dang xét.

e Khi di qua cac hop thé, sai khac ddu vao AA
can phai cho sai khac dau ra AC chira s6
luong it nhat ¢6 thé cac bit khac 0 (ly twong
1a 1). Can lya chon gi4 tri du ra sao cho c6
thé nhan dugc xac suit 16n nhit co thé. Vi
mot dau vao ¢6 dinh ma cho 2 sai khac dau
ra co cung trong s6 Hamming va co cing
xé4c sut, thi vu tién lya chon sai khac ma
bit thap nhat ctia né bang 0.

Vé6i mot gia tri dau vao ¢ dinh, viéc lya chon
gia tri sai khac du ra voi xac suat 16n nhat khi
qua tang hop thé va xac suat 16n nhat khi qua tang
cong khoa s& cho xac suét I6n nhit qua mdi vong
ma hoa. Tuy nhién, viéc nay khong dam bao xac
sut Ion nhat khi tinh toan sai khac dau ra qua
nhiéu vong mi hoa lién tiép. Viéc tdi wu xac suat
qua ting vong cuc b s& cho gia tri xac suét qua
cic vong gan hon véi can cia xac suat 16n nhat
(trong @ng Véi dic trung vi sai tot nhit). Chinh vi
thé, chung toi goi dic trung vi sai nhan duoc trong
phén tich ¢ day la cap dac trung vi sai hiéu qua.
Véi sé vong nho chung tdi co thé chi ra dugc gia
tri xac suit twong ng dic trung vi sai t6t nhat nhu
trong Khang dinh 1 va Khang dinh 2 dudi day.

B. Ddc trung vi sai tot nhat cho sé vong rit gon
cua GOST 28147-89

Trong muc nay, dua trén co s& y tudng phan
tich trong nghién cttu cua Isukova [2], chung t6i s&
xac dinh gia tri xac suét vi sai t6t nhat cho s6 vong
rit gon cia GOST 28147-89, cu thé 1a ddi voi 3 va
4 vong.

Khing dinh 1. Xdc suat vi sai I6n nhat cho 3
vong md héa cua GOST 28147-89 la p, véi p la
xde sudt Vi sai lon nhat ciia vong ma dau tién.

Chung minh. Nhu phan tich phép cong khoa
trong muc 3 ¢ trén, xac suat vi sai ma ¢ do sai khac
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dau vao khong bi thay dbi qua phép cong khoa 1a
I6n nhat, c6 nghia la:

P(AA > AA)> p(AA - AC), YAC = AA,

trong d0 AA,AC twong Ung la sai khac dau vao
va dau ra sau phép cong khoa theo modulo 2". Nhur
vy sai khac ddu vao cua tang cong khoa ciing
chinh 1a sai khac dau vao cua S-hop. Mat khac,
theo cong thuc (2) hodc (3), gia tri xac sut vi sai
giam khi trong sb hamming cua sai khac dau vao
tang. Hon nita, xac suét qua tang cong khoa cling
giam khi s6 luong cac S-hop chi dong tao 1én boi
sai khic ting. Bang phan tich 1y thuyét va thuc
nghiém chung t6i chung to dugc rang gia tri Xac
Suat vi sai 16n nhat cua vong ma hoa dau tién la
bang p = 22*. Bé ching to gid tri xac suat nay
cing chinh bang gi4 tri xac suat vi sai 16n nhat cho
3 vong ma hoa cua GOST 38147-89, ta xét so dd

minh hoa trén Hinh 3.
Tacd p, = p la gid tri xc suét vi sai lon nhat
. khi do

# 0, c6 nghia ring x4c suét vi sai

cta vong 1. Xét trudng hop néu a |, = A
A, =AL DAL
cua vong thu hai p, <1. Trong truong hgp ngugc

lai,néu o, =a_ ,khidéo a,,=a_,®a_, =0,do
do p, =1. Nhu vay
pgr(Au*Am) = p ' p2 < par(Au:AFl) = p ' pz = p 1= p '
O
Ary Ap
Ar A
{:::‘/I\l r1 Fy £l
251
Mgz A
Iy Am 7 Apm
N =
i ><
AR F
L\“"/I Aps

Hinh 3. Minh hoa bién déi qua 3 vong cua
GOST 28147-89
Khang dinh trén ching to mot diéu xac suét vi
sai I6n nhét cho 3 vong ctia GOST 28147-89 chinh
bang p trong truong hop khi ma nwa bén tréi cua
sai khac dau vao bang gi4 tri dau ra ciia ham vong
& vong thir nhat. o

Khéng dinh 2. Xdc sudt vi sai lén nhdt cho 4
vong ma hoa cua GOST 28147-89 la pz, voi p la
xac suat vi sai lén nhat cua vong ma dau tién.

Ary Agl
% { } uts) F Am
—‘ﬁ><_\m
AE><_\{
e T
D—1x

Hinh 4. Minh hoa bién d6i qua 4 vong cua
GOST 28147-89

Chung minh. Xét so dd minh hoa bién d6i qua
4 vong mi hoa ciia GOST 28147-89 (nhu biéu
dién trén Hinh 4). Bing cach 1ap ludn tuong tu
nhu trong chung minh Khang dinh 1 khi xét hai
truong hop a ,#a., va A, =4, chung ta s&
xac dinh duoc xac sut vi sai lon nhat qua 4 vong
ma hoa cia GOST 28147-89 1a p2. o

C. Mt thudt todn tim kiém déc trung vi sai hiéu
qud cho todn bé s6 vong ciia GOST 28147-89

Trén co s& nhiing phan tich ¢ trén trong muc
nay chung t6i xay dung mot thuat toan thuc hanh
dugc cho phép tim kiém dic trung vi sai t6t nhat
cho 2, 3 va 4 vong va dac trung vi sai hiéu qua cho
toan bo s6 vong mi hoa con lai cuia GOST 28147-
89. Trong thuat toan, ky hi¢u “dong i" 1a chi dong
thar i cua thuat toan mo ta duge cho dudi dang gia
ma (pseudo-code).

Ham n_Round(L_in[], R_in[], L_out[], R_out[],
max_prob_round([]) xac dinh cap sai khac dau vao,
dau ra c6 xac suét vi sai 1on nhat. Sai khac dau vao
cho n vong (2 < n <32) dugc luu trong hai mang
L_in[], R_in[] twong ung Vi hai ntra trai, phai. Sai
khac dau ra sau n vong dugc luu trong hai mang
tuong ung L_out[], R_out[], con xac suét vi sai cuc
dai tuong Umg dugc luu trong mang
max_prob_round][].

Thuat toan s& x4c dinh toan bd sai khéc c6 thé
tuong g V4i toan by 232 — 1 sai khac dau vao bén
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phai (dong 4), trong d6 nira bén trai cua vong dau
tién duoc xac dinh dung bang dau ra cia ham vong
F (dong 9, 10, 13). Xac suét sau i vong duoc xéac
dinh boi biéu thac 2P trong d6 gia tri
prob_round dugc xac dinh & dong 8.

Dé duyét toan bo cho nira bén phai cua sai khac
dau vao can 2" — 1 phép kiém tra, trong d6 n 1a
kich thudc theo bit ciia nira bén phai. Tinh xac suit
sau r vong can do phuc tap rO(.), trong d6 O(.) 1a
d6 phirc tap xac dinh xac suét vi sai cho mot vong
ma hda. Nhu vay, do phuac tap cia thuat toan mo ta
la (2" - 1)rO(.). V6i n =32, r = 32, gia tri do phtrc
tap xap xi bang 2370(.).

Thuét toan xic dinh dic trung vi sai hi¢u qua
cho s6 vong bat ky cia chuan GOST 28147-89:
void n_Round(L_in[], R_in[], L_out[], R_out[],
max_prob_round[])
l.forall ie[0,30] do

2. max_prob_round[i] < -500
3. end for

4. forall x e [0,232 —1} do

5. prob_round <0
6. R_in_i < x
7.forall i<[0,30] do
8. prob_round <« prob_round + Round_i(i + 1,
L_in_i, R_in_i, L_out_i, R_out_i, diff_out_F)
9.if (i=0) then
10. temp_sbox « diff_out F
11. end if
12. if (max_prob_round[i] < prob_round) then
13. L_in[i] « temp_shox
14. R_in[i] « x
15. L _out[i] < L _out_i
16. R _out[i] «— R _out _i
17. max_prob_round][i] < prob_round
18. end if
19.L in_i<— L outi
20.R_in_i«—R_out_i
21. end for
22. end for
Ham Round_i(i + 1, L_in_i, R_in_i, L_out_i,
R_out_i, diff_out_F) (dong 8) nhén 3 tham s6 déau
vao la i + 1, hai ntra sai khac dau vao L_in_i va
R_in_i, ham tra ve 4 gia tri 1a hai ntra sai khac dau
ra L_out_i va R_out_i, dau ra cua ham vong F la
diff_out_F va xéc suat vi sai twong ing. Cu the,
ham sé& thuc hién viéc xac dinh xac suat vi sai cuc
dai cho mét vong ma héa twong ung voi sai khac
dau vao Ay =Ly IR, . Néu 1a vong dau tién

i in_i
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(twong (g v6i i = 1) thi ntra trai cua sai khac dau
vao dugc xac dinh bang dau ra cia ham vong F ¢
vong nay (gia tri nay luu trong bién diff_out F).
Gia ma cho ham Round_i(.) dwgc mo6 ta nhu sau:

double Round_i(i + 1, L_in_i, R_in_i, L out i, R out i,
diff_out_F)

1.prob <0
2. diff out F <0
3.if (R_in #0) then
4. if ((R_in >> 31)&0x1 = 0) then
5. prob « —wt[R _in_i]
6. else
7. prob « —(wt[R_in_i]—l)
8. end if
9.forall ie(o0,..,7] do
10. prob « prob +

+ ma3<
1< j2* 1
11. diff _out _F « diff _out_F U 4
12. diff _out_F =diff _out_F @ j

13. end for
14. diff _out _

max

F = (diff _out_F U 21)®

® (diff _out _F " 11)
15. end if

16.L out i« R_in_i
17.if ((i + 1) = 1) then

18.R out i«—0
19.else R _out_i« diff _out_F ® L _in_i
20. end if

21. if (R_in_i = 0) then prob «— 0
22. return prob

Trong mo ta ham Rounq_i(.) noéi trén, dong 4,
5, 6 va 7 la xac dinh xéc suét qua phép cong khoa,
chinh la gia tri xac suat ma ¢ do sai khac dau ¢
ham vong F vao khong bi thay do6i dudi tac dong
cua phép cong khoa theo modulo 2%,

Dong 9 va 10 xac dinh xac suit Vj sai cuc dal
qua tang S-hop. O day 8 bang phén bo vi sai DDT
dugc tinh trudc, moi bang c6 kich thudc 16x16
tuong tng voi méi S-hop 4 bit. P phuc tap cua
viéc xac dinh gia tri xac suat vi sai qua tang S-hop
nay la o () =2"x(2" -1), trong d6 N 1a s6 lwong
S’-h(f)p, con m la kich thudc (bit) S-hop. Trén thuc
te voi moi mot hop the sau khi tinh bang phan bo
vi sai tuong g cho nd, chiung ta ludn ludn co thé

DDT[i][(R_in_i" 4-(7-i))& 0xF ][]
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xac dinh dugCc mot vai gia tri sai khac dau ra tuong 5 | 60000000 | 00080000 | v | 00080000
g voi mot sai khac dau vao cb dinh ma & d6 xac
SUAt vi sai 1a cyc dai. Trong nhimg sai khac dau ra
nhan duge nay ching t6i chi quan tim dén nhiing

80000007 | 00400000 v 00400000

1 | 00006800 | 00000001 v 00006800

diu ra ma & d6 trong sb Hamming cua n6 1a nho 2 | 00280000 | 00000100 | v | 00280000
nhat. Nhu vay, tir bang phan b vi sai DDT ta s& 4 | 3 | 00700000 | 00000800 | v | 00700000
lap duogc hai mang cac gia tri dau ra tuong (tng Voi 28
4 | 50000000 | 00010000 | v | 50000000
timg dau vao va bang xac suat twong ung. Phan
tich ndy c6 nghia ring khong can phai duyét toan 5 | 60000000 | 00080000 | v | 60000000
b6 cac gia tri sai khac dau ra ¢ dong 10 cua gia ma 6 | 80000007 | 00400000 | v | 80000007
not tren de tm gia tri cyc da'; Ket qua 1? df-) pf}u(} 5 | 1 | 60000000 | 00080000 | v | 00080200 | 2°2
tap dé tinh xac suat khi qua tang hop the sé chi la
N A 1 | 50000000 | 00010000 | v | 00280000
0(.)=2" phép truy cap vao dia chi mang. Nhu | ¢ 2136
A xA 1 X oa Y AU Sy 2 | 60000000 | 00080000 | v | 00300000
vay do phtrc tap dé xac dinh xac suat vi sai tot nhat
cho r vong mi hoa la | 7 | 1 | 60000000 | 00080000 | v | 80080204 | 2%
(2" -1)ro(.)=(2"-1)r2" =2" (2" -1)r. V& n | 8 | 1 | 00020000 | 00000020 | v | 80020004 | 2%
=32, N =8 var=32. Do phuc tap dé xac dinh dic | , | 1 | 00020000 | 00000020 | v | 00302040 |
trung vi sai tot nhat xap xi 2% phép toan co ban. 2 | 00000040 | 04000000 | v | 74000010

B6 nhd yéu cau dé luu gia tri xac sudt sau mai 10 1 | 00020000 | 00000020 | v | 00838000 | 22
vong va gia tri sai khac dau vao/ra twong tmg 1a

A . 2 1 | 00000050 | 02000000 | v | E2028100
khong dang ke. 11 511
2 | 00000050 | 08000000 | v | E8028100

IV. KET QUA THUC NGHIEM
Chung t6i tién hanh cai dat thuat toan tim kiém

12 | 1 | 00000040 | 04000000 v 80060044 | 28

1 | E0010000 | 002800D0 | v 50000050

dic trung vi sai tot nhat theo nhu phan tich & trén. | 13 2699
Két qua chay d6i voi 32 vong ma cia GOST 2 | E0010000 | 002800E0 | v | 50000060
28147-89 duoc cho trong bang 3, ¢ day r 1a s6 thur 1 | E0010000 | 002800D0 | v | 00000100 |
tu vong ma, con #A 1a s6 Cap co cung gia tri xdc ¥ E0010000 | 002800E0 | v | 00000100 2
suat trong vong thr r. Trong bang thong ké, nhirng T 20020000 | 00280000 | v | 50280050

dac trung cho 2, 3 va 4 vong la nhiing dac trung | 15 2803
t6t nhat twong g Véi xac suat vi sai ciia chung. 2 | E0010000 | 002800E0 | v | 50280060

Con lai tir 5 dén 32 vong la gia tri xac suét cho 1 | E0010000 | 002800D0 | v | E0010000 |
nhimg d3c trung vi sai hiéu qua cho GOST 28147- " 75 | 20010000 | 00280080 | v | E0010000 |
89. Trong bang thong ké, chiing t6i cling xac dinh

sb lugng cac cip sai khac ma & d6 xac suét vi sai 1 | 00010000 | 00000050 | v | 00000050

qua mot s lugng vong ma hoa 1a bang nhau. . 00010000 | 00000060 | v | 0000000 | .

4 VONG VA PAC TRUNG VI SAI HIEU QUA CHO SO

2
BANG 3. DAC TRUNG VI SAI TOT NHAT CHO 2, 3 VA 3 | E0010000 | 002800D0 | v | 002800D0
VONG CON LAI CUA GOST 28147-89 4

E0010000 | 002800E0 | v 002800E0

r|oaa L Rin Lou Rout 0 18 1 | 00010000 | 00000050 v 00000000 061

1 | 00006800 | 00000001 v 00000000 2 | 00010000 | 00000060 v 00000000

1 | 00010000 | 00000050 v 00000050

2 | ooo06800 | 00000100 | v | 00000000 19 g1
= ooss0000 | 00000800 | 3 | 00000000 2 | 00010000 | 00000060 | v | oo00000SO
2 2-2.4
4 | 00700000 | 00010000 | v | 00000000 oo |- | 00010000 | 000OO0SO | v | 00010000 | ..,
= 20000000 | 0000000 | v | 0000000 2 | 00010000 | 00000060 | v | 00010000
6 | 60000000 | 00400000 | v | 00000000 5y | 1 | 00010000 | 00000050 | v | 50000050 |
1 | 00006800 | 00000001 | v | 00000001 2 | 00010000 | 00000060 | v | 50000060
; 00280000 | 00000100 | v | 0000LO0 | ,p | 1 | 00010000 | 00000050 | v | 00000100 |
2 | 00010000 | 00000060 | v | 00000100

3 | 00700000 | 00000800 v 00000800

4 | 50000000 | 00010000 | v | 00010000 pg |1 | 0010000 | 000OO0SO | v | 50280050 | ,

2 | 00010000 | 00000060 v 50280060
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1 | 00010000 | 00000050 v E0010000

24 2—137.3
2 | 00010000 | 00000060 v E0010000
1 00010000 | 00000050 v 002800D0

25 2-144‘8
2 00010000 | 00000060 v 002800E0
1 | 00010000 | 00000050 v 00000000

26 2—157.2
00010000 | 00000060 v 00000000
1 00010000 | 00000050 v 002800D0

27 2—157.2
2 | 00010000 | 00000060 v 002800E0
1 | 00010000 | 00000050 v E0010000
2 00010000 | 00000060 v E0010000

28 2-169‘6
3 | E0010000 | 002800D0 | v 00010000
4 | E0010000 | 002800E0 v 00010000
1 | E0010000 | 002800D0 | vV 50000050

29 2-172‘1
2 | E0010000 | 002800EO v 50000060
1 | E0010000 | 002800D0 | v 00000100

30 2-180.1
2 | E0010000 | 002800EO v 00000100
1 | E0010000 | 002800D0 | v 50280050

31 -1824
2 | E0010000 | 002800EO v 50280060
1 | E0010000 | 002800D0 | v E0010000

32 2-196‘8
2 | E0010000 | 002800EO v E0010000

V.KET LUAN

Trong bai bao nay chung t6i da trinh bay mot
két qua cho phép danh gia do an toan cua GOST
28147-89 chdng lai tham ma vi sai. Vé mat ly
thuyét, lam twdng minh thém cong thic (2) va (3).
Viéc giai thich dugc nhitng cong thirc nay cé vai
trd quan trong cho tham ma vi sai déi véi nhirng
ma phap tua GOST 28147-89 khi su dung phép
cong khoa theo modulo 2%2. Ngoai ra cling chirng
minh bang 1y thuyét x4c suét vi sai tot nhat cho s6
vong it gon cua GOST 28147-89. Vé mat thyc
nghiém, chung t6i da xay dung thuat toan cho
phép xac dinh dic trung vi sai tot nhat cho sb
vong rat gon va dac trung vi sai hiéu qua cho toan
bo s6 vong con lai cia GOST 28147-89. Pic biét,
chung t6i cling xac dinh duogc sb luong cac cap
dic trung c6 cung xac suit cho mdi vong cua thuat
toan nay. Nhiing két qua dat duoc cia nghién ctu
nay khing dinh d6 an toan cia GOST 28147-89
chéng lai tham ma vi sai. Huéng nghién cuu tiép
theo dit ra la tim x4c dinh dic trung vi sai tot nhat
cho s6 lugng vong 16n hon bén nham danh gia
chinh xac d6 an toan cia GOST 28147-89.
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