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Tém tit— Bai bao nay trinh bay phwong phap
tich hop thuit toan mit ma moéi vao giai phap ma
ngudn mé OpenSwan dé xiy dung mang riéng do
(VPN). OpenSwan la by cong cu ma nguon mé dang
dugc sir dung rong rai dé trién khai VPN, dic biét
la trong cac hé thong dién toan dam may. Mic du,
6 nhiéu thuit toan mat ma da dugc tich hop trong
OpenSwan, nhung trong mdt so truwong hop cu thé,
ngwoi sit dung muon dung mdt thuit toan bao mat
riéng, khong c6 sin trong OpenSwan, dé bio vé dir
liéu nhay cam cua hg. Do vay, viéc nghién ciru, tich
hop mjt thuit toan mat mi méi c6 ¥ nghia thye tién
va tng dung cao. Trén co sé phén tich nguyén ly
hoat dong, md ngudn hé théng, ching t6i dé xuit
mé hinh tich hgp, thay thé cic thuit toan mat ma
trong OpenSwan khi trién khai VPN. M6 hinh nay
di dwoc trién khai thir nghiém va két qua thuwe
nghié¢m cho thiy phwong phap dé xuit cé hi¢u ning
tot va dé tich hop.

Abstract: This paper presents a method to
integrate a new cryptography algorithm into the
open source system OpenSwan for building a
virtual private network (VPN). The OpenSwan
plays an important role in confidential data in the
virtual private network, specially for building a
cloud computing system. Although there are several
cryptography algorithms installed in OpenSwan,
users need to use the other new algorithm in some
typical cases for protecting their sensitive data so
the studying to install a new cryptography
algorithm in OpenSwan is necessary and useful.
Based on analyzing priciple operating and source
code of system, we proposed the model used to
replace a crypto algorithm in OpenSwan.
Experiment results show that the proposed method
is easy and good performance.
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Giao thirc trao ddi kh6a mang; T6 hop mat ma két
hop xac thwe.
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I. GIOI THIEU

Ngay nay, v6i su phat trién manh mé ciia cong
nghé thong tin, viéc sir dung Internet trong céc
linh vuc kinh té - x3 hoi ngdy cang tré nén quan
trong va phd bién. Cac thong tin trao d6i qua
mang Internet ngay cang da dang ca vé ndi dung
va hinh thtrc, trong d6 c6 nhiéu thong tin can duoc
bao mat & muc cao, doi hoi tinh chinh xac va do
tin cdy. VPN la mot gidi phap phu hop va pho
bién dé giai quyet Van dé nay. Trong thyuc té, co
nhiéu cong cu dé trién khai VPN, bao gdm ca cac
cong cu thuong mai (vi du nhu ctia cac hang
Cisco, Juniper...) hay cac cong cu mi ngudn mo
(nhu OpenVNN, OpenStrong, OpenSwan...). Viéc
st dung cac cong cu VPN thuong mai s€ dugc
dam bao vé chat luong, do tin cdy tir phia nha
cung cap Tuy nhién, nguoi su dung kho co thé
nim bt duoc cac thanh phin cia hé thdng, céc
cong nghé cling nhu cac chirc nang dugc cai dat
trong hé thong. Do viy, nguoi ding ciing rat kho
kiém soat duoc cac ma doc cling nhu ma cura hau
duogc cai dat trong hé théng.

Hé théng VPN c6 thé duge trién khai theo céac
giao thirc tai cac ting khac nhau trong mé hinh
mang phan tang. Theo md hinh TCP/IP, cac giao
thire xay dung VPN phd blen bao gom: SST/TLS
& tang mg dung, IPSec ¢ tang lién mang, L2TP va
PPTP ¢ tang truy cap mang ([1, 2]).

Hé théng VPN trién khai theo IPSec dugc sir
dung phd bién vi kha ning bao mat tot hon
SSL/TLS va c6 téc do xir 1y cao hon L2TP va
PPTP. Mbi hé théng VPN str dung IPSec gom hai
thanh phan chinh 13 thanh phan quéan 1y, phan phdi
khéa va thanh phan trién khai IPSec.

Thanh phan trién khai IPSec co hai giao thirc
la AH (Authentication Header) va ESP
(Encapsulating Security Payload). Thanh phan
quan 1y va phan phdi khéa gdm cac giao thirc nhu:
ISAKMP  ([3]), Oakley ([4]), KLIPS ([5]),
Photuris ([6]) va SKEME ([7]). Mdi hé thong
VPN hd tro mét sé giao thire, thudt toan bam nhu
SHA1, SHA2, MD5 va thuét toan mat ma nhu
3DES, AES....

S6 3.CS (04) 2016 45



Journal of Science and Technology on Information security

DPbi véi cac thuat toan mat ma da duoc bién
dich va dong goi trong cac cong cu VPN thuong
mai, nguoi sir dung sé& gip kho khin khi mudn
phan tich cac thanh phan cua hé thdng ciing nhu
can thiép vao hé théng dé thay thé cac hé mat dic
thi. Mic du cac hé mat duoc tich hop san nhu
3DES, AES,... dang dugc coi la c0 tinh an toan
cao va dugc nhiéu t6 chirc tin ding, nhung trong
nhiéu hé théng truyén tin véi dir li€u nhay cam,
can c6 do bao mét cao, thi nhu cau st dung mot hé
mat riéng, dic thu 1 rat can thiét. Dé c6 thé lam
chu duoc hé thdng, cong nghé, va cac thuat toan
mat ma trong céng cy xay dung VPN, viéc s
dung ma ngudn mad 1a mot cach tiép can phu hop
va c6 tinh thyc tién cao.

Hién nay, cong cu xdy dung VPN mi ngudn
méd OpenSwan dang dugc nghién clru, st dung
rong rdi. Pac biét, OpenSwan dang dugc hd tro va
dugc cai dat mac dinh trong mot s6 hé théng ma
ngudn xay dung dién toan dam may pho bién hién
nay (Vi du nhu dam méy OpenStack). Ma ngudn
OpenSwan duoc viét bang ngén ngit C, st dung
trinh bién dich gcc, chay trén moi truong Linux.
OpenSwan c6 thanh phan trién khai IPSec Netkey
Ia giao thirc IPSec nguyén thuy cua nhan Linux tir
phién ban 2.6. Netkey st dung thu vién mat ma
trong nhan Linux thong qua giao dién Crypto API
dé trién khai IPSec. Do d6, trong bai bao nay,
ching t6i tap trung phan tich viéc tich hgp, thay
thé cac thuat todn mat ma trong nhan Linux khi
trién khai OpenSwan.

Nbi dung phan con lai caa bai bao dugc trinh
bay nhu sau. Sau Muc gi6i thiéu, Muc II téng hop
céc kién thirc co ban v& VPN va trién khai VPN
dua trén OpenSwan. Muc III trinh bay m6 hinh dé
xuat vé tich hop thuat toan mat mid mdi trong
OpenSwan. Muyc IV tom luge va danh gia cac két
qua thyc nghiém. Cubi cing, Muc IV 13 két luan
va dua ra mot s6 dinh huéng nghién ciru.

II. HE THONG VPN DUA TREN OPENSWAN
A. M6 hinh VPN dya trén OpenSwan

VPN str dung mang cong cong nhu Internet,
ATM/Frame Relay... 1am co s¢ ha tang dé truyén
thdng tin, két hop voi cac chinh sach truy cap,
giao thtrc va thuat toan mat ma dé dam bao hé
thdng hoat dong nhu mot mang riéng va kiém soat
dugc truy cap. Trong mo hinh TCP/IP, ¢6 thé trién
khai VPN theo cac ting khac nhau nhu chi ra
trong Hinh 1.
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Chu'ungtrlnh u'ngdung cac ky thudt xac
thye, ma héa thude chwong trinh va 3p dung
chi cho chinh chong trink

TCP/IP

PPTPR, L2TP {dwoc dong gdi trong gdi TCPAUDP) | -

IPSec (MPLS) |

PPP va cdc giao thike bo mat ién quan MAC.

=

Cac giao thirc mat mé fin hiéu vat Iy

Hinh 1. Cac dang VPN theo m6 hinh TCP/IP

Nhu mo ta trong Hinh 1, mic du co thé trién
khai VPN theo cac giao thiic & cac ting khac nhau
trong mo hinh TCP/IP, nhung viéc trién khai VPN
theo giao thirc IPSec dang dugc sir dung pho bién.
Giao thtrc IPSec 1a sy két hop cua cac chuin duoc
dinh nghia trong RFC 2406, cho phép ching thuc,
kiém tra tinh toan ven dit liéu, diéu khién truy cap
va dam bao bi mat thong tin théng qua hai giao
thirc AH va ESP, nhu minh hoa trong Hinh 2.

Géi tin L2 P |TCPAUDP| o
ban d3u Header | Header | Header
AH ché db L2 P AH TCP/UDP Data
giao vin Header | Header | Header | Header
Xac thuc

AH ch€ dé L2 New IP AH IP TCP/UDP Data
dwérng ham | Header | Header | Header | Header | Header

Xac thuc
EsPchEdd | |2 IP ESP |TCPUDP ESP ESP
giao van Header | Header | Header | Header Trailer Auth

Ma hoa
- - >
¥ac thuc
ESP ch& dé Lz New IP ESP P |TCPUDP| ESP ESP
dwing him | Header | Header | Header | Header | Header Trailer Auth
L P
M3 hda ‘

Xac thyc

Hinh 2. Tong hop c4c giao thirc va cac ché do
hoat dong trong IPSec

e Giao thirc xac thuc tiéu d& AH: dam béao
tinh toan ven cho tiéu dé géi tin va dir liéu.

e Giao thirc dong goi tai tin an toan ESP:
thuc hién ma hoa va dam bao tinh toan ven
cho goi dir liéu nhung khéng bao vé tiéu dé
cho goi IP nhu giao thirc AH.

Giao thirc IPsec sir dung thanh phan trao doi
khoa IKE (Internet Key Exchange) dé thoa thuan
mdt to hop an toan SA (Security Association) gilta
hai thyc thé va trao doi cac thong tin vé khoa.
Hién nay, giao thirc IKE dang duoc st dung trong
hau hét cac ung dung thuc té dé dam bao truyén
tai thong tin an toan trén dién rong.
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OpenSwan 1a bd phan mém VPN mi ngudn
md, cai dat giao thirc IPSec trong cac hé diéu hanh
ho Linux (Redhat, Ubuntu...). Cé thé trién khai
VPN tir goi cai dat hodc tir ma ngudn OpenSwan
theo m6 hinh truy cap tir xa (remote) hoac mod
hinh két nbi cac mang (site to site) nhu minh hoa
trong Hinh 3. Theo d6, cac may tinh gitra hai
mang LANHN va LANHCM s& két ndi voi nhau
thong qua duong ham (tunnel) ndi giita hai may
chu VPNServerHN va VPNServerHCM.
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Hinh 3. VPN két ndi cac mang dua trén OpenSwan
B. Kién triic md nguon va nguyén Iy hoat dong

OpenSwan cling nhu cic cong cu xay dung
VPN theo [PSec ndi chung, gﬁ)m hai thanh phén
chinh 1a hé thong phan ph01 khoa va hé thdng
IPSec. Ciu triic md ngudn ctia OpenSwan dugc
mo ta nhu trong Hinh 4.

ipsec.conf
Ipsec Ipsec
whack starter
I Netkey
pluto Netlink KLIPS
XFRM IPSec
; socket
Nhdn Linux
tir 26 | native
IPsec
UDP/500

Hinh 4. Cau triic ma nguén OpenSwan

Trong d6, Pluto 14 thanh phan phan phdi khoa,
KLIPS (c6 thé dugc thay thé bing Netkey) la
thanh phan IPSec. Nguoi trién khai c6 thé lya
chon Netkey hodac KLIPS khi trién khai VPN.
Netkey 1a thanh phan IPSec ra doi sau KLIPS,
huéng dén st dung cho ca IPv4 va IPv6. Netkey
dugc tich hop trong nhan Linux tir phién ban 2.6,
st dung thu vién mat ma cua nhan thong qua giao
dién Crypto API ([8-12]).

Qua trinh phan phdi khoa cia Pluto co thé
thuc hién theo giao thtic IKE hoac st dung khoa
chia sé trudc. Sau giai doan phan phdi khoa,
Netkey sé& thyc hién qua trinh truyén théng c6 bao
mat theo IPSec. Qud trinh phan tich goi, ma hoa
va giri goi tin theo giao thirc ESP trong mi ngudn
Netkey dugc thyc hién theo lugc dd g0i ham nhu
trong Hinh 5, theo d6, ham esp_output() s¢ guri dit
liéu da ma hoa cho ham ip_output() trude khi dua
t6i trinh diéu khién card mang.

Transport Layer (L4): TCPvd, UDPY4, ...

Udp sendmsg) | .. Raw sendmsg()
\ ip soute_output flow()
xﬁn_likup()
i output st )<, output)) e-{sfm_outut) - a4 output i) ip_locaj'l,_out()
xﬁm_ouéut_meo _ip_locﬁ_out()
esp_oipm() NF INET LOCAL OUT
l
pom] o)

l

Trinh di khién card mang

Hinh 5. Luoc dd g0oi ham ctia IPSec trong nhan Linux
khi gtri tin
Quaé trinh nhan goi tin, phan tich va giai ma
goi tin theo giao thuc ESP duoc thyc hién theo
lugc d6 goi ham nhu trong Hinh 6 ([3, 4, 6, 7]), dit
liéu da ma hoa dugc giai ma tai ham esp_input().
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| Trinh diéu khién card mang I

NF_INET_PRE_ROUTING

ip_local_deliver(}
NF_INET LOCAL_IN
ip_local_deliver_finish()

lfor UDP, TCP, ...

udp_rev(), tep_v4_rev()...

Not Found

xfrmd_rev_encap_finish()

sockets (TCPv4/UDPv4/...) |

Hinh 6. Luoc d6 goi ham cua Netkey
trong nhan Linux khi nhan géi tin

C. Thu vién mdt ma trong OpenSwan

Thu vién mat ma trong nhan Linux dugc cai
dit theo API mit m3 mirc nhan dé cung cép cic
ham bam, thuat toan ma hoa, giai ma, sinh sb ngiu
nhién,... API mat ma murc nhan coi mdi thuat toan
nhu mét “qué trinh chuyén d6i”. Chuong trinh cai
dit coa qué trinh chuyén d6i 13 ma ngudn thuc té
clia thuat toan hodc giao dién dén phan ctmg khi
thuc hién cimg héa thuat toan. Cau tric chira cac
dbi tuong chuyén d6i goi 14 mét quy trinh diéu
khién hé mat. Theo do, qué trinh st dung h¢é mat
trong nhan Linux dugc tién hanh nhu sau:

e Khoi tao quy trinh diéu khién hé mat;

e Thuyec thi cac thao tdic mat ma thong qua cac
API trong diéu khién hé mat;

e Huy bo quy trinh diéu khién hé mét.

API mirc nhan cung cip giao dién cai dt cua
cac thuat todn mat mi; mdi thuat toan mat ma cé
thé duoc goi theo cac khuén mau khic nhau. Mbi
khuoén mau chi ra cach thuc thuc thi mot thuat
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todn mat ma. Vi du, thuit toan ma hoa AES va
ham bam SHAL1 c6 thé duoc thuc hién thong qua
cac khuon mau nhu ecb(AES), cmac(AES),
rfc4106(GCM(AES)), hmac(SHAL), authenc
(HMAC(SHA 1)) va cbc(AES). Theo do, cac
khu6n mau sir dung thuat toan dugc téng hop nhu
sau ([13-16]):

<khuén mau>(<thuat toan don>)

<khudén mau 1>(<khuén mau 2>(<thuit toan
don>))

Mdi luge dd mat ma AEAD (Authenticated
Encryption with Associated Data) cai dit bang
ngdn ngit C theo khuén mau gcm(aes) trong nhan
Linux bao gém cac t€p tin: gcm.c, aes-generic.c,
ctr.c, ghash-generic.c, seqiv.c. Ciu trac API mat
ma trong nhén Linux dugc sir dung dé cai dat cac
hé mat gian tiép, theo cac tdng khac nhau. Tang
IPSec kich hoat qua trinh thyc hién cac thao tac
mat md nhu luge dd goi ham trong Hinh 7, theo
cac budc sau:

1) esp_input() goi crypto_aead_encrypt() dé
kich hoat thao tac mat ma. Cai dat SEQIV duogc
dang ky nhu mét hé mat GIVCIPHER trong
crypt_rfc4106_alloc().

2) SEQIV trigu goi luge do mat md AEAD
thong qua API vai diéu khién hé mat GCM.

3) Cai dat kitu GCM AEAD goi thyc thi hé
mat khoa doi ximg qua SKCIPHER API.

4) H¢ mat khoa ddi ximg v6i khuon mdu
CTR(AES) thyc thi thudt toan mét ma qua diéu
khién hé mat dé ma hoa khoi.

5) Cai dat GCM AEAD thyc thi thut toan
bam thong qua giao dién AHASH.

Hinh 7. Luoc dd AEAD trong nhan Linux
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Kién trac thu vién mat ma trong nhan Linux
dugc mo ta nhu trong Hinh 8.

Thu vién mat ma trong nhan Linux véi giao dién CryptoAPI

Giao dién mirc ngudi dung (crypto/...}

AF_ALG socket

N ETE

Giao dién mrc nhan (cypto/ ...)

Transform Interface Transform Helper Algorithm API Wrappers

Chuyén d&i mic |gic

Generic Transform Logic

Digest Logic
HMAC

Page Vector (scatter list) Logic

Cipher Logic

C i
ECB, CBC, CFB, CTR modes empressiontogk

Quan Iy thuat toén

Dynamic Algorithm Loader

Algorithm Register Interface
crypto_register_alg(), crypto_unregister_alg()

Cai dat thuat toan theo phan mém hodc phan cing

SW Algorithms (/crypte/...)

Em

HW drivers
(driver/crypto/...)

Hinh 8. Kién trac thur vién mat ma trong nhan Linux

[11. TICH HOP THUAT TOAN MAT MA MOI
TRONG OPENSWAN

A. M6 hinh tich hop thuong dwoc sir dung

Viéc can thi€p va lam chu hé théng VPN dua
trén OpenSwan, cu thé nhu viéc tich hop hoic
thay thé cac thuat toAn mat ma hién tai béng mot
thudt toan mat ma riéng cia nguoi st dung la nhu
ciu can thiét ddi v&i nhiéu to chirc trén thé gioi.
Phuong phap tich hgp thuong duoc st dung hién
nay duogc gidi thiéu trong Hinh 9.

Crypto API

Cac file header (_h):
- aes_h, des_h, blowfish_h, v.v.
- thuat Toanloi b

Trram oT e o eaip L Bt

- echyaes). cmac(aes). LTI
1fed106(gcm(ass)) SES FES L
- khuonhMau TTMoi - thuatToanor

Thwe vién mat ma trong nhan Linux

Hinh 9. M6 hinh tich hgp thuét toAn mat ma mai

Trong m hinh nay, dé cai dit va bd sung mot
thuat toan mat ma maéi vao thu vién mat ma trong
nhan Linux, can thuc hién cac cong viéc nhu: dinh
nghia giao dién goi ham muc nguoi dung, giao
dién goi ham muc nhéan thong qua cac tép tin .h,

cac ham chuyén dbi mirc logic, cac ham dang ky
thuat toan va cai dat cu thé cua thudt toan. bay la
phuong phap thuong dugc sir dung dé tich hop
mo-dun mat m3 madi vao nhan Linux. Tuy nhién,
phuong phép nay ton tai mot sb han ché sau: Lam
thay d6i kién trac hé théng; Lam ting do phirc tap
khi sir dung voi luge dd mat ma AEAD; Kho tich
hop voi cac chuong trinh Uing dung; Phai bién
dich lai ca nhan Linux va chuong trinh ing dung.
Dic biét, khi két hop cac hé thong, voi cac ché do
lam viéc khac nhau, viéc tich hgp theo cach nay s€
phai chinh stra ma nguén, bién dich lai toan bd cac
hé théng lién két v6i nhan. Vi duy, khi cai dat hé
diéu hanh dam may OpenStack, két hop v6i phan
mém VPN OpenSwan, va IPSec trong nhan
Linux, cn phai chinh sira m3 ngudn OpenStack,
OpenSwan, IPSec va bién dich, tich hop lai ca ba
hé thng nay.

B. M0 hinh tich hop dé xudt

Trén co so phan tich mo hinh hoat dong cua
OpenSwan véi Netkey va kién tric cta thu vién
mat ma trong phan trudce, ciing nhu theo phan tich
vé phuong phap tich hop hién dang duoc st dung
& trén, chung t6i dé xuat mo hinh tich hop thuat
todn mat ma méi nhu mo ta trong Hinh 10.

Trong mo hinh nay, kién trac thu vién mat ma
dugc gilt nguyén, thudt toan méi dugc thay thé
cho ndi dung ctia mot thudt toan da co; hé théng
API van dung nhu thuét toan gbc. Vi du, dé tich
hop thuat toan blowfish, ching t6i gilt nguyén
kién triic API cua thuat toan AES va cai dit noi
dung cia AES theo blowfish. Theo do, khi thuc
thi m& hoa, giao dién sir dung la thuit toan AES
nhung ndi dung cai dat la thuat toan blowfish.

Crypto API

Cac file header {.h):
thuatToanCu.h

‘Didu khién ha"
( mat )

- thuatTeanCu

Khuén méu hé mat thuatToan
Khuon mau thuat toan Moi
cu

Cai dat thuat toan

Thw vién méat ma trong nhan Linux

Hinh 10. Md hinh tich hop thuét toan mat ma maéi
bén trong thuat toan da co

Theo phuong phap tich hop theo md hinh
trong Hinh 10, toan b kién trac hé thong khong
thay d6i, van dé tich hop chi thyc hién cuc bd
trong ham cai dat thuat toan cli nén d¢ phuc tap
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thip. Dong thoi, khi tich hop thuat toan moi,
khong can chinh stra ma nguén, bién dich lai cac
hé théng, chuong trinh dang sir dung thuét toan cii
ma chi can dich lai nhan Linux hodc dich lai mo-
dun mt ma va cai dat vao nhén. Bay la mot uu
diém nodi bat cua phuong phap nay khi lién két
thudt toan mat md moi voi mot phan mém ma
nguon dong; khi do khong thé chinh stra ma
ngudn phan mém nén khong thé tich hop dugc
theo phuong phap trudce. Tich hop theo phuong
phép nay 1a cach tiép can don gian, hiéu qua va it
riii ro. Tinh ding dan ciia mé hinh tich hop dugc
ching t6i chirg minh cu thé trong Phan C.

C. Tinh dung dan, hiéu qud ciia mé hinh dé xuat
Tinh ding dan cia mo hinh dé xuat

Tinh dung dén cua giai phap dd duoc ching
minh théng qua cac luan diém sau: Toan bo kién
trac ciia hé thong khong thay doi; Cac thdng tin
céu hinh khéng thay d6i; Cac nguyén mau ham va
hé thong API khong thay d6i. Vi du, thay noi
dung cua thuat toan 3DES bang thuat toan GOST
(mot thuat toan mat ma cua Nga khong duoc cai
dat mac dinh trong OpenSwan) tuong duong véi
viéc dat tén mdi cho ham cai dat thuat toan
GOST. Pong thoi, tinh diing dén ciing duoc chiing
t6i kiém chung bang thuc nghiém, théng qua 3
bude thuc hién giai phap va kiém tra két qua dudi day.

Buée 1. Trién khai hé thong VPN OpenSwan
voi thut toan mat ma 3DES trong hé théng dam
may OpenStack; Thuc hién ghi thong ké ra bd nho
dém trong nhan Linux; Thyc hién trao doi dix lidu
gitra hai site cia VPN; Thuc hién doc by dém
trong nhan dé kiém tra ban ma, ban rd cta gbi tin;
Thyuc hién kiém tra ban mi, ban rd b;‘ing mot
chuong trinh bén ngoai dé khang dinh thuét toan
3DES da ma dit liéu va ghi trong b6 dém.

 Buoc 2. Gilt nguyén toan b cAu hinh hé
thong mang; Thay ndi dung cua ham cai dat thuét
toan 3DES bang cai dat cta thuat toan GOST.

Bude 3. Bién dich nhéan; Trién khai hé thong
Openswan trén nhan méi; Trién khai hé thong
VPN; Thuc hién trao d6i thong tin giita hai site
ctia hai dau VPN; Thyc hién ghi ban ma, ban 15 ra
bd dém trong nhan; Thuc hién kiém tra ban ma,
ban 16 v6i khéa twong img bang chwong trinh bén
ngoai chay thuat toan mat ma GOST dé khrfmg
dinh thuat todn GOST da ma dit li€u luu trong
bd dém.

Tinh hiéu qua ctia md hinh dé xuat
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Day la giai phap don gian va 1a cach tiép cn
nhanh, it i ro nhat vi cac 1y do: Khéng lam thay
d6i kién trac hé thong; Hé thong cii dya trén
3DES d4 van hanh t6t nén thay GOST trong 3DES
cling van hanh tot; Hé thong API khong thay doi;
Kich thuéc khdi md cia 3DES va GOST giéng
nhau, déu bang 8 byte nén khong phai xir Iy dau vao.

Churng minh hiéu nang:

Goi t; 1a thoi gian thuc hién tién trinh nguoi
dung trén OpenStack, t, 1a thoi gian thyc hién cac
ham trong OpenSwan, t; 1a thoi gian thyc hién cac
ham trong nhan Linux, t, 1a thoi gian thyc hién
GOST, t;, la thoi gian chuyén tir tién trinh cia
OpenStack sang tién trinh OpenSwan, ty; 1a thoi
gian chuyén tién trinh cia Openswan cho tién
trinh ma hoa cta Netkey trong nhan LinuX, va ta,
1a thoi gian thuc thi cac tién trinh trung gian bao
gom goi thuat todn mat ma thyc nhu cgm, aead,
ech, cbc.... Tong thoi gian T dugc tinh tir khi cac
may 4o trao ddi thong tin trong OpenStack dén khi
thuc hién xong ham ma hoéa 16i dugc danh gia
theo cong thtrc (1).

T=ti+h+ta+t+tp+in+ty (1)

V6i thuét toan 3DES ban déu, tong thoi gian
dugc danh gia theo cong thic (2). Vi thuat toan
GOST cai dit trong vo 3DES, tong thoi gian duoc
danh gia theo cong thirc (3).

Topes =i+t +tg+ tigpes + o F g+ tzs (2)
Teost =t +t+t3+ tsgost iz + tig+ 1z (3)

Do kién trac hé théng khong thay di, ludng
dir lidu khong thay d6i, hé thong cac 10i goi ham
thong qua cac API trong khong gian nguodi dung
va cic 10i goi hé théng trong khong gian nhén
khong thay d6i, nén cong thire (2) va (3) chi khac
nhau & ts3pes va t4cosT. Nghia la thoi gian thue thi
trong giai phap tich hop thuat toan GOST trong
thuét toan 3DES so voi hé théng ban dau chi phu
thudc vao thoi gian thyc thi cia thuat toan GOST.

D. Quy trinh tich hop theo mé hinh dé xudt

Quy trinh tich hop mét thudt toan mat ma méi
vao hé théng mi ngudon mé OpenSwan va nhan
Linux dé trién khai hé théng VPN theo md hinh
dé xuét nhu sau:

e Phan tich thuat todn mat ma can tich hop
vao hé théng: Tuy theo yéu ciu clia ngudi
sit dung ma thudt todan mat md can tich
hop cé cac tham s6 vé dir liéu ro dau vao,
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dir liéu mi dau ra, cling nhu khoa mé khac
nhau. Viéc tich hgp s€ thuin lgi hon néu
thuat toan mat ma can sir dung c6 cac tham
s6 phu hop v6i chuan tham sé cua mot sé
thuat toan c6 san, vi du nhu trung véi cac
tham s6 ctia hé mat AES, 3DES....

e Luya chon thuat toan da co trong hé théng
dé thay thé thudt toan méi: Tir két qua
phan tich thuat toan can tich hop & budc
trén, budc nay s€ xac dinh mot thuat toan
c6 cac tham sé twong dong nhét trong hé
thdng dé viéc tich hop 1a thuan loi nhét.

e Tuong thich vao / ra: Viét lai cac ham vao /
ra dé thuat toan mat mad méi tuong thich
v6i API cua thuat toan gbe. Vi dy, thuét
toan mdi ¢ dau vao 1a khdi 64 bit, khi thay
vao thuat toan AES 128 bit chi can chuyén
128 bit thanh cac khdi dau vao cla thuat
toan mdi, hodc néu thuét todn mai st dung
khoa ma 256 bit va khdi 64 bit, khi thay
vio thuat toan 3DES can hiéu chinh lai
tham s6 khéa thanh 256 bit.

e Tich hop va kiém tra: Lap trinh tich hop
thuét toan mat ma mdai, bién dich lai nhan
Linux; bién dich lai ma ngudn OpenSwan.
Kiém tra hé thong da lam viéc voi thuat
toan mat md méi théng qua viéc kiém soat
ludng dir liéu va dat cac log dé ghi thong
tin ra bo dém trong nhan Linux.

IV.PANH GIA KET QUA THUC NGHIEM

Trén co s& mo hinh va quy trinh thay thuat
toan mat ma méi nhu dé xuit & trén, chung toi da
thuc nghiém thay ddi mot s6 thuét toan khac nhau
dé kiém tra tinh ding dan ciing nhu hiéu suat cua
hé théng.

A. Mo ta thuc nghiém

Ching tdi da tién hanh tich hop thuat toan mat
ma mai 1a thuat toan GOST cua Nga vao trong hé
thdng OpenSwan theo giai phap dé xuat nhu mé ta
trong Hinh 10. M3 ngudn nhan Linux c6 tich hop
thudt to4n mat md méi va mi ngudén OpenSwan
duoc bién dich va trién khai trén may chi Ubuntu,
phién ban nhan 3.16.37. Thuc nghiém dugc trién
khai theo m6 hinh VPN giita hai mang nhu trong
Hinh 3, trong d6 may chu cai Ubuntu phién ban
14.04 va cAc may tram cai hé diéu hanh Windows
8, Ubuntu Desktop.

B. Trién khai thuc nghiém

Céc budc chinh dé trién khai hé thong VPN
véi thudt todn mat ma mai theo giai phap trong

Hinh 10 nhu sau. Dau tién, ching toi tién hanh tai
nhan Linux phién ban 3.16.37 va tién hanh tich
hop thuét toan mat ma GOST vao trong thudt toan
3DES; sau d6 bién dich nhéan, cai dat nhan theo
cac cau lénh trong Bang 1.

BANG 1. CAC LENH THAY NHAN

STT CAu 1énh M6 ta
apt-get update Cai dat cic goi can
1 apt-get install build- | thiét dé dich nhan
essential
apt-get install | Cai dat géi cau hinh
libncurses5-dev nhan trong giao dién
make menuconfig van ban. Khi cau hinh
2 nhan, cénﬂh,ra chon
NETfrm dé st dung
trong IPSec.
3 Make Bién dich nhan
make modules Bién dich cac mo-dun
4 N
phu thude
5 make modules_install Cai dat cidc mo-dun
phu thude
6 make install Cai dat nhan

Sau khi tich hop thuat toan mat ma mai, bién
dich va thay thé nhan, chung t6i tién hanh bién
dich va cai dat OpenSwan phién ban 2.6.38 tir ma
ngudn theo cac 1énh sau:

make programs
make install

Tiép theo, thuc hién cac 1énh Linux véi nguoi
dung root dé cau hinh hé thong OpenSwan nhu
Sau:

for fin /proc/sys/net/ipv4/conf/*/send_redirects; do
echo 0 > $f; done

for fin /proc/sys/net/ipv4/conf/*/accept_redirects; do
echo 0 > $f; done

echo 0 > /proc/sys/net/ipv4/ip_forward

C. Pdnh gid két qua thiee nghiém

Sau khi trién khai thyc nghiém nhu trong
phan trude, ching t6i da tich hop thudt toan mat
ma mdi vao vo API cia thuat toan hién tai, bién
dich va thay thé nhan Linux 3.16.37 cho nhan
3.13.0-32, bién dich mi ngudn OpenSwan 2.6.38
v6i nhan méi va trién khai hé théng VPN két ndi
giita hai mang. Hé thong VPN hoat dong thong
sudt trén ca hai giao thic AH va ESP khi sir dung
phan mém Wireshark dé bat va phan tich géi tin.

V& hiéu ning va muc tiéu ton dung luong bd
nhd khi thyc hién tich hop mdt thudt toan maoi
theo giai phap thong dung trong Hinh 9 va giai
phap dé xuat trong Hinh 10 1a ngang nhau. Do ca
hai giai phap nay déu co do sau duong goi ham
nhu nhau, nén qué trinh cap phat, thu hoi bd nhé
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cho cac thanh phﬁn cuc bd c6 kich thude va thoi
gian tuong ung trén duong goi ham.

Pé danh gia thoi gian thyc thi ciia thuat toan
GOST so v6i 3DES trong giai phap dé xuat va hé
thdng ban déau, chung t6i da viét cac doan chuong
trinh ghi lai thoi gian 1ap ma va giai ma khi thyc
hién thuat toan 3DES va khi thuc hién thuat toan
GOST ban dau. Sau do, thuc hién VPN véi ca hai
hé¢ thong dé ghi thong tin thong ké ra bo dém
trong nhan. Sau khi thuc hién xong, chiing t6i tién
hanh doc by dém trong nhan dé so sanh thoi gian
thyc thi GOST va 3DES ban dau trong truong hop
thyc hién Iénh ping véi kich thude goi tin thong
thuong va ping véi kich thude goi tin t6i da. Thoi
gian duoc tinh dén nand gidy. Theo két qua tong
hop tir thong tin thong ké trong bd dém nhan, tdc
do thyc hién cia GOST 16n hon hai lan so véi
thuét toan 3DES, diéu nay 1a phu hop véi thuc té,
do thuét toan 3DES ¢6 s6 vong 16n hon.

V.KET LUAN

Bai bao nay da phan tich nguyén 1y hoat dong
va mi ngudn OpenSwan dé trién khai hé théng
VPN theo IPSec. Trong OpenSwan, thanh phan
Netkey st dung trién khai IPSec huéng dén sir
dung cho ca IPv4 va IPv6, dugc tich hop trong
nhan Linux tir phién ban 2.6 trd 1én. Thanh phan
Netkey st dung thu vién mat ma trong nhan thong
qua giao dién Crypto APIL Trén co sé nay, ching
t6i da dé xuat mo hinh tich hop thuat toan mat ma
méi trong OpenSwan. M6 hinh d& xuét tich hop
thudt toan méi vao trong vo mét thudt toan da co
trong nhan ma khong lam thay déi kién trac thu
vién mat ma trong nhan, nén khong anh hudng
dén cac hé théng hién tai. Qua trinh trién khai
don gian hon nhiéu so véi mé hinh dang duoc sur
dung, dong thoi cing lam tang kha nang che gidu
thudt toan thuc té duoc sir dung. Két qua thuc
nghiém d cho thiy tinh dung din va tinh hiéu qua
clia giai phap dé xuat. Thudt toan mdi, can tich
hop vao hé théng, ¢6 thé 1a mot thuét toan da duoc
cong bd, nhung chua ¢ trong OpenSwan, hoic 1a
mot thuét toan hoan toan mai, do mot td chire tu
xay dung dé str dung riéng cho mé hinh cuia ho.

Tt nhiing két qua budc dau kha quan, ching
toi s€ tlep tuc nghién ciru, thuc nghiém dé t6i uu
giai phap tich hop mat md maéi cho OpenSwan va
tbi gian ma ngu6én OpenSwan dé bién dich cho cac
thiét bi di dong, cac hé thong nhiing. Dong thoi,
chung t6i cling huéng dén nghién ctru vé mat ma
hang nhe dé tich hgp vao OpenSwan bién dich
cho céac hé théng nhung.
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