Nghién ciru Khoa hoc va Cong nghé trong linh vuC An toan théng tin

Phat hién ma doc trén Android bang phuong
phap phan tich tap tin manifest

Tom tit— Ma doc trén dién thoai chay hé diéu
hanh Android ngay cang nhiéu. Do viy, viéc phin
tich ciac wng dung truéce khi thue hién cai dat 1én
thiét bi 1a rdt can thiét. Trong cic phwong phap
phan tich thi phén tich tinh 1a phwong phap cho két
qua kha chinh xac va tiét kiém nhit. Bai béo trinh
bay phwong phap phat hién ma ddc trén thiét bi di
dong biang cach phan tich tinh cc thudc tinh thu
duwge tir tép tin manifest ciia ing dung. Phwong
phap nay c6 thé dwoc sir dung dé phat hi¢n cac miu
mi doc khong bi phat hién bing phwong phap phin
tich dua trén chir ky. Phwong phap phén tich caa
chiing t6i gom bén buéc sé dwge trinh bay chi tiét
trong bai bao nay. Sau cac buéc phan tich sé dua ra
két luan ing dung dwa vao kiém tra cé an toan hay
khong. Qua dé, giup ngudi dung tranh dugce viée cai
cac wng dung ddc hai 1én thiét bi ciia minh.

Abstract— Malicious code on phones is running
on Android operating system and more. Therefore,
the analysis of the application before installating on
the device that is very necessary. In the analytical
methods, static analysis is the method that gives the
most accurate and economical results. The article
presents the method of detecting malicious code on
mobile phones using attributes obtained from the
application's manifest file. This method can be used
to detect malware samples that are not detected by
signature-based analysis. Our four-step analysis
method will be covered in detail in this article. After
the analysis steps, it will be concluded whether the
application included in the test is safe or not. This
helps users avoid installing malicious applications
on their devices.

Tir khoa— Ma doc trén Android; phan tich
dong; phan tich tinh; tép tin manifest; quyén nguy
hiém trén Android.

Keywords—  Android malware; dynamic
analysis; static analysis ; manifest file; dangerous
permissions on Android.
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. GIOI THIEU

Dién thoai thong minh d trd nén rat pho bién
trong vai ndm tro lai ddy. Trong su phat trién cua
thi truong di dong thdong minh, Android-mot nén
tang md ngudn mo cia Google dd trd thanh mot
trong nhitng h¢ diéu hanh di dong phd bién nhat,
chu yéu duoc su dung trén dién thoai thong minh
va may tinh bang, duoc trang bi mot sé tinh ning
nhu két ndi wifi, goi dién, luu trit dit liéu, dinh vi
toan cau (GPS),....

Di d6i voi su phat trién cua hé diéu hanh
Android thi sé lwong ma doc phat trién trén hé
diéu hanh nay ciing ngdy mot ting cao. Niam
2012, s6 lwong md doc phat hién moi trén nén
tang Android 1a 214.327, d&én nam 2016 da ting
Ién 3.246.284 mau ma doc duoc phat hién mai [1].
Diéu nay dan dén cac phan mém phong chdng ma
doc trén Android can phai cai tién vé phuong phap
va k¥ thuat. Pa c6 rat nhiéu nghién ctu tap trung
vao viéc phat hién phian mém doc hai trén
Android. Mét trong nhitng phwong phap phé bién
bao gom cac phuong phap dua trén chir ky, trich
chit ky tir phan mém doc hai mau. Isohara trong
[16] di trinh bay mdt phuwong phap phat hién phan
mém doc hai bang cach phan tich cac thudc tinh
cua cac tap tin trong cac mau ¢ng dung. Mac du
cach tiép can nay co thé phat hién mot sé phan
mém doc hai ma khdng bi phat hién bai blacklist
hodc phuong phap phén tich dya trén chix ky, chi
phi phan tich phu thuoc vao sb lugng tép trong
mau phan tich. Enck va cong su [17] dé xuat mot
phuong phap ngan chan viéc cai dat cac ung dung
¢ quyen truy cap ¢ mac nguy hiém hodc intent
filter (Mot co ché dé thyuc hién hop tac giita cac
ung dung Android). Tuy nhién, phuong phap nay
c6 thé dan dén phat hién khdng chinh xéc, bai vi
thong tin duoc st dung trong phuong phap khong
da dé phan biét phan mém doc hai tir cac Gng
dung lanh tinh. Ngoai ra, con phuong phap phéan
tich ma déc dua trén viéc phén tich cac loi goi
API trong tép tin smali nhu trong nghién ciu cia
Wu va cong su [18]. Tuy nhién, viéc thuc hién
phuong phap trén s& nay sinh van dé 1a chi phi
phan tich rat 16n, né tay thudc vao sb luong tép tin
va kich thuéc caa tép tin trong wng dung ban dau.
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Qua két qua phan tich kich thudc va sb luong
tép tin tir 20 mau ma doc va 20 tmg dung lanh
tinh, chling t6i tong hop lai qua 2 bang sau:

BANG 1. BANG KiCH THUGC TRUNG BINH CAC
TAP TIN (PON VI: KB)

Mot mi doc bat ky co thé 1a cac ma doc hai
hodc cac phan mém ddc hai duoc thict ké dé thuc
hién ca cac chirc nang ma khong co sy dong y cua
nguoi dung.

Ton tai nhiéu phén mém doc hai cb géng danh

Tép tli_n Tép tin ma Tép_;iﬂ cap dit liéu hodc dich vu trén dién thoai. Cac phan
_ small nguon mantfest mém gian diép c6 kha ning truy cip viao micro,
20 rgzlcl ma 4503 3670 5 may anh va dich vu dinh vi toan cau GPS va gui
il dir liéu d6 ve cho ké tan cong. Phan mém quang
20 mau 2614 1407 4 20 13 loai pha A doc hai ma si d ,
anh tinh cdo 1a loai phan mém doc hai ma st dung cac
- - - . . kénh truyén thong hién c6 nhu: Email, MMS,
BANG 2. BANG S;)AIE)U;?EG TRUNG BINH CAC SMS hay Bluetooth dé truyen nh{rng tin quang cao
R — — khong mong mudn t6i sd dién thoai hay nguoi
Tép tin Tép tin ma Tép tin dung c6 trong danh ba ctia may nan nhén.
smali nguon manifest
20 mziiu ma 583 342 1 %, NewAndroid malware samples
doi { &Y ) (perysar) 3,500,000
20 mau 256 102 1 | — 3,246,284
\ . - ((Forecast)
lanh tinh A
: 2,333,777 P
Té&p tin manifest 1a t&p bat budc phai co trong
I X Ly, R , 1,548,129
bat ki trng dung nao, du la ung dung lanh tinh hay 1,192,035
chira ma ddc. SO lugng tép tin manifest trong moi
ung dung chi c6 1 t€p tin duy nhat, dong thoi kich Al
thude cua tép tin manifest rat nho. Vi vay, trong bai 2012 2013 2014 2015 2016 2017

bdo nay, chiing t6i nghién clru phuong phap phat
hién ma doc trén Android dya vao cac dac trung
cua t€p tin manifest. Phuong phap nay sir dung cac
k¥ thuat dich nguoc dé trich xuat thong tin tir tp
tin manifest ctia img dung. Vi ky thuat nay, nguoi
phan tich c¢6 thé tim ra cac tng dung doc hai ma
khong phai chay ing dung trén thiét bi hodac moi
truong thir nghiém. Piéu nay gitp rit ngan thoi
gian phat hién ra cic ing dung doc hai. Dong thoi,
k¥ thuat phan tich nay cling c6 ti 1€ phat hién cao
va tiéu ton it tai nguyén.

Phan con lai cua bai bao duoc bd cuc nhu sau:
Muc II dua ra cac van dé vé mi doc trén hé didu
hanh Android; Muc III trinh bay cac k¥ thuét phan
tich ma doc trén Android; Muc IV trinh bay md
hinh va cac budc trién khai chi tiét cia phuong
phép; Két qua thuc nghlem danh giad dugc trinh
bay trong muc V va cubi cung 1a muc Két luan,
trong d6 trinh bay dinh hudng nghién ctru va phat
trién clia nhom tac gia.

II. MA BDOC TREN HE BPIEU HANH ANDROID

Dién thoai di dong da tr¢ thanh mot muc ti€u
cua cac loai toi pham mang. Pi¢n thoai di dong co
chira mot lwong 16n cac dit liéu ca nhan nhu danh
ba, email, dong thoi ciing c6 thé giup ngudi dung
thuc hién cac giao dich truc tuyén va cac tién
ich khac.
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Hinh 1. Sé lugng mi doc phat hién méi theo ting nim
Theo thong ké ciia GDATA (Google Data)
(Hinh 1), sb lugng ma doc ngay cang ting nhanh.
C6 ba yéu t chinh dan toi viée ting nhanh vé sb
luong cac md doc trén nén tang di dong Android
d6 1a: hé diéu hanh mo, hé diéu hanh di dong phd
bién nhét va dong co cua cac toi pham mang [2].

Android 1 mot hé diéu hanh di dong ma
ngudn mg. Ngoai ra, Android cho phép ngudi
dung phat trién tng dung Android va cac Ung
dung d6 c6 thé dugc xuat ban ma khong can xem
xét boi bén thir ba [3]. Chinh vi viy ma céac ké tin
cong di tan dung co hoi nay dé phat trién phan
mém doc hai tan cong lén hé diéu hanh Android.
Tuy nhién, tng véi mdi phién ban hé diéu hanh
Android khac nhau, chay trén cac thiét bi khac
nhau s& c6 nhimng 16i khac nhau. Céc 16i con phu
thudc vao viéc tuy chinh cac kha nang bao mat
clia cac nha san xuat thiét bi [3]. Vi vy, cac ké
tan cong s& lwa chon hé didu hanh Android lam
muc tiéu néu hé didu hanh nay dugc nhidu nguoi
st dung.

Google Play la chg ung dung chinh thirc cua
Android, noi cung cép hang ngan ng dung mién
phi hoidc tra tién. Cac (mg dung nay bao goém: trd
choi, mang xa hdi, da phuong tién,.... Tuy nhién,
Android 14 mét hé diéu hanh md, dong thoi nguoi
dung c6 thé cai dat tng dung Android tir nhiéu
ngudn khac ngoai Google Play [4]. Vi ly do do,
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tin tic c6 thé d& dang tao ra cac tmg dung doc hai
va phan phdi n6 truc tiép t6i nguoi dung mot cach
dé dang.

Mot Gng dung doc hai co thé dugc tao ra dé
dang bang cach chén cac doan ma doc vao cic
tmg dung lanh tinh ban dau. Nhu trong Hinh 2 ta
c6 thé thdy rd quy trinh d6. P6 1a ly do trong bai
b4o nay trinh bay vé ky thuat phan tich tinh.

A NHA PHAT TRIEN m
- TAD RA UNG DUNG
o

NGUQI DUNG TAI
(NG DUNG €6 MA BiC

KE TAN CONG T
DUNGVE

VATHUC HIEN BONG GOI

LAl UNG DUNG

Hinh 2. Qua trinh dong goi lai mdt tng dung

Ngoai cac ly do trén thi trach nhiém tir phia
ngudi ding 1a khoéng nho. Do nguoi ding thiéu
kién thirc vé ma doc nén dé dang chap nhan cai dat
cac mg dung tir phia cac nha cung cép khong tin
cdy. Vi vdy, viéc phan tich ing dung trude khi thyuc
hién cai dit 12 mot bién phap dé hd tro ngudi ding
gitp ho tranh dugc cac tmg dung chira ma ddc.

I1l. CAC KY THUAT PHAN TiCH MA BOC
TREN ANDROID

Hai ky thuét chu dao d6 gom, ky thudt phan
tich dong va k¥ thuét phan tich tinh.

Ky thudt phdn tich dong con dugc goi la phan
tich hanh vi, dugc st dung dé phan tich va nghién
ctru hanh vi cta phan mém doc hai. Sau d6 nghién
clru cac cach phan mém doc hai tuong tac véi hé
thdng, dich vu, thu thap dit liéu, thuc hién két ndi
mang, mo céng dich vu,... Trong giai doan nay,
cac tap tin apk duoc cai dat trén mot thiét bi mo
phong (hoic thiét bi that) dé quan sat hanh vi cua
tmg dung. Vi du, cic nghién ciru vé k¥ thuat phan
tich dong nhu trong [7-9].

Trong nghién ctru [7], quyén dinh nghia trong
tép tin manifest cia ing dung Android s€ dugc
chia 1am 2 phan: Quyén tiéu chuin va quyén
khong theo tiéu chuan. Sau do, biéu d6 Control

Flow Graph (CFG) s& duogc sit dung dé phat hién
ma doc.

Trong nghién ctru [8], mot sé tng dung nghi
ngo c6 Server Command and Control (C&C) sé
dugc tai xudng va phan tich. Sau d6 mot do thi
quan hé sir dung Gephi dé xay dung. Cac API
nhay cam va cac Intent-filter s& duogc tim kiém
trong d6 thi. Thuét toan A* duoc sir dung dé tim
chi phi duong di thap nhat trong ung dung lanh
tinh va doc hai tir d thi.

Trong nghién ctu [9], cac 1061 goi ham hé
thong trong tmg dung duoc sir dung dé phat hién
mé doc. Cac 10i goi ham hé théng cua ung dung
dugc giam sat trén layer Android architecture.

Tuy nhién, ky thuat phan tich dong thuong
can rat nhiéu chi phi dé phan tich, do d6 thuong
khong thé dwa dugc ra ngay két qua phan tich
trong thoi gian ngén.

Ky thudt phan tich tinh s€ st dung cac k¥
thuat dich nguoc dé trich xuét thong tin tor ma
ngudn cia tng dung. Véi k¥ thuat ndy, nguoi ta
¢6 thé tim ra cac mg dung doc hai ma khong phai
chay tmg dung trén thiét bi hodc méi truong thir
nghiém [5]. Piéu nay gitp rit ngin thoi gian trong
qua trinh phat hién ra cac ng dung doc hai. Thém
vao do, k¥ thuét phan tich tinh ciing co ti 1¢ phat
hién cao hon va tiéu ton it tai nguyén hon [5]. Cac
nghién ciru vé k¥ thuat phan tich tinh c6 trong [5]
va [12].

Trong nghién ciru [5], Intent trong tng dung
Android dugc sir dung dé phan loai tmg dung
thudc loai lanh tinh hoac ph?m mém doc hai. Cac
Intent duogc thuc hién béng céch trich xuét tur tép
apk cta tmg dung Android. Str dung APKTool dé
liy byte code. Sau d6 duoc Intent sir dung dé gin
thé tinh nang. Tiép d6, mot doan ma C++ sé& dugc
sir dung dé phan loai. Tinh ning cia cac tag duoc
phan loai va viéc phan loai dugc sir dung dé chira
cac tinh nang cua cac tng dung ddc hai.

Trong nghién ctru [12], st dung k¥ thuat phan
tich tinh dé phat hién cac Gmg dung lanh tinh va
doc hai béng cach su dung cong cu dich nguoc
Androguard dé 14y ra cac API dugc str dung trong
tmg dung d6. Sau d6, sir dung DroidAPIMiner dé
phat hién tmg dung lanh tinh hay khong.

Phat hién ung dung doc hai trén Android co
thé dugc phéan tich bang cach sir dung k¥ thuat
phén tich tinh hoac ky thuat phan tich dong, doi
khi ca hai k¥ thuat duoc str dung dong thoi.

Trong bai bdo ndy, chung toi dé xuit phuong
phép dé phat hién phan mém doc hai Android bang
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cach phan tich tép tin manifest. Mdi ung dung
Android phai co t€p tin manifest, trong d6 trinh bay
thong tin thiét yéu vé ung dung. Phuong phap dé
xuét ciia chiing t6i dya trén phén tich dic trung cta
tép tin Android manifest va c6 hiéu qua dé phat
hién cac phﬁn mém doc hai d3 duoc xac dinh va
phﬁn mém doc hai chua duge xac dinh. Hon nita,
chi phi cho phuong phap nay khé thap, boi vi
phuong phép nay chi phén tich t€p tin manifest.
Tép tin manifest c6 kich thudc rat nho so véi kich
thudc cia céc tép tin nhu Resource hay smali.

IV. MO HINH VA CAC BUGC TRIEN KHAI
CUA PHUONG PHAP
Mot tmg dung Android bao gém céc phan
nhu sau:

x I
Java ||| Javac ,| Byte
code | code ||
— - dx
Jjava class -
classes.dex aapt
o - .

Other .closs files  androidManifest.xmi

dd
S

Resources

Hinh 3. Cac thanh phan ctia tép tin ing dung

AndroidManifest.xml: tip cung cap thong tin
can thiét d€ ung dung hoat dong binh thuong véi
hé thong Android, trong d6 hé thong sé doc tép tin
ndy truge khi co thé chay cac doan ma khéc cua
Umg dung. Trong d6 c6 mot s6 thong tin nhu: cac
quyén ma tng dung yéu ciu, cac API tdi thiéu dé
ung dung hoat dong, danh sach thu vién ung dung
can,...

Classes.dex: md ngudn Java dugc bién dich
de chay trong may 4o Dalvik.

Resources: bao gé)m hai phén chinh, mot thu
muc res chua cac tai nguyén can thiét cho tng
dung khong duoc bién dich trudc nhu: anh,
String,... va tép tin resources.arsc chira tai nguyén
da duoc bién dich trudec.

META-INF: thy muc ndy chira mot sd
metadata nhu ching chi so cua tng dung, tép tin
manifest ciia rng dung java.

Lib: cac thu vién duoc bién dich san phu hop
véi tung nén tang phan cling.
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_ Assets: chira cac tai nguyén ma mg dung c6
the truy cép thong qua AssetManager.

M0 hinh phuong phap dé phat hién phan mém
doc hai Android bang cach phan tich t¢p tin
manifest dugc thé hién nhu Hinh 4.

Phan mém doc hai duoc phat hién theo cac
budc sau:

Budc 1: Trich xuat thong tin cu thé trong tép
tin manifest.

Budc 2: So sanh thong tin trich xuat duoc véi
dir liu da co.

Budc 3: Sau d6 tinh diém so 4c tinh cho céc
thong tin trich xuat dugc.

Budc 4: Dya vao diém sb 4c tinh dé phan loai
ung dung: 1a lanh tinh hay chira ma ddc.

Phuong phép phan tich s& nhu sau:

Tép tin apk

Ly théng tin tir file manifest

So sanh véi théng tin chiét xust dugc vdi dir liéu da c6

Gén diém s6 4c tinh cho tirng thdng tin

Xac dinh diém s6 ac tinh va dva ra két luin

Hinh 4. So d6 phuwong phép phan tich

A. Trich xudt théng tin

Tép tin manifest co cac thong tin vé cic ung
dung Android, chﬁng han nhu phién ban cta ng
dung, tén cta package, cac permission phai cé, va
level API. Pinh dang cta tép tin manifest gidng
hét nhau trong ca ng dung lanh tinh va phan
mém doc hai. Tuy nhién, & ddy c6 sy khac biét
nhét dinh trong céc déc tinh ctia mot s6 muc thong
tin. Bang thuc nghiém ciing nhu doc cac tai liéu
lién quan. Véi két qua thuc hién diéu tra trén 30
mau lanh tinh va 30 mau phan mém doc hai, tong
cong 1a 60 mau [13]. Trong bai bio nay da luya
chon cu thé ra mdt muc thong tin hién thi trén
nhiéu loai phdn mém doc hai khac biét so véi cac
ung dung lanh tinh.
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Du6i day 1a mt s6 thong tin duoc trich xuét
tur tép tin manifest d¢ s dung trong phwong phap
nay bao gom:

(1) Permission

(2) Intent filter (action)

(3) Intent filter (category)

(4) Process name
B. So sanh théng tin trich xudt véi dir liéu da cé

Trong phuong phap nay, mot so danh sach cac
tir khoa (keyword) dugc bién soan cho mét tng
dung. Mot tmg dung la lanh tinh hay la img dung
ddc hai thi chuoi trong tép tin manifest déu dugc
ghi lai trong mdt danh sach véi cac tir khoa tuong
img. O day s€ c6 4 kicu danh sach tir khoa [13]
bao gom:(1) Permission, (2) Intent filter (action),
(3) Intent filter (category), va (4) Process name.

Dudi day la danh sach céc Permission trong
tép tin manifest ctia cAc mau ma chung t6i da phén
tich. Trong mdi bang, cot tén Permission la tén
clia quyén do6 xuét hién trong tép tin manifest. Cot
s6 1an xuat hién ghi tong s6 lan xuét hién cua
quyén do6 trong tt ca cac mau dugc phan tich.

D4i voi 40 mau lanh tinh, danh sach cac quyén
yéu cau duoc trinh bay trong Bang 3.

BANG 3. DANH SACH CAC QUYEN YEU CAU TRONG
UNG DUNG LANH TINH

Dbi v6i 40 miu mé doc, danh sach cac quyén
yéu cau dugc trinh bay trong Béng 4.
BANG 4. DANH SACH CAC QUYEN YEU CAU TRONG

MA bOC
$6 l:ﬁn

STT Tén Permission xuat

hién
1 READ_PHONE_STATE 35
2 INTERNET 32
3 SEND_SMS 28
4 WRITE_EXTERNAL_STORAGE 26
5 ACCESS_NETWORK_STATE 25
6 RECEIVE_SMS 25
7 READ_SMS 23
8 | ACCESS WIFI_STATE 19
9 WRITE_SMS 17
10 | READ_CONTACTS 17

Dudi day 1a mot sb thong ké cac quyén duoc

514 str dung cua cac dang ma doc [14].
STT Tén Permission S? la.nA Hng ang o [14]
xuat hién . . . .
BANG 5. TOP 10 QUYEN NGUY HIEM MA
1 | INTERNET 20 CAC SPY SU DUNG
S6 1an
2 | WRITE_EXTERNAL_STORAGE 13 STT Tén Permission xuit
hién
3 | ACCESS_NETWORK_STATE 11
1 | READ_PHONE_STATE 845
4 | WAKE_LOCK 9 2 | SEND_SMS 802
5 | READ_PHONE_STATE 7 3 | INTERNET 799
4 | RECEIVE_SMS 757
6 | VIBRATE 9
5 | WRITE_EXTERNAL_STORAGE 732
7 ACCESS_WIFI_STATE 5 6 READ SMS 712
8 | USE_CREDENTIALS 5 7| CALL_PHONE 701
8 | READ_CONTACTS 501
9 | MANAGE_ACCOUNTS 4
9 | CHANGE_WIFI_STATE 432
10 | SET_WALLPAPER 4 10 | WRITE_SMs 387

S61.CS (05) 2017 13




Journal of Science and Technology on Information security

BANG 6. TOP 10 QUYEN NGUY HIEM MA
RANSOMEWARE SU DUNG

STT Tén Permission So lﬁ.‘l Xuiit
hién
1 READ_PHONE_STATE 585
2 INTERNET 581
3 | WRITE_EXTERNAL_STORAGE 201
4 | GET_TASKS 165
5 | CAMERA 128
6 RECEIVE_SMS 114
7 | SYSTEM_ALERT_WINDOW 109
8 READ_CONTACTS 102
9 BATTERT_STATS 73
10 | SEND_SMS 69
BANG 7. TOP 10 QUYEN NGUY HIEM MA TROJAN SU
DUNG
S lg‘?ln

STT Tén Permission xuat

hién

1 | INTERNET 3528

2 | READ_PHONE_STATE 3245

3 | SEND_SMS 2016

4 | WRITE_EXTERNAL_STORAGE 1513

5 | RECEIVE_SMS 1498

6 | WRITE_SMS 1436

7 | ACCESS_FINE_LOCATION 1247

8 | ACCESS_COARSE_LOCATION 982

9 | GET_TASKS 899

10 | READ_SMS 631

Két qua trén cho thdy xuat hi¢n mot 5O quyen
pho bién. Céc con s6 nay cho thay rang, cac quyén
lién quan dén gui tin nhan (SMS), chiang han nhu
SEND_SMS, RECEIVE_SMS \{é READ_SMS
thuong duogc s dung boi cac mau ma doc. Cac
quyén nay s€ dugc cho vao danh sach cac quyén
nguy hiém. Ta s& tién hanh twong tu dé tim ra cac
keyword phan loai cho (2) Intent filter (action),
(3) Intent filter (category), va (4) Process name.
Cac danh sach keyword thu dugc sé dugc st dur~1g
trong qua trinh danh gia d¢ ac tinh ctia cac mau
phéan tich.

Két qua thu thap tir cac mau:

(Danh séch 1) Permission nguy hiém bao gom:

1. READ_SMS

2. SEND_SMS

3. RECEIVE_SMS
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4. WRITE_SMS

5. PROCESS_OUTGOING_CALLS

6. MOUNT_UNMOUNT_FILESYSTEMS

7. READ_HISTORY_BOOKMARKS

8. WRITE_HISTORY_BOOKMARKS

9. READ_LOGS

10. INSTALL_PACKAGES

11. MODIFY_PHONE_STATE

12. READ_PHONE_STATE

13. INTERNET

14. CALL_PHONE

(Danh sach 2) Intent-filter (action) nguy hiém
bao gbém:

1. BOOT_COMPLETED

2. SMS_RECEIVED

3. CONNECTIVITY_CHANGE

4. USER_PRESENT

5. PHONE_STATE

6. NEW_OUTGOING_CALL

7. UNINSTALL_SHORTCUT

8. INSTALL_SHORTCUT

9. left_up

10. right_up

11. left_down

12. right_down

13. SIG_STR

14. VIEW (keyword lanh tinh)

(Danh sach 3) Intent-filter (category) nguy
hiém bao gom:

1. HOME

2. BROWSABLE (keyword lanh tinh)
(Danh sach 4) Process name nguy hiém:
1. remote2

2. main

3. two

4. three

Sau khi thyc hién thu thap dugc danh sach tur
khéa, ta s& thuc hién tinh diém sb 4c tinh cho cac
thong tin thu dugc tr t€p tin manifest. Dau tién, ta
can thyc hién phan loai cac thudc tinh thu duoc tir
tép tin manifest 1a lanh tinh hay doc hai. Sau d6, ap
dung cong thirc sau dé tinh [13]:

E L
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Trong do:

P 12 diém s6 4c tinh

M 4 s lugng chudi doc hai

B 1a s6 chudi lanh tinh

E 12 tong s thong tin thu dugc
Vi du nhu sau:

Trong t&p tin manifest ta thu dugc cic quyén
nhu sau:

<uses-permission
android:name="android.permission.READ_PHO
NE_STATE"/>

<uses-permission
android:name="android.permission.READ_CON
TACTS"/>

<uses-permission
android:name="android.permission.WRITE_CON
TACTS"/>

<uses-permission
android:name="android.permission.INTERNET>

<uses-permission
android:name="android.permission.CALL_PHONE"/>

<uses-permission
android:name="android.permission.GET_TASKS'/>

<uses-permission
android:name="android.permission.READ LOGS"/>
Co tit ca 1a 7 quyén, trong d6 cic quyén
INTERNET, CALL_PHONE, READ_LOGS va
READ_PHONE_STATE c6 trong danh sach céac
quyén nguy hiém.

Vi vy, diém s ac tinh ciia mau dugc tinh theo
cong thire (1) la:

P="2=1057
7

Thuc hién danh gia tuong tu véi cac thude tinh
con lai gom: (2) Intent filter (action), (3) Intent
filter (category), va (4) Process name.

C. DPua ra danh gia

Phuong phap de Xuét cung cap cac gid tri
ngudng cho dlem s6 4c tinh. Dé co gia tri ngudng
chinh xé4c ta can ap dung cac ky thuét thong ké
trung binh va trong phuong phap véi tap dir liéu du
16n dé co duoc gié tri ngudng t6t nhat cho diém sd
ac tinh. Bang cach st dung bon thong tin thu duoc
tr (1), (2), (3) va (4) dua vao viéc phan tich voi 50
mau mi doc ching toi dé xuat gia tri ngudng 1a
0.52.

Két luan cudi cung dua trén co so cua diéu kién
1, 2 va cong thirc dugc dua dudi ddy. Diéu kién 1

mo ta déc tinh cua phﬁn mém doc hai. Diéu kién 2
duoc thyc hién dé tranh cac két luan khong chinh
xdc. Trong cong thirc dudi ddy, SCORE dugc de
cap la dlem s 4c tinh cudi cing cua mau. C1 va C2
dém s luong hai long cia mot mau & didu kién 1
va 2 tuong Ung.

biéu kién 1:

e Diém s0 ac tinh cua Permission 16n
hon gia tri ngudng.

e Diém soO ac tinh cua Process Name 16n
hon gia tri ngudng.

bicu ki¢n 2:

e Diém cua Intent-filter (action) 1a s6 am
(co giatri <0)

e Diém cua Intent-filter (category) 1a sb
am (c6 gia tri < 0)
Cong thuec:
SCORE=C1-C2
Néu SCORE cudi cing I6n hon hofic bang 1,
thi mau thir nghiém dugc coi la phan mém doc hai.

V.KET QUA THUC NGHIEM VA BDANH GIA

A. Két qua thuc nghiém

Pé danh gia hiéu qua thuat toan, chung t6i tién
hanh phan tich v6i 70 mau tmg dung lanh tinh va
70 mau ma doc. Véi 70 mau mg dung lanh tinh
duoc lay vé tir Google Play [19] va 70 miu ma doc
duoc 1dy tir Virus Share [20]. Ca 2 méu s& duoc
chia 1am 2 tap: “Tap ldy ngudng” va “Tap thi
nghiém”. Tap lay ngudng duoc ching t6i sir dung
dé danh gia va lay ra gi4 tri ngudng phu hop nhat.
Dir li¢u tho nghiém dugc st dung dé danh gia
phuong phap méi duoc dé xuét. Trong thi nghiém
ndy, cic mau dau tién duoc phan tich boi
VirusTotal [10], mdt cong cu quét phan mém doc
hai true tuyen Cac dir liéu kiém tra sy doc hai bao
gdm cac mau khong duoc phat hién dua trén
phuong phap kiém tra chit ky. Dit liéu hoc lanh
tinh va dit liéu thr nghiém duoc chon ngau nhién
tir viéc thu thap cac mau tmg dung lanh tinh.

S6 luong dugc phan chia nhu Bang 9. Dé thuc
hién lay tap tin Android Manifest.xml trong cac
mau mi doc va ung dung lanh tinh nhém nghién
ceu da st dung cdong cu Mobile Security
Framework (MobSF). Két hop voi module nhém
tu phat trién bang ngébn ngir lap trinh Python dé
thuc hién boc tach va danh gia cidc mau ma doc
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cling nhu ¢ng dung lanh tinh. Hinh 5 1a md hinh
nhom xay dung dé thuc hién danh gia.

BANG 8. MOT SO MAU MA POC SU DUNG
TRONG THUC NGHIEM

BANG 9. BANG PHAN CHIA UNG DUNG

Tén ma

STT dic

Tép bi nhiém

virusshare_1bdcf187bfc2b0307c5a
09fb464e855e

virusShare_2a96b4721c638ec5d67
b9b318bb0b3e0

virusshare_8669cea30c8178f9d118
£89335e4def6

virusshare_2f87990252304e48ebdb
d421a466¢0a9

1 GinMaster

Tap lay Tap thw Téng sb
nguong nghiém
Ung dung
lanh tinh 50 20 70
Miu ma doc 50 20 70

Két qua dugc thé hién trong Bang 10.
BANG 10. KET QUA THUC NGHIEM

virusshare_5d5d610fde6e15689269
44f12h52d82c

virusshare_162cdalec7f49e9ca2edc
4d47f642041

VirusShare_de873ee0e3652e840ef
04b130585el4a

virusshare_0fba433339e2fof5fd846
f8d246c95f9

VirusShare_e37d6c0b28c0a94e7b0
a94702d5b18da

2 Lotoor

VirusShare_4e9475c3bd8b240e997
9ef1e56194652

virusshare_78ba988e4f67b294cd4b
ad239a9ac2a2

VirusShare_2941e07bc8596¢c88b11
47547e8fed957

VirusShare_ae6e2a926ce4254db5d
9e67769c05d50

Exploit
3 Linux
Lotoor

Dé thyc hién danh gia cac mau mi doc va
tng dung lanh tinh cac mau s& duoc chia lam
hai phan Tap lay ngudng va tap thu nghlem
Tap lay ngudng véi muc dich dé lay ra gia tri
ngudng dé xac dinh gié tri ngudng cho 4 tham
s6 duogc lay ra trong tép tin manifest. Sau d6 cac
tép tin thir nghiém s& duoc danh gia dua trén gia
tri ngudng dugc lay trong tap lay ngudng.
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Ti 1€ phat hién ding Ti 1€ phat hién
(%) sai (%0)

Ung dung

lanh tinh 85 15

Méu ma 80 20

doc

Trung binh 825 17.5
B. Panh gia

Két qua thuc nghiém ¢ phan trude chi ra rang,
phuong phép duoc dé xuit c6 thé phan loai chinh
xac cac ung dung Android. Voi dit li¢u cang 16n
thi @6 chinh xac cta phuong phép cang cao. bo
chinh xac nay sé phu thudc vao gia tri ngudng
duoc dé xuét.

Vi la st dung phuong phap phan tich tép tin
manifest cia img dung Android dé phat hién ma
ddc nén thoi gian phat hién nhanh hon rat nhidu so
véi cac phuong phap phat hién ma doc dua trén
phan tich dong. Do khong phai chay tng dung
trén mot mdi truong thir nghiém dé kiém tra cac
hanh vi cia ing dung, nén phuong phap dugc dé
xudt str dung rat it tai nguyén hé thong Pong thoi,
dé thyc hién phan tich ma doc bang phuong phap
trén ciing khong yéu cau mot hé théng c6 cdu hinh
Cao. So luong t€p tin manifest chi c6 duy nhit d6i
voi tat ca cac mau va kich thuge tép tin manifest
1a rat nho so méi kich thuoc cta tép tin ma ngudn
cua ung dung nén phuong phap nay s€ cé thoi
gian phat hién nhanh hon phuong phap phat hién
bang chit ky thong thuong.

Tuy vdy, mot s6 mau ma doc khong bi phat
hién boi phuong phap nay. Phuong phap nay van
chua da dé phat hién ra cac phan mém quang cao.
Ngoai hién thi cac thong tin quang cao khong can
thiét, dong thoi nd chira moét sO su khac biét nam &
bién ctia ung dung lanh tinh va ung dung quang
c4o. Didu nay gay kho khin cho phuong phap nay
trong qua trinh phan loai cac dac tinh do.
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Ma ngudn Java cla Ging dung

Tép tm apk |—> Tép tin smali

C&ctal nguyén khac cda (ng dung

TED tin Manifest  e— —

Hinh 5. M6 hinh irng dung thyc hién danh gia

VI.KET LUAN

Bai bdo nay dé xuat mot phuong phap phat
hién phan mém doc hai trén Android. Uu diém
cua phuong phap nay 1a n6 chi sir dung cac tép tin
manifest dé phat hién phﬁn mém doc hai. Tép tin
manifest co trong tit ca cac ung dung Android vi
vy phuong phap nay c6 thé ap dung cho ca cac
phan mém doc hai chua duoc biét dén ma khong
thé phat hién théng qua phuong phap phat hién
bang chit ky thong thuong. Hon nita, viéc chi
phan tich t€p tin manifest s€ lam cho chi phi phan
tich thap hon. Pdng thoi, phuong phap nay cling
c6 thé két hop voi cac phuong phap khac dé phat
hién chinh xac hon.

Chiing t6i méi chi sir dung mot luong mau
nho tong cong 70 mau ma doc va 70 mau lanh
tinh. Trong tuong lai, chiing t6i s& bo sung va thu
thap cac mau mdi dé co két qua chinh xac hon.
Pong thoi, chung t6i dwa vao cong cu Wake [21]
v6i thudt toan Weka J48, dua trén cay quyét dinh
dé lya chon ra diém sb 4c tinh t6t nhat dé dua ra
quyét dinh. Trong phuong phap trich xuit 4 muc
thong tin tur t€p tin manifest, caic muyc thong tin
nay hoan toan co thé dé dang thay d6i. Ching ta
nén theo ddi chit ch& cac xu hudng cta phan mém
doc hai trén Android dé xac dinh nén giit hay stra
d6i két qua cua cac muc thong tin nham thu dugc
két qua chinh x4c nhét.
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