Bao mat dit liéu tang vat 1y trong mang truyen tin
khong day: Nhing v tudéng dau tién va hudng nghién
citu hién nay

Ding Vit Son va Nguyén Nhu Tuan, Ban Co yéu Chinh phu

Bén canh viéc 4p dung cac ky thuat ma hoa truyeén thong tai cac tang trén (trong cac mo
hinh truyén tin phan tang) dé bao mat dit liéu, ¥ tuéng vé bdo mat tai tang vat 1y cho mang
truyen tin khong day da duge dé cap tit nhitng nam 1970 va cho dén nay, dic biét trong mot
thap ky gan day, thi ¥ tuéng nay dang dude cong dong cac nha nghién citu khoa hoc trén
toan thé gidi quan tam.

Bai bao nay sé gidi thieu cac két qua dau tién vé bdo mat tang vat 1§ cho mang truyéen
tin khong day dua trén 02 cong trinh, mot ctia Wyner ([I]) vé kénh nghe lén (The wire-tap
channel) duge cong b6 vao nam 1975 vaA mot ctia Imre Csiszar va Janos Korner ([2]) vé cac
kénh truyén quang ba véi cdc thong bao bi mat (the broadcast channels with confidential
messages) duge cong bo vao nam 1978. Bai bao cling gidi thieu ngdn gon mot sd két qua va
huéng nghién citu nay trong thoi gian gan day.

1 Giéi thiéu
Hién nay, hau hét cdc phuong phap dam bao bi mat trong hé thdng truyen tin la dua vao ki
thuat mat ma dé ma héa noi dung thong tin can bao mat tit noi giti dén noi nhan. Ching ta

cling xem xét mot mo hinh truyén tin co ban nhu Hinh .

Nguoi gtii 1a Alice muén giti mot thong bao cho ngusi nhan 1a Bob. Con Eve - ngudi nghe
1én, khong thé biét dugce noi dung thong bao. Dé dam bao yéu cau trén, Alice sit dung mot
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Hinh 1: M6 hinh hé thong truyén tin véi Alice 1a nguoi giii, Bob 1a ngudi nhan hop phéap va
Eve 1a ké nghe trom (Eavesdropper).



ho#ic nhiéu thuat toan ma héa bado mat két hop véi khéa ma dé ma héa ban thong bao. Bob
biét vé thuat toan ma hoa duge sit dung nén da ding khoa bi mat hop 1é do anh ta c6 dé giai
ma ban thong bao. Con Eve, c¢6 thé biét vé thuat toan méa hoa duge st dung, nhung khong
biét vé khoa méa dude st dung, nén sé rat kho co thé gidi ma duge thong bao do Alice giii
cho Bob.

Mot xu huéng khac méi noi trong bado mat mang khong day trong thoi gian gan day la
bao mat dit lieu truyén tin tu tang vat Iy (Physical Layer Security - PLS) ma khong dung
mat ma. Hudng nghién cttu nay duge khéi xudng tit nam 1975 bdi Tién si Aaron D. Wyner
(1), mot nha khoa hoc ngudi My. Trong cong trinh nay, Wyner da chiing minh rang c6 the
truyen tin bdo mat vdéi téc do C, (Cy > 0) trén kénh truyén cé sy xuat hién ctia nguoi nghe
1én (Eavesdropper). Mot gia thiét quan trong trong cic két qua ctia Wyner la kénh truyen
gitta ngudi giii (Alice) va ngudi nghe lén (Eve), sau day goi tat 1a kénh nghe 1én (wire-tap
channel), c6 do suy hao 16n hon kénh truyén tir giti (Alice) dén ngudi nhan hop phap (Bob),
sau day goi 1a kénh chinh (main channel). Phan [2] clia bai bdo sé gi6i thiéu cac két qua chinh
cua cong trinh nay.

Mot phat trién mé rong hon cho cac két qua ctia Aaron D. Wyner dude cong bd béi hai
nha khoa hoc ngusi Hungari 1a Imre Csiszar va Janos Kérner vao nam 1978 ([2]) 1a c6 thé
truyén thong bao bi mat (confidential message) tai toc do Cs (Cs > 0) v6i do bao mat hoan
hao (perfect secrecy) cuing véi thong bao chung (common message) khong can gitt bi mat cho
tat cd moi ngudi trong hé thong. Tat ca cac két qua trén déu xuat phat tir bai toan t6i uu
trong 1§ thuyét truyen tin (Information theory). Phan [3[sau day sé& gi6i thieu cac két qua nay.
Phan 4| ctia bai bao sé gidi thieu tém tat mot s6 nghién cttu vé linh vige nay trong thoi gian
gan day va két luan.

2 Kénh nghe Ién

Bai bao “The Wire-tap channel” dugc coi 1a mot cong trinh 16n nhat cia A. D. Wyner trong
gan 20 nam (1974 - 1993), khi ong 6 vi tri truéng bo phan Nghién cttu phan tich truyén
thong (communications analysis research) ctia tap doan truyén thong Bell tai Murray Hill,
New Jersey, M. Tuy nhién, khodng hon 30 nam sau khi bai bdo dugce cong bo thi cac két qua
nay mdéi thie sit duge cac nha khoa hoc trén khip thé giéi tap trung nghién citu va phat trién.

Bai béo quan tam dén hé thong truyén tin hi¢u s6 trén kenh roi rac, khong nhé (Descrete,
Memoryless Channel - DMC) ¢6 nhiéu va ¢6 sy tham gia clia ngusi nghe 1én (wire-tapper) tai
mot kénh DMC c6 nhiéu khac, nhu Hinh . Trong do, Alice va Bob c6 st dung cac ky thuat
ma héa va gidi ma, tuy nhién phuong thitc ma hoa dudge gia thiét 1a ciing dude biét bdi Eve.

Keénh truyén trong hé théng ciing duge gia thiét 1a hoan hao, khong ¢6 16i (perfect trans-
mission, error-free). Bai bao da chi ra duge quan he trong cip gia tri (R, d), véi R 1a toc do
truyen tin cyc dai tit Alice t6i Bob, d 1a do map md (equivocation) vé nguon tin clia nguoi
nghe lén (Eve) déi v6i dit lieu thu duge. Dac biét, néu d bang véi do bat dinh (entropy) ctlia
nguon tin H, thi ching ta két luan rang qué trinh truyén tin la tuyét déi an toan. Két luan
ctia Wyner chiing t6 rang, ton tai gia tri Cy > 0, theo d6 qua trinh truyén tin tin cay cé thé
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Hinh 2: Kénh nghe 1én dac biét
dat t6i toc do C, (secrecy capacity) 1a ¢6 thé chap nhan nhu tuyét déi an toan.

2.1 M5 hinh truyén tin va phat biéu bai toin

Ban dau, bai toin duge xem xét trén hé thong truyeén tin dac biet don gidn nhu Hinh . Bo
phét (the source) phat dinh huéng mot chudi di lieu Sy, Ss, ... 1a céc bit doc 1ap, ngau nhién
S, (Pr{S =0} = Pr{S = 1} = 1). Bo ma héa nguon kenh kiém tra K bit nguon dau tien
SE = (Sy,...,Sk) va ma héa S¥ sang vector nhi phan c6 do dai N 1a XV = (X,..., Xy).
XV duge truyen lan lugt dén bo gidi ma thong qua kénh khong nhidu va duge chuyen doi

thanh dong dit liéu nhi phan S¥= (5_‘1, e S, &) tai noi nhan. Xac suat 16i (error probability)
trong truong hgp nay duge xac dinh nhu sau:

1 —
P = ?El[f:lpr{sk #Sk} (1)
Toan bo qua trinh xit Iy duge lap lai cho dén khi truyen hét khdi tin K . Ty lé truyen tin 1a
£ bit tren méi ky tu duge truyén.

Ngudi nghe lén thu duge khéi dit lieu Z¥ = (Zy,---,Zy) thong qua kénh nhi phan
déi xting (Binary symmetric channel - BSC) v6i x4c suat chuyén doi (crossover probability)
po, (0 <po<3), dovay, véiz,z=0,1, (1 <n<N) thi:

Pr{Z,=2X, =2} = (1 = po)0s. + po(1 — 6,..).

Trong d6, §,. = Qw(z|r) 1 xac suat chuyén trén kénh nghe 1én (wire-tap) roi rac, khong
nhd. Ching ta c6 do map md vé nguon tin clia ngudi nghe 1én, hay con goi 1a do kho ciia viec
xac dinh nguon tin da gii tuong tng véi dit lieu da nhan, dude dinh nghia nhu sau :

A= iH(SK]ZN) (2)

K
Nguoi thiét ké he thong sé mong muodn c6 duge gia tri P, tién sat ve 0, trong khi ty le
K/N va gia tri A cang 16n cang tot. Bai bao [I] da chi ra rang khi N — oo thi sy map mo
(equivocation) tai kénh nghe 1én sé dat entropy nguon vo diéu kien, do vay qua trinh truyén
tin & tuyét doi an toan. Nhung khi N — oo thi téc do truyen tin % = % — 0. Vay, cau hoi

3



st X" MAIN CHANNEL v s
SOURCE | ENCODER . = DECODER [—*

¥
Y

WIRE-TAP
CHANNEL Qy

!

ZN

Hinh 3: Kénh nghe lén trong trudng hop tong quat

dait ra la: lieu 6 thé truyen tin ¢ mot téc do giéi han 16n hon 0 mot luong dang ké ma van
dat duge miic do an toan gan nhu tuyet doi (A ~ H(Sy)).

2.2 Két qua ctia A. D. Wyner

Cau héi dat ra ¢ doan cudi ctia phan trén duge tra 1oi triyc tiép qua moé hinh truyén tin tong
quét nhu Hinh [3]

Trong d6, nguon tin giii 1a roi rac, khong nhé véi entropy H,. Kénh chinh (main channel)
va Kénh nghe 1én (wire-tap channel) 1 kénh rdi rac, khong nhé c6 xac suat chuyén tuong tng
1a Qun(.].) va Qw(.].). Nguon tin va xac suat chuyén Qp va Qw dude cho trude va co dinh.
Bo ma héa nguon hoat dong nhu 1a mot kenh véi dit lieu dau vao 1a vector c6 do dai K (S%)
va dau ra la vector c6 do dai N (X). Vector XV dugc dua lan lugt vao kénh chinh. Dau ra
ciia kénh chinh va ciing 1a dau vao ctia kénh nghe 1én 1a vector Y. Dau ra ctia kénh nghe

1én 1a vector ZV. Bo gidi ma nguon tinh toan ra vector S¥ tit YV va xac suat 16i P, dugc
cho bdi cong thic . D06 map md (equivocation) A nhu cong thiic (2) va toc do truyeén tin
1a KHs/N bit nguon trén mot don vi dau vao ctia kenh.

Wyner da phat bicu rang, cap gia tri (R,d) c6 thé dat duge néu tim ra bo ma hoa — giai
ma nguon véi sy bién ddi nhé ciia P,, téc do truyén KHs/N tuong duong véi R va do map
md A tuong duong véi d (véi N va K c6 thé 1a rat 16n). Két qua chinh ctia bai toan 1a da
tim ra cic dic trung clia ho cac ciap (R, d) dat duge nhu thé hien trén Hinh véi midn R
duge xac dinh nhu sau

R2E2 {(Rd): 0<SR<Cy, 0<d<H,, Rj<H,I'(R)} (3)

D(R) & sup I(X;Y|Z)= sup [[(X;Y)—I(X;Z)]
peEP(R) p€P(R)
Trong do6, I(A; B) 1a lugng thong tin tuong hé (mutual information) gitta A va B; ham sup
(supremum) tuong duong v6i ham maz; p.(x) = P.{X =z}, z € X va P(R) la tap cac gia
tri ctia p, sao cho I(X;Y) > R; Cy 1a dung lugng kénh chinh.
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Hinh 4: Mién gi4 tri ctia 7_3

Theo nhu cac dac trung duge dua ra trong hoac nhu mo ta trén Hinh , gan nhu trong
tat ca cac truong hgp, luon ton tai mot gia tri “secrecy capacity” Cy > 0. Theo d6 cip gia
tri (R, d) tuong duong véi (Cy, Hy) 1a c6 the dat duge [trong khi néu R > C,, thi (R, H,)
la khong thé dat dugc]. Do vay, ¢ theé truyen tin é toc do Cy véi do an toan gan nhu tuyet déi.

3 Keénh truyen quang ba véi cac thong bao bi mat

Tiép theo nghién cttu ctia Aaron D. Wyner, hai nha khoa hoc nguoi Hungari cling lam viéc tai
Vién Toén hoc thudc Hoc vien Khoa hoc Hungari (Mathematical Institute of the Hungarian
Academy of Sciences) la Imre Csiszar va Janos Kérner da cong bd mot két qua phat trién
hon vao nam 1978 ([2]).

Két qua ciia Imre Csiszar va Janos Korner duge phat biéu trén hé théng truyén tin nhu
Hinh |1} trong truong hgp truyén tin quang ba véi bo 3 tham s6 dic trung 1a (Ry, Re, Ro).
Theo d6, Alice truyén quang ba thong bao chung (common message) cho ca Bob va Eve véi
cting mot toc do 1a Ry. Bén canh d6 thi Alice lai truyén mot thong bao rieng (private message)
dén Bob véi toc do 1a Ry. C4 Alive va Bob khong mudn Eve biét noi dung thong bao rieng
nay, do map md (equivocation) t6i thicu ctia Eve d6i v6i thong béo rieng 1a R.. M6 hinh clia
Imre Csiszar va Janos Korner khac v6i mo hinh dé cap trong [I] ¢ hai diém co ban. Thit nhéat
1a Imre Csiszar va Janos Korner khong dua ra gia thiét 1a kénh truyeén tir Alice dén Eve 13
yéu hon kénh truyeén tit Alice t6i Bob. Thit hai 1& trong cong trinh ctia A. D. Wyner khong
dé cap dén truong hop Alice truyen thong bao chung theo cich quang ba dén ca Bob va Eve.

3.1 Phat biéu bai toan

Trong hé thong kénh truyén quang ba véi cac thong bédo bi mat BCC (Broadcast Channels
with Confidential messages), mot bo ma khoi tat dinh f 1a mot anh xa f: S x T — X", v6i



S va T la hai tap tity bién tuong ting biéu dién cho cac thong béo chung va thong bao rieng
c6 thé. Dinh nghia vé bo ma khéi f duge dinh nghia trong [2] nhu sau:

Dinh nghia 1. Mot b6 ma khoi f vdi do dai khoi la n trong hé thong BCC duge wdc dinh
bdi mot ma tran cdc zdc suat dieu kién (matriz of conditional probabilities) f(x™|s,t). Trong
dé, 2" € X", s €S, t €T, Sunf(a"s,t) =1 va f(a"|s,t) la zdc sudt dé cip thong bdo (s,t)
duoc ma héa thanh dau vao kénh x™.

Hai bo giai ma, tai Bob va Eve, tuong ting v6i mot cdp anh xa ¢ : Y" — X x T va v :
Z™ — T . Khi nay, hoat dong truyen tin trong hé thong BCC dugce thie hien theo bo ma hoéa
- gidi ma (f, ¢, 1) sao cho gia tri 16i 14 t6i wu nhat.

Dinh nghia 2. Bo ma héa - gidi ma (f,p,) duge goi la (n,€) — transmission trén BCC
khi va chi khi véi s € S, vat € T, bo gidi ma ¢ cho két qud ding (s,t) va bo gidi ma 1 cho
két qud ding t vdi zac suat Ion hon hodc bang (1 — €).

Theo Dinh nghia |2f thi:

Snen (25, ) P {o(y™) = (s,0)|e"} = 1 e
Smean (25, )P {(=") = tla"} > 1 — ¢

Miic do khong thé nhan biét ciia Eve déi véi thong bao rieng ciia Alice giii cho Bob duge
xac dinh bdi do bat dinh H(S|Z™), gia tri nay phu thuoc vao phan bé chung ctia ST va bo
ma hoa f.

Dinh nghia 3. C6 thé dat dugc by ba tham s6 (Ry, Re, Ro) khi va chi khi ton tai mot chudi
cac tap thong bao S, T, va bo ma héa - gidi ma (fn, n,¥n) tao thanh (n,€,) —transmission
vdi € — 0, sao cho:

1
n—oo N

1 /
lim —log ||7.]| = R,
n—oo N

lim l]—I(S,JZ”) > R,

n—oo 1
Trong dé, H(S,|Z™) dugc ddnh gid dua theo gid thiét la cdp thong bao ngau nhién S, T, la
cung phan bo trén S, x T,,. Kij hiéu R la mién chita cdc tap gid tri co thé dat duoge ciia bo ba
tham s6 toc do. Néu (Ry, R., Ry) € R chiing ta ndi ring Ry va Ry la téc do truyén tin co thé
dat dugc ciua thong bdo riéng va thong bdo chung vdi do map mo R,.

Thay vi quan tam dén ma hoéa nguon kénh, Imre Csiszar va Janos Korner quan tam dén
bai todn ghép néi nguon kenh. Véi hai nguon khong nhé duge ky hieu 13 S (nguon thong bao
rieng) va 7T (nguon thong bao chung), theo d6 S171, SoTh, ... 1a cac cdp bién ngau nhién, doc
lap va cting phan bé (tuy nhién S; va T; khong can doc lap). Goi S va T 1a cac bién chung cho
hai nguon tin. Ching ta giad sit rang, hé thong sit dung bo ma hoa ngau nhien block-to-block
(k,n) — encoder theo nhu Dinh nghia 1| v6i do dai khéi 1a n va cac tap thong béo la S*, T*.



Céc thong bao ngau nhién c6 do dai k khi nay duge Alice truyén di 1a S*, T*. Eve khong
thé nhan biét dugc noi dung thong bao rieng (S*) v6i do map mo
1
A= —H(S*Zm).
k
Dé dam bao truyén tin tin cay, thi ca hai gia tri tan suat 16i trung binh 1a E1dy (S*T*, o(Y™))
VA E%dH(Tk, ¥(Z™)) phai nho, trong d6, dy la khoang cach Hamming.

Dinh nghia 4. Mot cip nguon tin S, T dudc goi la (R, A) — transmission trén BCC, trong
dé R > 0,A >0, khi va chi khi vdi moi € > 0 ton tai mot bo ma héa (k,n) — encoder f va bo
gidi ma (p, ) sao cho:

"or- (4)
%mﬁwnzA—e (5)
B di(S°T*, (V") < e, Bpdn(TH6(7) < ¢ (6)

R ¢ day duogc dé cap nhu la toc do ghép noi nguon kénh (the rate of source-channel matching)

3.2 Cac két qua chinh

Dinh 1y 1. Tap R chiia b6 ba tham so (Ri, R, Ry) la tap loi déng (closed convex set) theo
do ton tai cdc bién ngau nhién théa man chuoi Markov U —V — X — Y Z sao cho diéu
kién phan phoi cia'Y dugc cho bdi X la duge zdc dinh trén kénh 1 (kénh chinh), tuong ting
dieu kién phan phoi cia Z duge cho bdi X la duge xdc dinh trén kénh 2 (kénh nghe lén) va

0 <R, <R (7)

R, <I(ViYU)—I(V; Z|U) (8)
Ri+ Ry < I(V;Y|U)+min[[(U;Y),I(U; 2)] 9)
0 < Ry<min[I(U;Y),I(U;2)] (10)

Phan chitng minh céc cong thiic trén duge trinh bay trong phan IV, V va Phu luc clia tai
licu tham khao [2].

Dinh 1y 2. Dé cip nguon S, T la (R, A) — transmissible trén kénh BCC' (theo Dinh nghia
thy diéu kién can va di la:

(RH(S | T), RA, RH(T) = (R1, Re, Ro) € R

Phan ching minh céc cong thiic trén dude trinh bay trong phan IV va V clia tai lieu tham
khao [2].

Khi Eve gidi ma thanh cong thong bao chung do Alice giii quang ba cho tat cd moi ngudi
trong hé théng, thi lieu Eve c6 thé biét dugc thong tin gi vé thong béo rieng thong qua noi
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Hinh 5: Mién gia tri Ry, v6i truong hgp Ry = 0.

dung ctia thong bao chung. Vé mat 1y thuyét thi thong bédo chung c¢é thé chita mot phan
thong tin ndo d6 clia thong béo rieng. Do d6, can c¢6 diéu kien an toan la A < H(S,T).
Thuc té thi diéu kien nay da duge chi ra trong Dinh 1y [1] (trong (7)) va Dinh Iy [} 1a
RH(S|T)>RA & H(S|T)>A. Néu H(S | T) = A thi hai ngudn thong bao 1a hoan

toan doc l1ap va hé théng dat t6i do an toan tuyet doi, khi nay A = H(S).

Theo Dinh nghia , qué trinh truyén tin 1a tuyét doi an toan trong tinh hudng trén khi
va chi khi téc do ghép kenh R théa man (RH(S), RH(T) € C,), trong d6, C, 1a mién truyén
tin an toan (the secrecy capacity region) duge dinh nghia nhu sau:

Dinh nghia 5. Mién truyen tin an toan Cs ciia BCC la mot tap cdc cap gid tri (Ry, Ry) sao
cho (Rl, Rl, R()) eR.

Hé qua 1: Theo Dinh nghia va Dinh ly , mién C, bao gom céc cap gia tri (R, Ry) sao
cho ton tai chudi Markov U =V — X — Y Z thoa man:

0< R <I(V;Y|U) = 1(V; Z|U)
0 <Ry <min[I(U;Y),1(U; Z)]
Xét truong hop dac biet, khi he thong khong truyen quang ba thong bao chung (Ry = 0),

Ky hiéu mién Ry, chita cac cip gia tri (Ry, R.) c6 thé dat dugce, nhu vay (Ry, R.) € Ry khi
va chi khi (Ry, R.,0) € R. Mién gia tri cia Ry, dugc thé hien nhuv Hinh .

Theo két qua ciia A. D. Wyner 6 phan trén, C,; é day dugc dinh nghia 1a toc do truyen
thong bao riéng 16n nhat cé thé tit Alive t6i Bob ma van giit duge bi mat véi Eve.

C;2 max R;= max R, (11)
(Rl,Rl)ERle (RhO)eCS

Va trong truong hop Ry = 0 nay, Imre Csiszar va Janos Korner da xac dinh 16 hon vé mién
Rie, ciing nhu cac tham s6 Ry, R, va C, thong qua hé qua sau:

Heé qua 2: Tap (Ry, R.) € Ry, khi va chi khi ton tai chuéi Markov U -V — X - YZ
sao cho I(U;Y) < I(U; Z) va 0 < Re < I(V;Y|U) = I(V; Z|U). Do vay: Re < Ry < I1(V;Y)
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va hon ntta Cs = max [I(V;Y) — [(V;Z)]. (Xem chitng minh trong tai lieu tham khao
VoX=YZ
[2], phan IIT.)

V6i gia thiét kenh truyén tir Alice dén Bob t6t hon (more capable) kénh truyén ti Alice
dén Eve, nghia 1a v6i moi dau vao X thi

[(X;Y) > I(X; 2). (12)

Ciing tuong tu, v6i gid thiét kenh truyen tir Alice dén Bob it nhiéu hon (less noisy) kénh
truyen tit Alive t6i Eve khi truyén thong bao riéng, nghia 14 v6i moi V — X — Y Z thi

I(V;Y)>1(V; 2). (13)
V6i cac gia thiét trén, Imre Csiszar va Janos Korner dua ra tiép két qua sau:

Heé qua 3: Kha nang truyén tin an toan C, (secrecy capacity) 1a luon duong trir khi kenh
truyen tit Alive dén Eve it nhiéu hon kénh truyén tit Alive dén Bob. (Chitng minh: theo cong
thiic trén)

Nhu vay (12;13), Imre Csiszar va Janos Korner da xem xét mo hinh truyén tin dong thoi
ca thong bao quéng ba va thong bao riéng cho mot ngusi ma van gitt bi mat véi ngusi khéc
trong hé théng; da diic trung héa cac tham sb téc do truyen tin theo quan diém chét lugng
thong tin trong Iy thuyét truyen tin. Theo d6, vé mit 1y thuyét 1a c6 thé tinh toan duge mién
chita cac bo gié tri ciia cac tham s6 truyen tin dé dam bao an toan. Tuy nhién, tai thoi diém
do, viec tinh toan thuc té ducge xem 1a rat kho khan. Cac két qua ban dau nay 1a rat quan
trong dé md ra mot linh vuc nghién cttu méi trong bdo mat thong tin mang khong day. Tuy
nhién, phai sau khoang 30 nam cong bd, van dé nay mdéi thuce sy dude gidi khoa hoc quan
tam. Phan [4| sau day sé gidi thieu ngan gon vé tinh hinh nghién citu ctia van dé nay trong
thoi gian gan day.

4 Cac nghién cttu hién nay va Két luan

Tu nhitng két qua ban dau so khai ctia A. D. Wyner va Imre Csiszar, Janos Korner vé mot
khéng dinh ring c6 thé truyen tin bi mat trong hé thong truyen tin khong day cé su xuat
hién ctia nguoi nghe 1én, dya trén 1y thuyét truyen tin ma khong dung dén phuong phap ma
héa bdo mat. Trong nhiing nam gan day, khi ki thuat truyén tin khong day da c6 nhiéu thay
doi, thi ¥ tudng nay da dude nhiéu nha khoa hoc trén khap thé gisi tap trung nghién ctiu va
ngay cang c6 tinh tng dung thyc té cao.

4.1 Tinh hinh nghién citu hién nay

Két qua diéu tra, tong hop va phan tich tit hon 300 két qua da cong bd vé linh vuc nay trong
[3], trong d6 da phan 1a nhiing két qua duge cong bd trong khodng tit nam 2008 dén nam
2014, cho thay: van dé bido mat truyen tin tai tang vat 1y trong mang khong day dang duge
xem 1a huéng di méi day tiem nang, vdi cdc nghién citu hién nay tap trung trén keénh fading
c6 su hd trg ciia cac tram trung chuyen (relays). Hay noéi cach khac 1a § tuéng ctia A. D.
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Wyner ngay cang trd lén hién thuc khi c6 sy hd trg ctia hai phuong phap truyén tin chii yéu
1a Relay va Cooperative. Khi d6 van dé bdo mat theo ly thuyét thong tin van duge ddm béo
ngay ca khi kénh nghe 1én t6t hon kénh chinh.

Cac bai toan bao mat truyén tin tang vat 1y duge nghién cttu trong thoi gian gan day tap
trung trén cac mo hinh hé théng truyén tin sau:

e Duya theo s6 lugng dng ten phat (nguon phat) va sé lugng ang ten thu clia he thong
truyen tin khong day thi cac bai todn bio mat truyen tin tang vat ly dude nghién
citu trén cac hé thong nhu: He thong truyen tin mot dau phat, mot dau thu - SISO
(Single-Input Single-Output); He thong truyén tin mot dau phat, nhiéu dau thu - SIMO
(Single-Input Multiple-Output); v& he thong tryén tin nhiéu dau phat, nhi¢u dau thu -
MIMO (Multiple-Input Multiple-Output).

e Dya theo s6 lugng dng ten thu lén (s6 lugng nguoi nghe 1én) trong he thong truyén tin
khong day sé c6 cac mo hinh duge nghién cttu nhu: Heé thong nhiéu dau phat, nhiéu dau
thu c6 sy xuat hién cia mot dau nghe 1én - MIMOSE (MIMO Single-Eavesdropper)
va hé théng nhiéu dau phat, nhiéu dau thu c6 suy xuat hién cta nhiéu dau nghe lén -
MIMOME (MIMO Multiple-Eavesdropper), nhu Hinh @

Cac bai toan bdo mat tang vat 1§ nay ciing duge nghién citu trén ba mo hinh kj thuat
truyén tin tuong tac chinh 1a Decode-and-Forward (DF), Applify-and-Forward (AF) va Co-
operative Jamming (CJ).

e Mo hinh DF: He thong truyén tin c6 ho trg bdi Relays hoat dong theo giao thiic Decode-
and-Forward bao gom 2 pha chinh: Pha thit nhat, thong bao dude truyén tit nguon phét
dén relays. Tai relays thong béo dugc giai ma ngudn dé c6 duge nhu thong bao ban dau.
Pha thit hai, tai relays thong bao duge ma lai va nhan véi hé s6 khuéch dai ctia relays
1oi truyén dén noi nhan. Ca ngudi nhan hgp phap va ngudi nghe 1én déu c6 thé thu dugc
tin hiéu tir relays. V6i cong nghé truyén tin beamforming ([3]), tin hieu beamforming
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c6 dinh huéng tir nhiéu relays sé tuong tac véi nhau, cong véi tin hieu nhiéu tai moi
kenh tuong ng sao cho tai nguoi nhan hgp phéap tin hiéu c¢6 thé gidi ma va khoi phuc
ve nguon tin mot cach chinh xac, con tai ngudi nghe lén, tin hiéu bi triét tieu hodc &
mitc rat thap vi ngudi nghe lén khong thé khoi phuc duge tin hicu.

e Mo hinh AF: Tuong ty nhut mo hinh DF, mo hinh truyén tin AF ciing ¢6 2 pha chinh.
Pha 1, tin hiéu dugc phat tit nguon dén relays, nhung 6 day relays khong gidi ma nguon
tin hiéu nhu mo hinh DF méa dé nguyén tin hiéu thu dugc réi nhan véi hé s6 khuéch
dai ctia relays, sau d6 truyen tin hieu dé6 dén noi nhan tai pha 2. Do st tuong tac giita
cac tin hiéu tit cdc relays cong v6i nhiéu tai moi kénh tuong ting ma tin hiéu tai nguoi
nhan hgp phap cé thé khoi phuc va giai méa thanh cong, con tin hiéu tai ngusi nghe lén
bi triet tiu hodc rat thap, nén khong thé khoi phuc ciing nhu giai ma.

e Mo hinh CJ: hay con dugc goi 1a Artificial noise design, cling duge nhiéu nha nghién ctiu
quan tam. Trong mo hinh nay, céc relays (con duge goi la cac friendly jammers) sé phét
cac tin hi¢u nhiéu c6 chit dich dé két hgp véi tin hieu phét tit nguon dén ngusi nhan
va nguoi nghe 1én. Cac tin hiéu nhiéu tir tram phét nhiéu chi dong (friendly jammers)
sé tac dong khong dang ké dén tin hieu tit nguon truyén dén ngusi nhan hop phap, do
d6 ngudi nhan hgp phap sé khoi phuc va giai ma thanh cong. Con tai ngusi nghe 1én,
tin hiéu jamming sé triét tiéu hoan toan ho#ic phan 16n tin hiéu tit nguon phat, lam cho
ngudi nghe 1én khong thé khoi phuc ciing nhu giai ma tin hieu.

Tat ci cic bai toan bdo mat truyen tin tang vat 1y § trén déu dua vé cac dang bai toan
t61 wu theo 1y thuyét thong tin (information theory), véi hai dang ham muc tiéu (objective
funtion) va rang bugc (constraint) chit yéu la: (i) Toi da hoa téc do truyen tin an toan (secrecy
rate) v6i rang buoc vé cong suat phat (power). (ii) Toi thiéu hoéa cong suit phat véi rang
buoc vé toc do truyen tin an toan.

4.2 Két luan

Trong nhiéu nam gan day, khi néi dén bio mat dit liéu truyen tin nguoi ta thuong nghi ngay
t6i viec ing dung cac thuat toan mat ma & tang trén, véi cac thuat ngit thong dung nhu he
mat khoa doéi xiing (khéa bi mat), he mat khoa bat déi xing (khoa cong khai); cac thuat
toan mat ma nhu 3DES, AES, GOST,... bén canh dé 1a cac thuat toan sinh khoéa va trao doi
khéa (théa thuan khoa). Mac du hién nay phuong phap ma héa bédo mat & trén van dang dap
ing tot nhu cau bao mat thong tin, tuy nhién phuong phap truyén thong nay luon chita dung
nhitng rii ro nhat dinh, vi do bdo mat duge dya trén do phiic tap tinh toan clia bai toan giai
ma khi khong c¢6 khoa hay do phitc tap tinh toan clia cic phuong phap tan cong. Dac biét,
khi may tinh lugng tit thuce sy duge duwa vao ting dung thi cac cin ¢t an toan trén sé bi pha vé.

Do vay, gidi quyét bai toan bdo mat truyen tin tai tang vat 1y 14 huéng di can duge quan
tam trong thoi diém hién nay ciing nhu trong thoi gian téi. Bao mat truyén tin tang vat 1y
cho mang khong day c6 thé dugc tng dung trong mot hé thong truyén tin an toan doc lap
ma khong can c6 gidi phap mat méa truyen thong, khi dé cac thong bao bi mat sé dude truyen
v6i toc do bao mat (secrecy rate) 1a Cy. Bao mat tang vat 1y ciing c6 thé duge ding két hgp
v6i cac phuong phap bao mat bang mat méa truyén théng, khi dé6 bao mat tang vat 1y c6 thé
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stt dung dé truyén khoéa bi mat cho cac thuat toan mat ma. Hodic ¢6 thé cai dat song song ci
bao mat tang vat 1y v6i mat ma truyen théng dé tang mic do bao mat.
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