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Thuét toan sinh s6 nguyén to tat dinh
hi¢u qua trén thiet b1 nhung

Tém tit— Trong bai bao niy, ching tbi giéi thidu
thuit toin sinh s6 nguyén t6 tit dinh ding trong
mit mi c6 thé cai dit higu qua trén cac thiét bi
nhung. Pong gop chinh cia ching t6i 1a lam tuong
minh vé dim bio co s& 1y thuyét va cai dit thue té
thuit toan néu trén.

Abstract— In this paper, we introduce a provable
prime generation algorithm, which is used in
cryptography and can be implemented efficiently on
embedded devices. Our main contribution is to
make sure that the theoretical background is clear,
correct and implement that algorithm.

Tir khéa— sé6 nguyén to tit dinh; sé nguyén to
chirng minh dwoc; thudt toan CubeRoot.

I. GIOI THIEU

Céc thuat toan sinh hiéu qua cac sb nguyén tb
16n dong mdt vai trd quan trong trong qua trinh
sinh tham s6 khoa cho cac luge dd, nguyén thiy
mat mi hién dai nhu: RSA, DSA, trao d6i khoa
Diffie-Hellman.... Cac thuat toan sinh s& nguyén
to c6 thé duoc chla lam hai 16p: (1) thuét toan sinh
5O nguyén to x4c sudt va (2) thuét toan sinh so
nguyén t6 tat dinh (con goi 1a phuong phéap sinh sd
nguyén té chimg minh duoc).

Dbi v6i cac sb nguyén té dung trong linh vire
mat mé, yéu cau dau tién 1a ching phai dugc sinh
boi cac thuat toan sinh sd nguyén t6 tat dinh. Yéu
cau nay nham dam bao tinh dung dan va bén viing
cua cac nguyén thuy mat ma. Bén canh do, viéc st
dung cac thuat toan sinh sé nguyén t tat dinh s&
gitip chung ta dé dang diéu khién cac tinh chat an
toan mat ma khac lién quan t6i cac s6 nguyén td.

Trong [1] va [4] da dua ra hai thuat toan sinh
so nguyén to tat dinh 13 thuat toan sinh so nguyén
to ctia Shawe-Taylor va thuat toan sinh s nguyén
td cua Maurer. Co s& cho ca hai thuit toan trén
déu duva vao dinh ly Pocklington, dugc trinh bay
dudi day:

Pinh ly 1 (Pinh ly Pocklington [2]). Gid su n
=RF +1 vé6i phén tich cia F ra thira s6 nguyén
t6 la:

F=q4,.9,, (491595 ... <q,)

Neéu ton tai so nguyén a sao cho

=1 (modn) va (a(H)/qf,n):l V6ij=1,.r
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thi moi ude nguyén 16 p ciia n sé dong duwvéi 1 (mod F).

Tuy nhién, cd hai thuét todn trén déu st dung
phwong phap dé quy (d6i vé6i thudt toan cua
Maurer thyc hién d€ quy ¢ budc thir 3, con thuat
toan cua Shawe - Taylor goi d€ quy ¢ budc thi 2),
chi tiét xem trong [1]. Viéc str dung phuong phap
dé quy dan dén kho khan trong kiém soat tai
nguyén ctia hé théng khi thyc thi thuat toan. Do
vay, vi€c cai dat thuat toan trén cac thiét bi c6 tai
nguyén han ché nhu PKI Token, SmartCard... c6
tinh kha thi thap.

Trong bai bdo nay, ching to1 gidi thi¢u mot
thuat toan sinh sb nguyén t6 tat dinh c6 kha ning
khéc phuc dugc han ché trén, hudng toi rng dung
trén cac thiét bi co tai nguyén han ché ma van dam
bao yéu cau an toan.

B6 cuc cua bai bao bao gém bdn muc, sau Muc
m¢o dau, Muc II trinh bay thuat toan sinh sO
nguyén té tat dinh, Muc III trinh bay két qua cai
dat thuat toan trén thiét bi nhung va Muc cudi 1a
két luan.

II. THUAT TOAN SINH SO NGUYEN TO
TAT DINH

A. Co s6 1y thuyét

_ Dinh ly can béc 3 (Cube Root Theorem) dugc
dé cap toi trong [3, Dinh ly 4]. Dinh ly nay 1a co
so 1y thuyét cho thuit toan sinh s6 nguyén té s&
dugc trinh bay trong phan sau. Chinh vi vay,
chung ta can tim hiéu ching minh cua dinh 1y nay
mot cach tuong minh.

Dinh ly 2 (Dinh ly Cube Root Theorem). Gid
su p la mot so nguyén 101é n= 2rp + 1 cung voir
la mot 6 nguyén sao cho r < p° + 1. Néu ton tai
mot s6 nguyén a cing véi 2 <a <n, sao cho:

(i) d"' =1 (modn)vageda —1,n) =1

(i) r=up+s, 1 <s<pdoivéiulé
thi n la s6 nguyén to.

Trong [3] néi rang, Pinh 1y 2 nhu 14 mot hé
qua cua Pinh 1y 3 duéi day.

Pinh ly 3 (Brillhart-Lehmer-Selfridge-
Tuckerman-Wagstaff [S]). Gia su n > 3 la mot
5O nguyén lé, gia s n = rF + [ trong do F la
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phan tich dwgc hoan toan va ged(r, F) = 1. Gia sw

ton tqi mot sO nguyén a sao cho:

(i) a"' =1 (mod n)

(ii) ged(a™ "4 - 1
nguyén té q cia F

Gia swr=uF +s, 1 <s <F,vagidasun<
2F° + 2F, F > 2. Néu u lé hodc néu u la chan va s°
— 4u khéng la s6 chinh phiong, thi n la sé nguyén
16.

Néu trong Dinh 1y 3taldy F=pthicon=2rp
+1<2p’p+1 <2p + 2p. Nhung khi d6 2r = 2up
+ 2s va 2u lai 12 s6 chan, nén viéc ap dung Pinh ly
3 nhu thé nao chua xé4c dinh duge.

Bén canh do, trong khi tim hiéu vé& két qua
dugc dua ra trong Dinh 1y 3, chiing toi nhan thay,
trong tai liéu [6] co d& cap dén thuat ngir “Cube
Root Theorem” va trich dan dén [5, Pinh 1y 11]
hay chinh 1a Dinh 1y 3 da dugc phat biéu ¢ trén.
Chung t6i ciing di tim hiéu tai liéu [7] cla ba tac
gid Brillhart, Lehmer va Selfridge, trong tai li¢u
nay c6 phat biéu Dinh 1y 4 duéi day gan tuong tu
nhu Pinh 1y 3 néu trén.

Pinh ly 4. Gia sirn— 1 = F|R,, trong do F, la
phan chan da phan tich dwoc cian—1, R; > 1 va
(F1, Ry) = 1. Gia su mng, d‘oz VGi moi s6 nguyén
16 pi la wéc cua F ton tai s6 a; sao cho n la “gia
nguyén 10” co  s¢ a; (tiec la

a'” =1(modn),l<a,<n-1) va

(a7 =1,n)=1). Gid sirm >1. Khi m > I, gid

stk tiép theo rang AF; + 1 N doi v6i 1 <A < m.
Néu
n<(mF;+ D[2E’ +(r-m)F, +1],

trong do r va s dwoc dinh nghia boi R; = (n -
D/F; =2Fs +r, 1 <r <2F, thi n la nguyén to
khi va chi khi s = 0 hodc ¥’ — 8s #t (r 20ViR,la1é).

Trong [7] ¢6 dua ra ching minh chi tiét cho
Dinh 1y 4, nhung vi¢c tir do suy ra Dinh ly 3 hay
Dinh 1y 2 1a khong dé thay.

Vi vay, ndi dung con lai cua phén nay, chung
t61 ching minh truc tiep Pinh ly 2.

Chirng minh Dinh 1)5 2.

Gia str n khong la sd nguyén t6. Theo (i), theo
Dinh 1y 1, moi udc sb cia n déu c6 dang mp+1.

Ta thay rang, n khong thé c6 qua 3 udc, vi mdi
wdc déu co dang mp+1 van <2p° + 1.

Xét truong hop n ¢6 3 uwdce, goi cac woc do 1a
mp +1, myp + 1 vamp +1véim < my < mj.
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, n) = 1 doi voi moi thira so

Néum1=m2=m3=1th‘1tacé(p+ 1)3=n=
2rp+ 1. Suy ra: p* +3p+3=2r
_ Diéu nay la khong thé, vi tinh chin 1¢ cia hai
ve trong biéu thirc trén khac nhau.
Dbi véi cac trudong hop con lai ta co:
20+ 1=2pp*+122rp+1=n=
(myp + D)(mop + V)(map + 1> mymamp® + 1
> 2p’ + 1 (diéu nay khong thé xay ra).
Gia sir rang n c6 2 udc, tirc la:
2up® +2sp+ 1 =2(up + s)p +1
= (mp + 1)(mp + 1) = mymp® + (my + mo)p + 1
Do n <2p*+ 1 nén mym, < 2p. (1)
Ta s& chirng minh rang ciing c¢6 m; + m, < 2p. (2)

=2rp+1=n

That vay, gid st nguoc lai c6 m; + my > 2p.

Khido: 2p>mmy2m +my—122p—-1 (3)

Hé (3) chi xay ra khi mm, =m; +my—1=2p
—1,thclakhim,=1vam,=2p—1.

Khi @0, ta co:

2up® + 2sp + 1= n=mmyp’ + (m, + my)p + 1=
Cp-1)p*+2pp+1
2up+2s=02p—-1)p+2s

tinh chén 1¢ cta hai vé khac nhau, nén c6 (2).

Do 2up + 2s = mmyp + (m + my) (4), nén
truong hop ca m; va m, déu 1a sb 1& khong thé xay

ra, vi nhu thé biéu thtrc trén c6 tinh chdn 1& cua 2
vé khac nhau. Ttc 13 mm, = 2k.

Luc d6 (4) c6 thé duoc viét lai nhu sau:
u2p+2s=k2p+ (m +m).
Do 2 <2s <2pva (2) nén:
k=uva(m;+my)=2s
hay
mmy =2k =2uvam, +m,=2s.
Tirc 1a tam thirc béc hai:
—(my + my)X + mumy =X - 2sX+2u=0
c6 2 nghiém 1a m; va m,. Diéu d6 chi co thé xay
ra, khi:
N=s-2u="r

Nhung s*— ¢ hodc 1a sb 1¢ hodc chia hét cho 4,
trong khi d6 2u chi chia hét cho 2. Bi€u d6 dan
dén mau thuan.o
B. Thudt todn sinh s6 nguyén té tat dinh

Pinh 1y 2 1a co s& cho thudt toan sinh $6
nguyén to tat dinh. Theo dinh ly nay, ta s€ nhan ba
do dai céac so nguyén td6 ching minh dugc tai moi
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lan 1ap (thay cho viéc nhan hai d6 dai nhu trong
phuong phap ciia Shawe-Taylor va Maurer).

Thuat toan CubeRoot() (Thuiat toan 3.2, [3])
Ddu vao

Kich thuéc bit ctia s6 cin sinh £, va tich céac sb
nguyén t6 bé /7= 2-3-5- p,
Dau ra

n 1a s6 nguyén té ching minh dugc £,-bit
Thudt todn

1.0 « ¢,

2. while /> 31 do

3. L3

4. (<« (+1

5. n < GenlnitPrime(¥)

6. while ¢ < /¢, do

7. p<n
8. L« min(3-1,¢,)
(-1
9. T« |—
2p

10. Chon r ngau nhién tir [/ + 1, 27] sao cho r =
up +s,1< S<pd01V01ulevan<—2rp+ 11a
nguyén t6 cung nhau véi /7 va chuyén t6i 12

11. Cap nhat r trong [/ + 1, 2]] sao cho r = up
+s5,1<s<pddivéiulévan<«2rp+11a
nguyén té cung nhau véi 77

12. Néu ¢ < 129 thi

13. chon mdt s6 nguyén a ngau nhién tir
[2,n—2]

14. nguoc lai

15.a«<2
16. Néu a"' mod n # 1 thi chuyén t6i 11
17. Néu ged(a” — 1, n) # 1 thi chuyén téi 11
18. Tra vé n
Cac chu y:

e Ham GenlnitPrime() & budc 5. Cach tiép
can ¢ day la ap dung phep klem tra Miller-
Rabin dé sinh cac so nguyén t6 khoi dau nho
hon hodc bang 2%, Két qua nghién ciru cia
Pomerance va cac cong sy trong [8],
Jaeschke da chimg minh trong [9] rang, sO
nguyén bat ky nho hon 2% duoc coi 1a sb

nguyén t6 néu né vuot qua phép kiém tra

Miller-Rabin véi 3 co sd 1a 2, 7 va 61.
o Lya chon va cdp nhdt cua r va n. Giai phap
dé tim dugc mot r thich hop tai budc 10 ciia
Thuat toan bao gém viéc chon ngﬁu nhién
mot gia tri ddu tién » € [+ 1, 21], sao cho r =
uptsvoiulgval <s<p;datn=2rp+1va
sau do ting » 1én 1 va n 1én 2p cho dén khi
cac thang du médun (w; = n mod p;); -, ..,
ca déu khac 0. Mdi w; sau do duogc tang lén
bai 2p mod p,. M6t cach thirc nhim ting hiéu
qua nam & viéc tinh cac gia tri 2p mod p;
bang cach gip d6i médun p; cac thing du w;
cta lan lap trudce, vi gid tri trudc do6 cua n
tuong tmg véi gia tri méi cia p & 1an 1ap hién
tai. Tai Buoc 11, cung mdt cach cdp nhat
tang dan cia r va n duoc ap dung dé sinh ra
du tuyén tiép theo nguyénté cung nhau voéi /7

Sir dung hang s a=2. Theo (ii) cua [3,
Binh ly 2], ching ta biét rang xdc suét ma
mot gia tri ngdu nhién a bac bo sé nguyén td
n tai Budc 16 hodc 17 1a 1/p. Gia su, ty 1€ cia
cac s6 nguyén to bi bac bo khong thay doi
nhiéu tir mot gia tri cua a toi gid tri khac, viée
chon mot gia tri hang s6 a c6 anh huong
khong dang ké 1én phan b cua cac sb nguyén

td duoc sinh ra khi kich thuéce bit £ 1a da 16n.

Vi du, khi sinh mét s6 nguyén t6 128-bit n =
2rp + 1 tir 6 nguyen t6 ching minh dugc p
¢ 65-bit, it hon 1/2* cac sb nguyén t6 s& bi
bac bo. Chung ta chip nhin mat mat entropy
khong dang ké nay va sit dung @ = 2 cho
kiém tra Fermat khi £ > 128. Viéc nay dén t6i
cac phép tinh lity thira nhanh hon cho cac
bude 16 va 17.

III. KET QUA CAI PAT
Ching t61 da thyc hién cai dat thudt toan
CubeRoot bang ngdn ngit C, str dung bo tinh toan
sO 16n BigNumber trén thiét bi nhing ARMv7
Processor rev 2 (v71). Két qua chay chwong trinh
sinh cac s6 nguyén t6 co do dai va thoi gian trung
binh dugc théng ké trong Bang 1.

BANG 1. KET QUA CHAY CHUONG TRINH SINH CAC
SO NGUYEN TO

(?é?i 512 | 768 | 1024 | 1536 1792 2048
Thoi
gian | 550 | 1050 | 2560 | 12100 | 18200 | 36400
(ms)
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IV.KET LUAN

Bai bao nay da gidi thidu thuat toan sinh sb
nguyén td tat dinh c6 thé cai dat hiéu qua trén
thiét bi nhung nhim lam tudng minh vé co so Iy
thuyét cho thuat toan, déng thoi cai dat thuc té
thuat toan trén mot thiét bi nhing cu thé. Tur két
qua cai dat thuc té cho thiy, thuat toan hoan toan
c6 thé st dung cho muc dich sinh tham s6 cho
cac lugc d6, thuat toan nhu RSA, DSA, DH...
trén cac thiét bi co tai nguyén han ché nhu PKI
Token, SmartCard....
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