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D0§ an toan chirng minh dugc cua lugc dd
chit ky FIAT-SHAMIR dua trén y twéng cua
POINTCHEVAL

Tom tit— Trong bai biao nay, ching tdi phin
tich d9 an toan “chirng minh dwgc” dbi voi lwge dd
chir ky Fiat-Shamir dua theo cich chirng minh d¢
an toan cho cac lwge do chir ky cia Pointcheval. Cu
thé hon, trong md hinh “b tién tri ngiu nhién”, véi
gia thiét rang bal toan phan tich nhan tir 1a khoé giai,
¢6 thé chi ra rang tinh an toan caa lwgc dd chir ky
Fiat-Shamir duwgc dam bdo. D§ an toan cia luwge do
chir ky nay sé dugc phan tich theo hal kich ban: tAn
cong khong sir dung thong diép va tn cong sir dung
thong dlep dwge lya chon thich nghi. Trong Kiéu tin
cong dau, tac gla Pointcheval va cong sw da chi ra
riang, néu lwge do chir ky Fiat-Shamir 1a khong an
toan du6i kiéu tin cong nay, thi bai toan phan tich
nhén tir sé giai dwgc trong thoi gian da thire. O kiéu
tAn cong sau, néu b ky ciia lwgc dd chir ky c6 thé bi
mo phéng theo mdt phan bd khong phan biét dwoc,
thi chung ta co thé thu dwoc két qua tuwong tu nhw
trong Kkiéu tAn cong trudc.

Abstract— 1In this paper, we analyze the
“provable” security for Fiat-Shamir signature
scheme based on the security proof methods of
Pointcheval for signature schemes. In particular, in
the “random oracle” model, assuming that the
factorization problem is intractable, we can show
that the security of Fiat-Shamir scheme is
guaranteed. The security of this signature scheme
will be analyzed in two scenarios: the no-message
attack and the adaptively chosen message attack. In
the former, Pointcheval and his partner proved that
if the Fiat-Shamir signature scheme is unsecure
against the no-message attack, then the factorization
problem can be solved in polynomial time. In the
latter, if the signer of signature scheme can be
simulated with an indistinguishable distribution,
then we will obtain the same result as the previous attack.

Tir khéa— Luwoc dé chiv ky; an toan chitng minh
dwoc; bj tién tri ngdu nhién; tin cong khong siv dung
thong digp; tin cong siv dung thong digp dwoc lwa
chon thich nghi.

I. GIOI THIEU

Trong linh vuc mat ma khéa céng khai, hudng
nghién ctru nham cung cdp do an toan “co thé
chung minh” cho cac giao thuc mat ma dang dugc
quan tAm va trién khai rong rdi. Trong pham vi
cua do an toan tinh toan, cac chung minh da dugc
dua ra trong khung tiém can theo 1y thuyét do
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phue tap. Ching 1a nhimg suy dan tinh todn qua
lai gitra cac van dé duoc dinh nghia chit ché theo
1y thuyét s6 nhu bai toan phan tich nhan tir, bai
toan logarit roi rac hay bai toan tim cén bac hai.

Trong [2], [3], cac tac gia da chimg minh chi
tiét vé do an toan cua luge d6 chit ky Schnorr va
mot phién ban cua luge do chit ky El Gamal trude
hai kich ban tin cong st dung méay Turing thoi
gian da thirc x4c suit: tn cong khong sir dung
théng diép va tn cong sir dung théng diép dwoc
lwa chon thich nghi. Trong [2], d§ an toan cho
lwge d6 chir ky Fiat-Shamir truée tin cong khong
st dung thong diép da dugc chimg minh va dua ra
nhén xét vé d6 an toan cua luge d6 chir ky nay
trude tin cong st dung thong diép duoc lya chon
thich nghi nhung khong ching minh (nhan xét 6
trong [2]).

Trong bai bao, dua trén phuong phéap lap luan
ctia Pointcheval va cong sy, ching toi phat biéu
nhan xét nay dudi dang Ménh dé 6, Hé qua 7 va
cac chimg minh chi tiét cho chung. Theo d6, két
qua da thu duoc la d6 an toan cuia lugc dd chir ky
Fiat-Shamir trong mo hinh b tién tri ngau nhién
duoc dam bao nho tinh kho giai cua bai toan phan
tich nhan ttr.

B4 cuc cua bai bao gom: Muc II trinh bay cac
kién thic co s6: md ta luoc dd chir ky Fiat-
Shamir, cac tn cong dugc sur dung trong bai, khai
niém vé mo hinh bd tién tri ngiu nhién, phan bd
khong phan biét duoc va hai B6 dé quan trong la
hai phién ban ciia B6 dé phan nhanh. Muc III trinh
bay viéc ap dung B6 d& phan nhanh trén luoc do
chir ky Fiat-Shamir va chi ra d§ an toan cho lugc
d6 nay. Cudi cing 13 két luan.

II. CAC KIEN THUC CO SO

A. M6 td heoe do chir ky Fiat-Shamir

Trong mét lwgc dd chit ky, mdi nguoi sir dung
cong bdo mot khoa cong khai K, trong khi gitr
riéng mot khoa bi mat K. Mt chir ky cua nguoi
str dung trén thong di€p m la mot gia tri phu thude
vao m, khoa cong khai va khoa bi mat ciia nguoi
su dung theo cach ma bat ky nguoi nao ciing co
thé kiém tra su hop 1& chi bang khoa cong khai.
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Tuy nhién, s& kho khian dé gia mao mot chir ky
ctia nguoi sir dung khi khong biét khoa bi mat cua
ngudi nay. Luge dd chir ky Fiat-Shamir dugc mo
ta nhu sau [1]:

e Thuat toan sinh khoa: Cho mot tham s6 an
toan k, thuét toan chon hai $6 nguyén t 16m
p va q, gitt bi mat ching. Tinh tich N = pq
va dinh nghia mot ham bam ngau nhién f
v6i dau ra k bit. Sau d6, chon mot sé ngiu
nhién s € Z/NZ va cong khai binh phuong
cia né v = s?mod N. O day, N va f dugc
cong khai con s dugc gilr bi mat.

e Thuét toan ky: dé ky mot thong diép m,
ngudi ta tao ra k sd ngau nhién, r; € Z/NZ
v6ii = 1, ..., k, tinh binh phuong twong ing
clia chung x; = r?mod N ciing nhu thach
thuc h = (eq ...ex) = f(m, x4, ..., x). Tu
nhiing dir liéu nady, nguoi ta tao y; =
ris®mod N va dua ra o3 = (Xy, ..., %) va
0, = (Y1, ., V). Chir ky 1a t6 hop/bd ba
(01, h, 0y). )

e Thuat toan xac minh: Do6i voi mot thong
diép cho truéc m va mot chit ky o, =

(X1, %), h=(e;..e) va 0=
(¥1, > Yx), thuat toan xac minh s€ kiém tra
xem lieu h=f(mo) va y?r=

x;véimod N véi moi i hay khong.
Trong nhimg bd ba (gy,h,0;) d6, oy duge
chon ngau nhién déu tir mot tap c6 sb phan tir 16n.

Cu thé hon, c6 thé gia sir rang v6i moi 0( ) cu thé,
khi thue hién qua trinh ky d6i v6i thong dl@p m thi
X4c suat 0( ) xuht hién & dau ra 1a khong déng ké.
That vay, trong lugc dd chit ky Fiat-Shamir,
ching ta thay rang: o; = (Xq,Xp, ..., %), VOi
x; =717, Vi€{1,2,..,k}, trong d6 1; €Eg Z/NZ
voi i = 1,...,k; vi mot s6 chinh phuong mod N
c6 khong qua bdn cin bac hai, do d6, xac suit dé
oy nhin moét gia tri cu thé 1a khong vuot qua
4% . N~k mot lugng khong déng ké.

Ngoai ra, ching ta cling can chi y rang, mot
truy van duoc yéu cu 1én ham bam f s& c6 dang
(m, 0y).

B. M6 hinh b tién tri ngdu nhién

Trén thuc té, mot luge dd chit ky sb6 can sur
dung mot ham bam f, chéng han nhu SHA-3.
Viée sir dung ham bam ban dau co6 thé v6i muc
dich mudn ky mot thong diép dai voi mét chir ky
ngin. Va yéu cau ddi v6i ham bam 1a phai c6 cac
tinh chat mat ma dt manh, cu thé 1a tinh khang va
cham, khang tién anh va khang tién anh tha hai.
Ngudi ta nhan ra rﬁng, ham bam la mot thanh
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phin co ban trong qué trinh phan tich do an toan
cua cac luge dd chit ky sb. Tuy nhién, dé thuc sy
cung cip mot chimg minh an toan nhu vy, mot sd
tac gia da de cap t6i viée st dung gia thiét f l1a
mot ham ngau nghién, nghia 1a véi k 1a do dai bit
gia trl dau ra cua f, thi gia tri cia f duara d6i voi
mdi truy vn méi s& dugc chon ngiu nhién déu tir
khong gian {0,1}*.Véi gia thiét nay, chung ta st
dung mo hinh tuwong tng, goi 1a “mo hinh b tién
tri ngiu nhién”. Trong md hinh nay, ham bim co
thé dugce xem nhu mot bo tién tri tao ra mot gia tri
ngau nhién cho moi truy van méi. Néu mot truy
van dugc yéu cau hai 1an thi s& nhan duoc cac cau
tra 161 gidéng nhau. Cac chimg minh trong mé hinh
nay chi ra r?mg, toan bd thiét ké cua mot luoc dd
chir ky s& dam bao do an toan khi dwoc cung cép
mot ham bam c6 tinh cht mat ma ¢u manh nhu da
dé cap o trén.
C. Cdc kich bdn tan cong

Chuing ta chi xem xét hai kich ban khac nhau
lién quan dén may Turing thoi gian da thuc VGi
xac suit tin cong khong sir dung thong diép va tin

cong st dung thong di¢p duoc lya chon thich nghi
(xem Hinh 1).

Tin cong sz dung théng diép
duwoc lwa chon
thich nghi

Tin cong khéng s dung
thong diép

(01,h,3);

Q m
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=

Hinh 1. Kich béan tin cong lién quan dftn may Turing
thoi gian da thie x4c suat

Trong kiéu tin cong dau, ké tan cong chi blet
khoa cong khai cua ngudi ky, con trong kiéu tan
cong sau, anh ta ¢6 thé tw dong yéu cau ngudi st
dung hop phap ky thong diép béat ky, sa dung
ngudi ky nhu mot bo tién tri (oracle). Hon nita, dbi
v6i dang tan cong st dung thong diép duoc lua
chon thich nghi, ching ta s€ can mo ta mot by mo

phong c6 thé clia nguoi ky hop 18 va st dung no.
Trong do, X 1a bd ky trong thuét toan ky va hai
ké tan cong A, A 1a cac mdy Turing thoi gian
da thirc x4c suat, voi bang ngiu nhién w o dau
vao. Bén canh d0, Q (hoic Q") 14 truy van cua ké
tan cong (hodc bo ky) t6i bo tién tri ngau nhién f
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va cac cau tra 101 nhan duoc 1a p (hodc p’). Ngoai
ra, cap thong di€p chit ky hop 1€ méoi (m, o4, h, 75)
thu duoc sau tin cong dwoc goi 1a mot gid mao
t6n tai.

D. Tinh khéng thé phén biét dwoc ciia hai phdn bo
xdc sudt

Phan bd khong phan biét duge c6 mot luu y
ré"mg, mot ham s6 f(k) 1a khéng ding ké theo k,
néu voi moi da thuce p thi f(k) < 1/|p(k)|, voi k
du 16n; nguoc lai, £(k) 1a dang ké.

Pinh nghia 1 [3, Definition 6]. Goi §° va 6!
la hai phdn bo xdc sudt. Mot bg phdn biét D la
mét may Turing thoi gian da thirc xdc sudt, véi
bang ngau nhién w, dwa vao p, tra 16i 0 hodc 1.
Mot loi thé ciia D twong ting véi hai phdn bo &°
va 81 dwoc dinh nghia nhir sau:

Adv(D, 6% 6%) =%
x| E [D(w,p)]l— E_ [D(w,p)].
pES S5

Hai phan bof 5% va &1 la khong phan biét dwoc
theo da thirc néu khong ton tai bat ky bo phan biét
D voi mot loi the dang ké nao.

Hai phan bo 6 O va 8 la khéng phan biét dwoc
theo thong ké néu

EI Iggop yl— Prlp=yl]l

pest

la khong dang ké.
Ttr dinh nghia trén, d& dang suy ra ding thirc sau:
Py [D(w,p) =c] =

ce{0,1}
pESC

1
5+ Adv(D,8°,8Y).

Do do, néu lgi thé 14 khong dang ké, cau tra
101 vé két qua ciia phan biét giéng nhu két qua
cua viéc tung dong xu.

Chiing ta gia thiét réng, b6 ky T ¢6 thé bi mo
phong theo mot phdn bo khéng phéin biét dwoc
néu ton tai mot bo md phong S ma hai phan bd
x4c sudt 1an luot trén khong gian chit ky duoc
tao boi S va X 1a khong phan biét dugc theo da
thae. Khi d6, ciing c6 thé ndéi S mé phong X
theo mot phdn bé khéng phdn biét dwoc.

Ngoai ra, & [3] néu ra nhin xét rang néu hai
phan bd 1a khéng phén biét dwoc theo thong ké
thi chang 1a khdng phan biét duoc theo da thirc.
Thuc vay, khrflng dinh nay nhan dugc b::ing viéc
st dung bit dang thirc sau:

2 x Adv(D, §°, 1)
=| & [D@.p)]
pES
pES

= | PrO[D(w,p) =1] - Prl[D(w,p) = 1]‘
pES pES

= | Pr [p € DY (w,1)]
pEeS®
— Pr[peD Y w, 1)]|
peEST

)

y

plggo [p

=y] - Pr p= y]‘

E. Hai phién ban ciia bé dé phéin nhanh

Trong phan nay, chung ta s& phat biéu lai hai
b6 d¢ quan trong, 13 hai phién ban ciia B6 dé phan
nhanh. Trong d6 phién ban thir nhat (B6 dé phan
nhanh 1) dugc st dung dé chimg minh Dinh 1y 5
va phién ban thir hai (B6 d& phan nhanh 2) duoc
sir dung dé chimg minh Hé qua 7. Cac bd dé nay
sit dung “tin cbng phat lai bd tién tri” (oracle
replay attack): bang viéc lip lai da thic lan tin
cong v6i cung bing ngiu nhién va mot bo tién tri
khac, chung ta nhan duoc hai chit ky hop 1€
(01, h,0,) va (01,h,03), sao cho h # h' @i véi
thong diép m. Diéu nay gitip ching minh tinh an
toan ctia mot luge dd chix ky trong m6 hinh bd
tién tri ngdu nhién. Trudc tién, ching ta s& nhic
lai bd d& xéc sudt sau.

B6 dé 2 (B6 dé tiach) [2, Lemma 4]. Goi
A c X XY, sao cho Pr[(x,y) € A] = &, thi ton tai
Q c X, sao cho:

i) Pr[x € Q] = ¢/2,
ii) bat cir @ € Q, Pr[(a,y) € A] = /2.

Pé ching minh bd d& nay, y tuong chinh la
xay dyng mot tap con Q cua X théa min tinh chit
“t6t” (theo diéu kién (ii)) va chimg minh tinh dang
ké cua Q, nghia la chimg minh Q thoa man diéu
kién (i). B6 dé nay la cong cu chinh dé ching
minh hai phién ban ciia B6 d& phan nhanh dugc
phat biu duéi day.

B6 dé 3 (B6 dé phan nhanh 1) [2, Lemma 2].
Goi A la mot may Turing thoi gian da thirc xdc
sudt, chi cho trude div liéu cong khai nhu dau vao.
Néu A cé thé tim dwgc mét chit ky hop Ié
(m, 01, h, 03) vdi xac sudt dang ké, thi véi mét xdc
sudt dang ké, mot sw phat lai cua may nay voi
cung bang ngau nhién va mot b tién tri khdc sé
dwa ra hai chiv ky hop 1é (m,o0q,h,0,) va
(m, 04, h’,0,) sao choh # h'.
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Chu ¥ ring, bd dé trén danh cho kiéu tan cong
chi str dung dir liéu cong khai ¢ dau vao, hay tan
cong khong st dung thong diép

Két qua sau day sé chi ra rang, néu bd kyXco
thé bi md phong theo mot phan bd xac suat khong
phan biét dugc bdi mot bé mo phong S, thi bd dé
phan nhanh trén ciing c6 thé 4p dung dugc trong
tn cong su dung thong di€p dugc lya chon thich
nghi dé thu duogc hai chir ky hop 18 (m, oy, h, 0,)
va (m, o, h, 02'), sao cho h # h', v6i xdc suit
dang ké, trong thoi gian da thuc.

Tan céng véi bé mé
phéng(s)

Tén cong véi bo ky ¥

(o1, h, 09);

- Q A m
7 2 J|.h.G’-}_

P Gia st f(m;,0,) = b, vi

"

and we suppase f(mq, (o1);) = h; Vi

Hinh 2. Kich ban tin cong sir dung thong diép duoc
lwa chon thich nghi

B6 dé 4 (B6 dé phan nhanh 2) [3, Lemma 4.
Goi A la may Ti urlng thoi gian da thire xdc sudt
ma dau vao chi ldy cdc diF liéu cong khai. Chung
ta ky hiéu O va R twong umg la so cac truy van ma
A 6 thé héi dén bo tién tri ngau nhién va bo ky.
Gia su rcing, voi thoi gian da thuc, A tao ra, voi
xdc sudt dang ké, mot chit ky hop 1é (m, o4, h, 05).

Néu bé ba (041,h,0,) cé thé bi mé phong ma
khéng biét khéa bi mat, véi mét xdc sudt phén bo
khong phan biét duoc, thi mot sy phat lai cua tan
cong A, cung nhitng twong tdc voi bo ky duwoc mo
phong, dwa ra hai chir ky hop lé (m, oy, h,05) va
(m, 0'1,h 0,) sao cho h # k', véi mét xdc sudt
dang ké, trong thoi gian da thirc.

O day cac ky hiéu 1a hoan toan giéng nhu trong
Hinh 1, ngoai trir viéc c6 thém cac truy vin dén bo
mo phong S.

III. PO AN TOAN CUA LUOC PO CHU KY
FIAT-SHAMIR

A. Tan cong khong sit dung thong diép lén hege do
chit ky Fiat-Shamir
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Tir B dé phan nhanh 1, chung ta thu dwoc két
qua sau day trong md hinh bo tién tri ngau nhién.

Pinh 1y 5 [2, Theorem 5]. Xem xét mét tin
cong khong sir dung thong diép trong mé hinh bo
tién tri ngdu nhién. Néu mét gia mao ton tai trong
liwge do chit ky Fiat-Shamir la c6 thé véi xdc sudt
ddng ké, thi phan tich nhéan tir ciia RSA modulus
c6 thé duwoc thuc hién trong thoi gian da thirc.

Chitng minh. Goi N € N 14 s6 nguyén dé phan
tich thira s6. Chiing ta chon s €z Z/NZ, va goi
v =s?modN. D& thiy, x4c sudt thu duoc
s =0modN 1a 1/N khong dang ké. Mat khac,
néu ta thu dugc s ngiu nhién thoa min N >
ged(s, N) > 1, thi viéc phan tich N c6 thé thuc
hién trong thoi gian da thie. Do d6, dé dam bao
truong hop chung, gia st s ngiu nhién thu duoc
thoa man ged(s, N) = 1, diéu nay twong duong
véi ged(v, N) = 1.

Néu mot ké tin cong A, cb thé pha v& luge do
chir ky Fiat-Shamir, theo B d& phan nhanh 1, thi
c6 thé thu dwoc hai chit ky hop 1& (m, o4, h, 03) va
(m, 04, R, 02') sao cho h # h'. Tt do, ta thu duoc i
sao cho h; # h';. Gid st h; = 0 va h'; = 1, chung
ta nhan duoc Yy =x;modN va y'l.2 =
vx;mod N. Theo lap luan ddi voi v nhu trén, ta
thuc hién tuong tu dbi voi x;, nhu vay co thé gia
sir rang gcd(x;, N) = 1. Khi do, ta goi z=
y',yi 'mod N, thi z* = v = s?mod N.

Ta thu dugc s va z la hai can bac hai cia
vmodN sau tdn cong. Tu d6 z%2—v?=
0modN, hay (z—s)(z+s)=0modN. Néu
z# +s, thi N >gcd(z—s,N) > 1, bdi vi, néu
gcd(z—s,N)=1thiz+s=0modN (s€ la vd
1y). Nhu vay, chung ta c6 thé thu duoc nhén tir cia
N bﬁng thuét toan Euclid, néu z # +s. Mat khac,
do thudt toan khong phan biét s voi nhitng nghiém
khac, ma mot phin tir v nguyén té cung nhau voi
N 14 sb chinh phuong theo mod N, s& c¢6 dung bén
cin bac hai, nén chung ta co thé két luan rang, véi
xac suat 1/2, ged(z — s, N) cung cap mot thira s6
cua N.

B. Tén cong sw dung thong diép duoc luva chon
thich nghi lén lwoc do chir ky Fiat-Shamir

Trong phan ndy, ching toi st dung y tuong
ching minh d§ an toan cho lugc do chir ky
Schnorr theo Bb dé 5 trong [3] caa Pointcheval dé
ching minh cho Nhan xét 6 trong [2] vé do an
toan ciia luge dd chir ky Fiat-Shamir trudc tin
cong su dung théng di¢p dugc lua chon thich
nghi. Trudc tién, ta c¢6 khing dinh sau:
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Ménh dé 6. Bé ky X trong heoc do chir ky Fiat-

Shamir c6 thé bi mé phéng theo mot phin bo

khong phdn biét duoc.

Chirng minh. Dau tién, ching ta s& dwa ra mot
md phong S dé tao ra cac chit ky théa min didu
kién x4c minh cta luge do Fiat-Shamir. Tiép theo,
chimg minh S 13 mot mé phong “t6t”, nghia 13, bd
ky = bi md phong bai S theo mot phan bd khong
phén biét dugc.

Chung ta bit ddu xdy dung mé phong S nhu
sau: dé mo phong mot chir ky cua thong diép m,
liy (eje; ...e,) la x4u ngau nhién c6 do6 dai k bit
vak s6y; €g Z/NZ, véii € {1,2, ..., k}. Chung ta
can dua ra k sb x; sao cho y? = x;v%, véi
i€{1,2,..,k}. Theo nhu 1ap luén trong chimg
minh cia Dmh 1y 5, ta c6 thé coi v nguyen t6 cung
nhau v6i N. Do d6, c6 thé lay x; = yivTé, véi
i € {1,2,...,k}. Nhu vay, ching ta thu dugc bg ba
(o1,h,0y)  Vvo1 o1 = (X1,X9, ..., %), h=
(e1€ ...ex) Va 03 = (¥1, Y2, -, Vi), 1a mOt chir ky
thoa man diéu kién xac minh y? = x;v%, voi
i€f{12,..,k}

Tiép theo, ching ta s& ching minh S c¢6 kha
ning md phong ¥ theo mot phan bd khong phan
biét dugc. That vay, goi A 1a khong gian cac chi
ky dugc tao ra boi Z, ta co:

norl viel,.. k)
h = (ese; ...ey) €g {0,13%

o1 = (X1, Xg, 00, Xg), X; = 1PModN

02 = (Y1, Y20 0 Vi), yi = 1is¢modN

A = (01' h' 02)

d@ thay, s chir ky trong khong gian A 1a N* - 2k
(tinh ca truong hop trung nhau) do khong gian A
duogc sinh ra truc tiép boi viée ldy h € {0,1}¢ va
cac r; EZ/NZ, v6i i =1 ..k va c6 N*- 2K bo
(h, 71,73, ..., 1) bang cach lay ngau nhién nhu vay.
Goi B la khong gian cac chiv ky dwoc tao ra
boi S, ta co:
yi;; L vie{, ..k
h = (ejey ...ex) €g {0,1}¢

o2 = 1, Y2, 0 Vi)
o1 = (X1, %2, ., X)), X; = y?v® mod N

B =1 (0y,h,03)

Tuong tu nhu trén, ching ta ciing c¢6 sb chit ky
trong khong gian B 1a N¥ - 2k,

Do s6 chit ky tao ra tir £ va S la nhu nhau, nén
dé ching minh X c6 thé bj S m6 phong theo mot
phan bd khong phan biét dugc, ching ta s& chi ra
rang véi chit ky hop 18 (0(0) h©®, O'(O)) trong do,

o® = (0 O O

R(© =( ), (0) 150))»

va 02(0) (yl(o)'yz(o)’ ,y,EO)).

thi s6 lan xuat hién ctia n6 trong A va B 1a nhu
nhau. Trude khi chimg minh diéu nay, chung ta co
danh gia sau: Xét mot sé chinh phuong b mod N,
néub = 0 mod N thi b chi c6 duy nhit mot cin
bac hai; néu N > gcd(b,N) > 1 thi b co ding 2
can bac hai; truong hop con lai, gcd(b, N) = 1 thi
b s€ c6 4 can bac hai.

Nho nhan xét nay, ta chia {1,2, ..., k} thanh ba
tap chi s 1,/,L, trong do: I1a tap chi s6 sao
cho x(o) =0modN, Vi€ | 1a tap chi s6 sao
cho N>gcd( ©) N) >1, Vje]J; Lla tap chi

s sao cho gcd (xl( )N ) =1, VIEL.

Khi d6, xét trong qua trinh ky: Véii € I, s6 lan
xuét hiénr; dér? = xl.(o)modN la1; Véij €], sb
lan xuét hién 7; dé 1}-2 = xj(o) modNla 2; Véi
L € L, s6 1An xuét hiénr, dé 12 = x PmodN 1a 4;
86 1an xuét hién h dé h = h(® ciing 1a 1.

Do do6, so0 lan xuat hién
ky (0'1(0), h©, 02(0)) trong A 1a 2V1 - 4!,

Tiép theo, ta xét sb lan (01(0)'h(0)’02(0)) xué:[
hién trong B (cung véi cha v ged(v, N) = 1): SO
lan xudt hién h dé h = h® ciing 1a 1; Véii € I, b

cua chir

(O]
lan xuét hién y; dé yt = x( ) veio mod N l1a 1;

Véi j€J, sb lan xuat hién Yj aé y] —x(o)

0
v J( : mod N 1a 2; Véi | € L, s6 lan xuét hién y,
dey? = xl( ) vel(O) mod N la 4.

Do d6, s6 lan xuat hién cia chir ky
(01(0), h(©®, 0'2(0)) trong B ciing 1a 2V - 4121,

Nhu vy, ching ta thu duoc két qua A va B 1a
hai phan bo dong nhit (day 1a truong hop dic biét
ctia hai phan bd khong phan biét duoc theo thong
ké khi téng d6 16n cua cac hiéu xac suit bang 0
thay vi lwong khong dang ké). Do do6, theo Muc
ILD thi S c6 thé mo phong T theo mdt phan bd
khong phan biét duoc.

Vi viéc tdn tai b0 mo6 phong S dugce chi ra nhu
trong Ménh dé trén, ta nhan duoc hé qua sau:

Hé qua 7. Xdc dinh mét tan cong sic dung
thong diép dwoc lya chon thich nghi trong mo
hinh bé tién tri ngau nhién, néu ton tai trong luoc
do chir ky Fiat-Shamir mgt gia mao voi xdac sudt
ddng ké, thi phan tich nhan tir ¢é thé dwoc thuc
hién trong thoi gian da thuec.

Chitng minh. Stt dung Ménh dé 6 vao B6 dé 4,
ta suy ra ké tan cong co6 thé nhan dugc hai chir ky
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hop 1& (m,oy,h,0,) va (m,oq,h,0,) sao cho
h # h', v6i mot xac sudt dang ké, trong thoi gian
da thuac. Khi d6, 1ap luan hoan toan nhu trong
chuing minh cua Dinh 1y 5, ta chi ra dugc bai toan
phan tich nhan tir 1a c¢6 thé giai duoc trong thoi
gian da thuc.

Nhu vay, véi gia thiét vé tinh kho giai cta bai
toan phan tich nhan tir, thi Hé qua 7 chi ra lugc dd
chir ky Fiat-Shamir 14 an toan trude tdn cong sir
dung thong di¢p dugc lua chon thich nghi.

IV.KET LUAN

B?mg vi€éc nghién clru, tim hiéu d6 an toan
“chirng minh duoc” cta luoc dd chit ky dwa trén y
tuong ching minh trong cac bai viét cua
Pointcheval, cu thé 1a viéc tham khao ching minh
do an toan trén luoc dd chit ky Shnorr, ching t6i
d3 ching minh chi tiét cho [2, nhan xét 6] vé do
an toan ctia lugc dd chir ky Fiat-Shamir trudc tan
cong su dung théong di€p dugc lya chon thich
nghi. D& thuc hién diéu nay, chung toi dd phat
biéu Ménh dé& 6 v& sy ton tai cia mdt bd mod
phong cho bo ky trong luge do nay. Tir d6, két
hop véi [3, B6 dé 4], chung t6i thu duogc két qua 1a
lugc dd Fiat-Shamir an toan trudc tdn cong sir
dung thong di€p dugc lya chon thich nghi trong
md hinh bo tién tri ngau nhién, voi gia thiét ve
tinh kho gidi ctia bai toan phan tich nhan tir.

Tuy viéc nghién ctru méi chi xét trén ddi tuong
cu thé 1a lugc d6 chit ky Fiat-Shamir, nhung ciing
d3 cung cip cach nhin rd hon vé vin dé d6 an toan
clia céc lugc do chir ky. Chiing t6i hy vong sé tién
xa hon trong viéc nghién ctru vé do an toan cho
lwge dd chit ky theo hudng nay.
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