Tag CVE ID Danh muc CVE Mire do
nghiém trong

Azure Data Science CVE-2024-37325 | Ld hong leo thang quyén Azure Science Virtual Machine |Quan trong

Virtual Machines (DSVM)

Azure File Sync CVE-2024-35253  |L hdng leo thang quyén Microsoft Azure File Sync Quan trong

Azure Monitor CVE-2024-35254  |Lb hong leo thang quyén Azure Monitor Agent Quan trong

Azure SDK CVE-2024-35255  |Lb hong leo thang quyén Azure Identity Libraries and Quan trong
Microsoft Authentication Library

Azure Storage Library ~ |CVE-2024-35252 | L hong tir chdi dich vu Azure Storage Movement Client |Quan trong
Library

Dynamics Business CVE-2024-35248  |Lb hong leo thang quyén Microsoft Dynamics 365 Quan trong

Central Business Central

Dynamics Business CVE-2024-35249 L4 hong thyc thi ma tir xa Microsoft Dynamics 365 Quan trong

Central Business Central

Microsoft Dynamics CVE-2024-35263  |L hong tiét 16 thong tin Microsoft Dynamics 365 (On- | Quan trong
Premises)

Microsoft Office CVE-2024-30101 L4 hong thyc thi ma tir xa Microsoft Office Quan trong

Microsoft Office CVE-2024-30104 L hong thyc thi ma tir xa Microsoft Office Quan trong

Microsoft Office Outlook

CVE-2024-30103

L4 hong thuc thi ma tir xa Microsoft Outlook

Quan trong
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Microsoft Office CVE-2024-30100 L hong thyc thi ma tir xa Microsoft SharePoint Server | Quan trong

SharePoint

Microsoft Office Word CVE-2024-30102 L hong thuc thi ma tir xa Microsoft Office Quan trong

Microsoft Streaming CVE-2024-30090 L4 hong leo thang quyén Microsoft Streaming Service Quan trong

Service

Microsoft Streaming CVE-2024-30089 L4 hong leo thang quyén Microsoft Streaming Service Quan trong

Service

Microsoft WDAC OLE  |CVE-2024-30077 L hong thyc thi ma tir xa Windows OLE Quan trong

DB provider for SQL

Microsoft Windows CVE-2023-50868  |Lb hong zero-day CVE-2023-50868 Tan cong xung Quan trong
quanh NSEC3 lam can ki¢t CPU

Microsoft Windows CVE-2024-30097 L hong thyc thi ma tir xa Microsoft Speech Application |Quan trong

Speech Programming Interface (SAPI)

Visual Studio CVE-2024-30052 L4 hong thyc thi ma tir xa Visual Studio Quan trong

Visual Studio CVE-2024-29060  |Lb hong leo thang quyén Visual Studio Quan trong

Visual Studio CVE-2024-29187 Cac g6i WiX Burn d& bi tn cong nhi phan khi chay dudi |Quan trong
phan quyén hé thong GitHub: CVE-2024-29187

Windows Cloud Files CVE-2024-30085 L hong leo thang quyén Windows Cloud Files Mini Quan trong

Mini Filter Driver Filter Driver

Windows Container CVE-2024-30076  |Ld hdng leo thang quyén Windows Container Manager | Quan trong

Manager Service

Service
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Windows Cryptographic | CVE-2024-30096 | L hong tiét 16 thong tin Windows Cryptographic Quan trong
Services Services

Windows DHCP Server |CVE-2024-30070  |Ld héng tir chdi dich vu DHCP Server Service Quan trong
Windows Distributed File | CVE-2024-30063 L4 hong thyc thi ma tir xa Windows Distributed File Quan trong
System (DFS) System (DFS)

Windows Event Logging |CVE-2024-30072 L4 hong thyc thi ma tir xa Microsoft Event Trace Log Quan trong
Service File Parsing

Windows Kernel CVE-2024-30068  |Ld hong leo thang quyén Windows Kernel Quan trong
Windows Kernel CVE-2024-30064  |Ld hong leo thang quyén Windows Kernel Quan trong
Windows Kernel-Mode |CVE-2024-30084  |L& hong leo thang quyén Windows Kernel-Mode Driver | Quan trong
Drivers

Windows Kernel-Mode | CVE-2024-35250  |L hong leo thang quyén Windows Kernel-Mode Driver | Quan trong
Drivers

Windows Link Layer CVE-2024-30075 L4 hong thyc thi ma tir xa Windows Link Layer Quan trong
Topology Discovery Topology Discovery Protocol

Protocol

Windows Link Layer CVE-2024-30074 L4 hong thyc thi ma tir xa Windows Link Layer Quan trong
Topology Discovery Topology Discovery Protocol

Protocol

Windows NT OS Kernel |CVE-2024-30099 L hong leo thang quyén Windows Kernel Quan trong

Windows NT OS Kernel

CVE-2024-30088

L hong leo thang quyén Windows Kernel

Quan trong
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Windows Perception CVE-2024-35265  |Ld hong leo thang quyén Windows Perception Service | Quan trong

Service

Windows Remote Access | CVE-2024-30069 L hong tiét 16 thong tin Windows Remote Access Quan trong

Connection Manager Connection Manager

Windows Routing and CVE-2024-30095 L hong thyc thi mé tir xa Windows Routing and Remote |Quan trong

Remote Access Service Access Service (RRAS)

(RRAS)

Windows Routing and CVE-2024-30094 L4 hong thyc thi ma tir xa Windows Routing and Remote |Quan trong

Remote Access Service Access Service (RRAS)

(RRAS)

Windows Server Service |CVE-2024-30062 L hong thyc thi ma tir xa Windows Standards-Based Quan trong
Storage Management Service

Windows Server Service |CVE-2024-30080 L4 hong thyc thi ma tir xa Microsoft Message Queuing | Nghiém trong
(MSMQ)

Windows Standards- CVE-2024-30083  |L§ hong tir chdi dich vu Windows Standards-Based Quan trong

Based Storage Storage Management Service

Management Service

Windows Storage CVE-2024-30093  |Lb hong leo thang quyén Windows Storage Quan trong

Windows Themes CVE-2024-30065  |L§ hong tir chdi dich vu Windows Themes Quan trong

Windows Wi-Fi Driver  |CVE-2024-30078 L3 hong thuc thi ma tir xa Windows Wi-Fi Driver Quan trong

Windows Win32 Kernel |CVE-2024-30086  |Lb hong leo thang quyén Windows Win32 Kernel Quan trong

Subsystem

Subsystem
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Windows Win32K - CVE-2024-30087  |Ld hdng leo thang quyén Win32k Quan trong
GRFX
Windows Win32K - CVE-2024-30091 L hong leo thang quyén Win32k Quan trong
GRFX
Windows Win32K - CVE-2024-30082  |Ld hdng leo thang quyén Win32k Quan trong
GRFX
Winlogon CVE-2024-30067  |L hong leo thang quyén Winlogon Quan trong
Winlogon CVE-2024-30066 L hong leo thang quyén Winlogon Quan trong



https://msrc.microsoft.com/update-guide/en-US/advisory/CVE-2024-30087
https://msrc.microsoft.com/update-guide/en-US/advisory/CVE-2024-30091
https://msrc.microsoft.com/update-guide/en-US/advisory/CVE-2024-30082
https://msrc.microsoft.com/update-guide/en-US/advisory/CVE-2024-30067
https://msrc.microsoft.com/update-guide/en-US/advisory/CVE-2024-30066

