GIGI THIEU VE THUAT TOAN MA HOA

[XU7sNYECHIK

CUA LIEN BANG NGA

Bdo mdt va an toan thong tin, trong dé ky thudt mét ma déng vai tro then chét, la yéu
10 tién quyét dé trién khai cdc hoat ddng giao dich dién tiv. Do d6, viéc chudn héa cdc
thudt todn mat ma sie dung cho linh vwe kinh té - xa héi luén dwoc cdc nwée quan
tdm, cdp nhdt va bo sung. Cic ma khéi Magma va Kuznyechik dwoc cong bo trong
tiéu chudn GOST R 34.12-2015 ciia Lién bang Nga. Bai bdo nay tong hop ngin gon
vé nguyén Iy thiét ké va dé an todn khdng lai cdc tin céng tham ma ciia thudt todn

ma hoa Kuznyechik.

Tran Hong Thai, Nguyén Vin Long, Hoang Pinh Linh

1. GIOI THIEU CHUNG

Mai khéi Kuznyechik 1a mot thuat toan xu Iy
véi kich thude khéi dit liéu 128 bit va kich thude
khoa 256. Kuznyechik dwa trén c4u triic mang thay
thé - hoan vi (SPN), dic biét 1a luge dd khoa sir
dung mang Feistel. Cac thanh phé‘in chinh cta ma
khdi nay gém S-hop véi kich ¢& dau vao 8 bit va
dau ra 8 bit, cac phép bién dbi tuyén tinh co tinh
khuéch tan tot va cac bién d6i don gian khac nhu
phép cong XOR. Chuan GOST R 34.12-2015 da
dugc chinh thuc phé duyét ngay 19/6/2015 va co
hiéu lyc tur ngay 01/01/2016.

2.MO TA KUZNYECHIK

Kuznyechik 12 mot ma khdi ¢ cdu trac SPN
bién d6i khdi ban rd 128-bit (ky hiéu P) thanh khi
ban ma 128-bit (ky hi¢u C). Ma phap st dung mat
khod 256-bit (ky hiéu 1a K) dé tao ra 11 khoa vong
(ky hiéu 1an lugt 1a Ko, K1, ..., Kio), mdi khoa vong
co kich c¢& 128-bit.

2.1 CAC KY HIEU

V* :Tap hop tat ca cac chudi nhi phan d6 dai
hitu han, gém ca chudi tréng

V, :Tap tat ca cac chudi nhi phan d¢ dai s,
trong do s 1a s6 nguyén khong 4m

Al D06 dai cua chudi 4 € * (néu 4 — chudi
tréng, thi |4| = 0);

A||B :Nbi cua hai chudi 4, B € V*, tic 1a mot
chudi tir Vs + g, trong d6 chudi con cung cac

Vién Khoa hoc - Cong nghé mat ma

thanh phén c6 chi s6 16m tir Via trung véi chudi
A va chudi con ciing v6i cac thanh phan c6 chi sb
nho tir Vg tring véi véi chudi B;

®: Phép cong modulo 2 theo timg thanh phan
cuia hai chudi nhi phan c6 d¢ dai nhu nhau;

Z»s: Vanh thang du theo modulo 25,

GF(2%): Truong hitu han GF(2)[x]/p(x), trong
dop(x) =x*+x"+x°+x+1eGFQ)[x];

Vecg: Z,»—Vs: Anh xa song anh chuyén tuong
(g mot phan tir ctia vanh Z,s sang biéu dién nhi phan
ctia no, te 1a chuyén phan tir bat ky z € Zs, ma dugc
biéu dién & dangz=1z,+ 2z + ... + 25z, trong
d6z€{0,1},i=0, 1, ..,s— 1 thanh dang chudi nhi
phan dang z..i||....||z1]|zo;

Ints: Vs—Z,»: Anh xa nguoc véi anh xa Vec,, tirc
1a Ints = Vec's;

A:Vy—GF(2%): Anh xa song anh, chuyén tuong
mg mot chudi nhi phan tir Vg sang mot phan tir
cua truong GF(2%)

V:GF(2%)—V: Anh xa ngugc véi anh xa A, tirc
la chuyén mét phan tir ciia truong GF(2%) sang
chudi nhi phan Vs

® W : T6 hop cua hai anh xa, trong d6 anh xa ¥
duoc thuc hién trudc;

2.2. CAC THAM SO

« S-hop = 1a phép bién do6i phi tuyén thyc hién
thay thé mot khi 8 bit boi mot khoi 8 bit khac dugce
mo ta & dang bang tra 256 phan tir nhu sau:
n[256] = {252, 238, 221, 17, 207, 110, 49, 22, 251,
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196, 250, 218, 35, 197, 4, 77, 233, 119, 240, 219,
147, 46, 153, 186, 23, 54, 241. 187, 20, 205, 95,
193, 249, 24, 101, 90, 226, 92, 239, 33, 129, 28, 60,
66, 139, 1, 142, 79, 5, 132, 2, 174, 227, 106, 143,
160, 6, 11,237,152, 127,212,211, 31, 235, 52, 44,
81, 234, 200, 72, 171, 242, 42, 104, 162, 253, 58,
206,204, 181, 112, 14, 86, 8, 12, 118, 18, 191, 114,
19,71, 156, 183,93, 135, 21, 161, 150, 41, 16, 123,
154, 199, 243, 145, 120, 111, 157, 158, 178, 177,
50, 117, 25, 61, 255, 53, 138, 126, 109, 84, 198,
128, 195, 189, 13, 87, 223, 245, 36, 169, 62, 168,
67, 201, 215, 121, 214, 246, 124, 34, 185, 3, 224,
15, 236, 222, 122, 148, 176, 188, 220, 232, 40, 80,
78, 51, 10, 74, 167, 151, 96, 115, 30, 0, 98, 68, 26,
184, 56, 130, 100, 159, 38, 65, 173, 69, 70, 146, 39,
94, 85, 47, 140, 163, 165, 125, 105, 213, 149, 59,
7, 88,179, 64, 134, 172, 29, 247, 48, 55, 107, 228,
136, 217, 231, 137, 225, 27, 131, 73, 76, 63, 248,
254, 141, 83, 170, 144, 202, 216, 133, 97, 32, 113,
103, 164, 45,43,9,91, 203, 155, 37, 208, 190, 229,
108, 82, 89, 166, 116, 210, 230, 244, 180, 192, 209,
102, 175, 194, 57,75, 99, 182}.

« Bién d6i tuyén tinh dugc cho boi anh xa
0: Vs'— Vs, duge xac dinh nhu sau:

L(als, ..., a0) = V{148 - A(a;s) + 32 - Ala,)
+ 133 - A(a;;) + 16 - A(ay,) + 194 - A(ay,) + 192 -
Aap) +1 - Aag) +251 - A(ag) + 1 - Ala;) +192 -
A(ag) + 194 - A(as) + 16 - A(ay) + 133 - A(as) +32 -
Aay) + 148 - Aay) + 1 - Alay)}

voéimoia; € Vg, i=0,1,..., 15, trong d6 cac phép
toan cong va nhan dugc thuc hién trong truong
GF(2%), cac hang s 1a cac gia tri cia truong nhu
da dinh nghia ¢ trén.

2.3. CAC PHEP BIEN DOI

Céc bién ddi sau dugc st dung cho thuédt toan
ma hod va thuat toan gidi ma:

X[k]: Visg — Visg: X[Kk](a) =k ®aq, trong do k,
a €V,

S: Vigg — Ving :S(a) = S(ay||. ...
|Im(ay), trong d6 a = a,5]|..
1,..,15;

S Vi — Vs Bién d6i nguoc cua bién ddi S,
vi du: n6 co thé duoc tinh bé“mg cach sau:

S'a) = S'asl... llap) = m'(aws)l| ... [Iw'(ao),
trong d6 a = a15|| Jlag€ Vg, ai€ Vi, i=0,1, ..., 15,
' 1a phép thé nguoc (nghich dao) véi phép the ;

R: Vg — Visg: R(a) = R(ays)|...||lay) = Uas,. ..,
ao)|las||. . .||la;, trong d6 a = a,s|....||ap€ Vi, a; € Vs,
i=0,1,...,15;

L: Vg — Vit L(a) = Ri4(a), trong 46 a € V;

llao) = m(as)||. ..

Jlao € Vigg, a; € Vi, i =0,

R Vins — Ving: Bién ddi nguoc voi bién ddi R,
vi du: n6 ¢6 thé dugc tinh bang cach sau:

R'Y(a)=RNays|...|lag) = argllars]l... |ladl|{(@sas,

., o, A15), trong 6 a = a4|...||ag € Vi, a; € Vi, i

=0,1,...,15;

L' Vg — Visg: LY (a) = (RY)'%(a),

FIK]: Vigg X Visg — Visg X Ving: Flk](ay, ag) =
LSX[K](a;) ® ay, a,, trong 46 k, ay, a; € V5

2.4. THUAT TOAN LUOC PO KHOA

Thuét toan luoc dd khoa sir dung cac hing sb
vong Cie Vs, i =1, 2, .., 32, chung duoc xac dinh
nhu sau:

Ci=L(Vec(i)),i=1,2, .., 32.

Céckhoavong K, € Vi, i=1, 2, .., 10, dugc tao
ra trén co s& khoa K = kyss||.. ||k0 Ve, kieVy, i
0,1,.,255,va duorc xac dinh bang cac dang thirc:

k255||"'||k128’
K2:k127||...||k0;
(Kzi"’l, K2i+2) = F[C8(i—1)+8]--- F[CS(i—I)+I](F2i—1’

Ky),i=1,2,3,4.

2.5. THUAT TOAN MA HOA

Thuat toan ma hoa phu thude vao gia tri ctia cac
khoa vong K € Vi, i =1, 2, .., 10, thyc hién lap 9
1an ham vong (gom céc bién ddi co sd L, S, X trén
tap Vi) nhusaw: £, . (a) = X[K;o]LSX[K,]. ..
LSX[K>)LSX[K ](a), v6i a € V,,51a khdi ban rd dau
vao.

2.6. THUAT TOAN GIAI MA

Thuat toan giai ma phu thudc vao gia tri ciua
cac khoa vong K; € Vi, i =1, 2, .., 10, thyc hién
phép thé Dy k,.k,, 10 dugc xac dinh trén tap Vo
nhu sau:

(@)= XK \JS'LX[K,]. ... ST X[K, ]S LXK ]
(@), vi a € V) 12 khéi ban ma dau vao.

Kj0,

3. MOT SO PANH GIA PO AN TOAN
CUA KUZNYECHIK

D0 an toan cua thuat toan Kuznyechik duogc
danh gia qua viéc phén tich cau tric thiét ké khang
lai cac tin cong manh hi¢n nay (thdm ma vi sai,
tham ma tuyén tinh) va cac két qua tin cong méi
nhét 18n thuét toan nay.

3.1. KHA NANG KHANG THAM MA VI SAI
VA THAM MA TUYEN TINH CUA THUAT
TOAN KUZNYECHIK

Pé danh gia kha nang khang lai tham ma vi
sai va tham ma tuyén tinh ciia mot mi phap ta
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can chi ra réng x4c sudt vi sai cuc dai hodc xac
suat tuyén tinh cuc dai ciia ma phap 1a du nho.
Vi @6 phtrc tap tinh toan dé thyc hién tan cong
ty 18 nghich véi dai lwong trén, nén diéu d6 dong
nghia véi d§ phuc tinh toan la du 16n va du an
toan trudc cac tdn cong néu trén. Ta cin phai
chi ra ring d6 phirc tap tinh toan dé thuc hién
tdn cong 16n hon tin cong vét can khoa (trong
treong hop nay la 22%),

Thuat toan Kuznyechik duogc thiét ké dua
trén mang SPN, trong d6 tang tuyén tinh 1a 16
vong hoat dong cta thanh ghi dich tuyén tinh
c6 phan hoi dang Fibonacci. Tang tuyén tinh
nay c6 thé biéu dién tuong duong v4i mot phép
nhan bén trai ctia véc to hang voi ma tran tuyén
tinh kich thudc 16x16. Trong [1] cac tac gia da
ching t6 ma tran tuyén tinh duoc sur dung trong
thudt toan Kuznyechik nay la mét ma tran MDS
trén truong GF(2%).

Vi viée str dung t?mg tuyén tinh 1a mot ma tran
MDS c¢6 kich thude 16x16 trén truong GF(2%), co
ménh dé sau:

Ménh dé 1: Hai vong lién tiép ciia ma khoi
Kuznyechik ¢6 it nhat la 17 hdp thé chii déng vi
sai (tuyén tinh).

Véi muc dich gioi thi€u thuat toan, nén chiing
t6i bo qua chimg minh ctia ménh dé trén. Theo
do, ta co thé tinh dugc sé S-hop chu dong qua cac
vong ma hoa. Trong do6, S-hop chu dong vi sai
(hodc tuyén tinh) 1a S-hop co sai khac (hodc mat
che tuyén tinh) dau vao tuong tng véi S-hop doé
khac khong.

Béang 1 biéu dién sy lan truyén cac S-hop chu
dong qua cac vong (tinh ca S-hp chu dong & dau
vao, ddu ra va & cac vong trung gian). S6 cac S-hop
chu dong s€ tang lén khi so0 Iuwgng vong ma tang.

Bdng 1. 86 S-hép chii dong qua
cac vong md hoa cua Kuznyechik va AES

Vong 112 |3 |/4]5]6|7|8]9|10|11]12]13]14
Kuznyechik | 1 |17 |18 |34 |35 |51 |52 |68 |69 ]85
AES 1 |5 ]9 |25]26]30|34|50|51)|55|59]75]76 80

Gia st 0 vong 1 cua Kuznyechik c6 mot S-hop chu
dong, qua vong 2 s& c6 tong cong 17 S-hop chi
dong, va dén vong 10 s& 1a 85 S-hop chu dong. Didu
ndy c¢6 duge la nho hiéu tng khuéch tan cua phép
bién di tuyén tinh ciia ma phap. Theo d6, véi 10
vong ma hoa cua Kuznyechik da dat dugc do an
toan twong ung véi 14 vong ma cua thuat toan AES.
S-hdp cua Kuznyechik dugc phan tich trong [2],
trong d6 xac suat vi sai cuc da DPma va tuyén tinh
cuc dai LPma ciia S-hop nay tuong tng la:

DPrnax=(8/256)=2"
va
LPma=(28/128)?=2481
Két hop véi Bang 1, ta c6 dénh gia vé kha ning
khang lai tham ma vi sai va tuyén tinh (diroc wéc
lirong theo nghia vé dd phitc tap tinh todn, dai heong
nay ty 1é nghich véi gid tri xdc sudt vi sai/tuyén tinh
cuc dai) cua ma phap Kuznyechik va so sanh voi
thuat toan AES nhu Bang 2. D6 phtre tap tinh toan
dé co thé tAn cong vi sai/tuyén tinh véi n vong cta
ma phap udc luong 12 16n hon gia tri 1/(DPpg,)*® Shop
chii dong hoic 1 /(LPmax)Sé S-hop chii dong tuong ng.
Tir day c6 thé thiy rang thuét toan Kuznyechik
v6i s6 vong 10 13 an toan trude tham ma vi sai va
tham ma tuyén tinh véi mirc khéa co do dai 256 bit.

Bdng 2. Bé an toan tong thé khang lai tham ma
Vi sai va tuyén tinh ciia Kuznyechik va AES

Thuét toan Do dai khoa Tham ma vi sai Tham ma tuyén tinh
Kuznyechik 256 2460275 240885
(6 V(‘)ng 2276.165) (8 Véng 2327.08)
AES-256 256 XD DA
(8 vong 2°%) (8 vong 2°%)

3.2. CAC TAN CONG THAM MA KHAC LEN
KUZNYECHIK

Duéi day 1a mot s két qua phén tich va tin cong
tham ma lén Kuznyechik. Thang 4/2015, Riham
AlTawy va Amr M. Youssef [3] d3 mo td mot tin
cong gap ¢ gilta (meet-in-the-middle attack) lén
5 vong Kuznyechik. TAn cong nay cho phép khoi
phuc khoa vdi d6 phurce tap thoi gian 2'4°, ¢ phirc
tap bd nhé 2'53, va 6 phtre tap dit liéu 2!,

Sau do, Riham AlTawy, Onur Duman, va Amr
M. Youssef [4] dd cong bd hai tin cong gy 15i
lén Kuznyechik va tr d6 chi ra sy quan trong
trong viéc bao v¢ cai dat cua ma phap. Cu thé, cac
tac gia dd trinh bay 2 tan cong phén tich 15i 1én
Kuznyechik trong hai cai dit khac nhau. T4n cong
dau tién 1a mot tan cong gy 16i vi sai ma st dung
mo hinh 131 byte ngiu nhién. Trong tin cong nay,
cac tac gia khai thac mot biéu dién twong dwong
cia ham vong cudi cing ma khi d6 chung ta bo
qua tic dong cua sy khuéch tan toi wu cua bién
d6i tuyén tinh cudi cing. Su diéu chinh nay cho
phép mot tan cong khoi phuc khoa thyc hanh dugc
va hiéu qua chi v6i 4 16i. Tan cong thir 2 1a mot
phan tich 18i khong c6 hiéu qua 4 giai doan cua
Kuznyechik khi khai thac cac S-hop bi mat. Pau
tién, cac tac gia khoi phuc mot sb tap cac img vién
cho cac S-hop bi mat va khoa chinh twong rng cua
chung. Sau d6, cac tac gia loc cac ing vién nay dé
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thu duoc khoa chinh va cac S-hop dung bang cach
kiém tra d6i voi mot cap ban ro ma da biét. Céc tan
cong nay hoat dong khi gia sir rang cac S-hop bi
mat duogc str dung lai trong lugc dd khoa.

Nam 2016, Alex Biryukov, Leo Perrin, va
Aleksei Udovenko [5] dd cong bé mot bai bao
trong d6 chi ra rang, cac S-hop cua Kuznyechik
va Streebog khong duoc tao mot cach gia ngiu
nhién va béng cach str dung mat thudt toan 4n thi
ho ¢6 thé khéi phuc nguoc. Tuy nhién, cac két
qué trén chua anh huéng dén do an toan cua cia
Kuznyechik, chung ¥ nghia 16n trong viéc ting toc
d6 trong thyc thi phan cting cua thuat toan nay.

Niam 2017, Biryukov [6] d4 dé xuit mot phuong
phap tham ma méi véi tén goi 1a tham ma dai s6-
da tap 1én Kuznyechik st dung cac tinh chét chia-
tich phan bac dai s6 cua cac thanh ph?ln. Theo do,
cac tac gia da chi ra rang tAn cong nay c6 thé ap
dung duoc 1én 7 vong cua ma phap Kuznyechik.

Gan day, nhom tac gia Youssef [7] cong bd mot
tan cong gap nhau O giita cai tién moi 1én 6 vong
ctia Kuznyechik. T4n cong nay khai thac tinh chat
¢6 cdu tric cia ma tran MDS trong mi phap. Theo
do, cac tac gia tim duogc cac quan hé gitra cac tap
con dau vao va dau ra cua bién ddi tuyén tinh nay,
sir dung cac quan hé nay dé tim cac b phan biét
tdt va mot sd ky thuat tdi vu khac nham lam giam
d6 phirc tap ctia tan cong.
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4. KET LUAN

Cho dn nay d3 c6 rat nhidu cong trinh
nghién ciru, phan tich va danh gia vé ma khoi
Kuznyechik. Mot s6 tdn cong dién hinh gom két
qua cua nhom R. AlTawy va A. M. Youssef va
nhom A. Biryukov cung cong su. Nhom tac gia R.
AlTawy di chi ra mot tdn cong gip & giita (meet-
in-the-middle attack) 1&én 5 vong Kuznyechik, cho
phép khoi phuc khoa véi do phuc tap thoi gian
2140 36 phtrc tap bd nhd 253, va d6 phirc tap dir
liéu 2. Nhom tac gia A. Biryukov chi ra ring cac
S-hop cua Kuznyechik va Streebog khong duoc
tao mot cach gia ngau nhién va bang cach sir dung
mot thuét toan an thi ho c6 thé khoi phuc nguoc.
Tuy nhién, c6 thé thiy 1 rang rang hau hét cac
tan cong ndy mai chi dirng & mirc phén tich véi s6
vong rut gon ma khong anh huong téi do an toan
ctia thuat toan Kuznyechik day du.
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