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Gi6i thiéu vé thuat todn ham bim Whirlpool

Dinh Tién Thanh, Cao Minh Tuén, Vi Bd Linh

Tém tat: Ham bam Whirlpool [10] duoc dé xuat trong dy an NESSIE vao
nam 2000, ham bam nay dua trén ma khéi va duoc danh gia 13 an toan. Ham nén
st dung ma khdi W (dugc xem nhu 13 mét bién thé caa AES) duoc thiét ké danh
cho ham bam va khong st dung cho ham ma héa nham khic phuc diém yéu cua
cac ham bam dua trén ma khoi. Trong bai béo ndy sé trinh bay cac dic trung an
toan ctia ham bam Whirlpool dya trén cau tric, cac phép bién d6i va mot sb tan
cong lén ham bam.

I. GIOI THIEU CHUNG

Whirlpool 1a mét ham bam mat ma duoc thiét ké boi Vincent Rijmen va
Paulo Barreto vao nam 2000. Whirlpool dugc dé xuat trong du an NESSIE (New
European Schemes for Signatures, Intergrity, and Encryption) va duoc coéng bo
trong chuan I1SO/IEC 10118-3 [7, 10].

Ham bam Whirlpool duoc thiét ké dya trén cau trdc Merkle — Damgard sira
d6i. Ham nén dya trén ma khoi tya AES véi mdi khdi ma co do dai 512 bit va khoa
512 bit. Pau vao cua thuat toan 1a mot thdng bao véi do dai téi da (2%°°-1) bit va
tao dau ra 1a gia tri tom luoc théng bao 512 bit. Whirlpool ¢6 s dung mot ma khoi
duoc thiét ké dic biét dé str dung cho cac ham bam va khong st dung nhu mot
ham ma héa doc lap [8, 10]. Ham vong va luge dd khoa dugc thiét ké theo chién
lugc vét lan rong (Wide Trail Strategy) [7], mot thlet ké duoc chiang minh 13 cd
kha nang chdng lai cac tham ma tuyén tinh va vi sai ndi tiéng.

B4 cuc cua bai bao: Sau muc gigi thiéu chung, muc 1l trinh bay vé ciu trac
ham bam Whirlpool. Muc 111 trinh bay vé d6 an toan ctia ham bam Whirlpool. Muc
IV thdng ké két qua cua mot sb tan cong 1én ham bam Whirlpool, két qua cho thay
su phuc tap va do kho cua c4c tan cong 1én ham bam ndy, muc V trinh bay hiéu
suat thyc thi trén phan mém cua ham bam Whirlpool va cudi ciing 1a Két luan.

II. CAU TRUC HAM BAM WHIRLPOOL
A. Céu triic logic

Vé6i mot thong bao bao gom mot chudi cac khbéi m;;m,;...;m,, ham bim

Whirlpool dugc thuc hién nhu sau [7]:
H, « IV
H=EH_m)®H. _,®&m,i=12,..t
Gi4 trj ma bam thu duoc cudi cung la H,

Ham bam Whirlpool duoc thiét ké dya trén cau tric Merkle — Damgard sira
d6i va dugc mo ta nhu Hinh 1:
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Hinh 1: Cdu triic ham bdam Whirlpool

Pau vao cua thuat toan 1a mét thong bao véi do dai < (2%°° —1) bit va tao
dau ra 1a ma bam 512-bit. Cac dau vao duoc xu ly trong khéi 512-bit. Hinh 1 md ta
quéa trinh bién d6i mot théng bao dau vao dé cho ma bam dau ra. Viéc xir Iy bao
gom cac budc sau day:

Budc 1: Thng bao duge dém thém bit dé d¢ dai 1a (2t —1)x256 bit.

Budc 2: Mot khdi 256 bit duge ndi thém vao théng béo. Khébi nay 1a mét sb
nguyén khong dau 256-bit va chira do dai bit cua thong bao ban dau.

Két qua caa hai budc dau mang lai mot thong bao 1a boi s6 cua 512 bit.
Trong Hinh 1, théng bdo mod rong duoc biéu dién nhu chudi khéi 512-bit
m,;m,;...;m,, do dé tong do dai ma rong cua thong bao 1a tx512 bit.

Budc 3: Khai tao ma tran bam: Mot ma tran 8x8 byte duoc sir dung dé luu gitr
két qua trung gian va két qua cudi clng caa ham bam. Ma tran dugc khoi tao gom
toan bit-0.

Budc 4: Qua trinh bam thong bao vai khbi 512-bit (64-byte) nhu Hinh 2.
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B. Ma khéi W
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Ciphertext
Hinh 2: Céu triic tong thé ma khoi W

Thuat todn ma khéi W thuc hién vai khéi ban rd 512-bit, khda 512-bit va tao
ra mot khdi ban ma 512 bit [7]. Thuat toan nay sir dung bon ham bién doi khac
nhau:

- Subbytes (SB): Thay thé byte bing mot bang thay thé S-box

- ShiftColumns (SC): Dich chuyén cot cuia trang thai trung gian theo cac
offset khac nhau.

- MixRows (MR): Tron dit liéu trong mdi hang cua bang trang thai

- AddroundKey(AK): Cong khoa.

Khdi ban ré dau vao dau tién dugc bién ddi qua ham Addroundkey, sau d6
duoc bién d6i qua 4 ham bién doi tuan tu SubBytes, ShiftColumn, MixRows,
AddRoundkey lién tuc trong 10 vong. Cac khéa trong cac vong ma hoa dugc sinh
boi luge d6 tao khoa, & ddy AddRoundConstant (AC) la phép cong hang sb vong
RC (Round Constant) vao trang thai khoa. Trang thai cudi cing dugc chuyén thanh
dau ra.
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11l. MOT SO PAC TRUNG AN TOAN TRONG THIET KE CAC THANH
PHAN CUA HAM BAM WHIRLPOOL

A. Muc tiéu an toan trong thiét ké

Véi dau ra caa Whirlpool 12 mot ma bam c6 chiéu dai ¢b dinh 1a n-bit, cac
nha thiét k& Whirlpool [10] d3 dat ra cac muc tiéu an toan sau:

- Cho dau vao bat ky, do phuc tap tinh todn du kién dé tao ra mot va cham

n
ciia m3 bam dau ra 1a 22 .
- Do phuc tap tinh toan dé tim ra thong bao dau vao ciia ma bam 1a 2",
- Bo phiic tap tinh toan dé tim ra mot thdng bao thar hai c6 cing mi bam
la 2".

- Khong thé phét hién méi twong quan hé thong giira bat ky su két hop tuyén
tinh cta cac bit dau vao véi sy két hop tuyén tinh caa cac bit trong gia tri bam hoic
khong thé du doan cac bit trong gia tri bam sé& thay d6i nhu thé nao khi cac bit dau
vao nhat dinh duoc dao lon (nghia 1a c6 thé chdng lai cac tan cdng tuyén tinh va
tan cong luong sai).

Mt tin cong 1&n Whirlpool chi duoc xem 13 thanh ¢ong, néu tan cong nay
chtrng minh duoc mét trong nhitng muc tiéu an toan theo thiét ké trén bi pha va.

B. Pj an toan ciia ma khoi W

Pé danh gia d6 an toan cua ma khéi W, ta so sanh mot s tinh chat mat ma
cia S-box dugc st dung trong thuat toan ham bam Whirlpool véi S-box trong
thuat toan AES nhu Bang 1:

Bdng 1: So sanh ddic trung S-box 8bit ciia md khoi W va AES [5,6]

DPac trung Whirlpool AES
Can bang (Balanced) Co Co
Bac dai s6 (Degree) 7 7
Do lugng sai (Diff(S)) 8 4
Do tuyén tinh (Lin(S)) 28 16

So sanh dac trung S-box 8bit caa Whirlpool va S-box 8bit cia AES theo
Bang 1, ta thay:

- Vé dic trung can bang cua ham Bool: ca hai S-box déu c6 cac ham Bool
can bang, nghia 1a trong bang chan ly caa mdi ham Bool thanh phan sé lugng gia
tri 1 bang sb luong gié tri 0.

- Béc dai s6: ca S-box cua Whirlpool va AES déu cé bac dai sé 16n nhat doi
VvGi S-hop 8 bit 12 7. Do @6 S-hop trong Whirlpool khang lai tin cong dai sb.

- Bic trung luong sai: do Iugng sai caa S-box Whirlpool (Diff(S) = 8) khong
t6t bang do lugng sai cua S-box AES (Diff(S) = 4).

- Pic trung tuyén tinh: d6 tuyén tinh cua S-hop caa Whirlpool khdng tot
bang d6 tuyén tinh cua S-hop cua AES. Do tuyén tinh cua S-box AES nho hon so
véi S-box Whirpool.
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- Ma khoi W c6 tat ca tinh phi tuyén ciia S-Box 8-bit da duoc thiét ké dé
chéng lai phuong phap tham ma c6 dién. Do lugng sai Diff(S) = 8 va d6 tuyén tinh
Lin(S) = 28. Hién tai, chua c6 cong bd tim ra dlem yéu dai s6 cuia S-box nay.

Ngoai ra, ham bam Whirlpool khong giéng véi tt ca cac dé xuat cho ham
bam dya trén ma khdi, Whirlpool sir dung mot ma khéi tva AES danh cho ham
bam. Ly do cua viéc nay la cac nha thiét ké mudn sir dung mot ma khéi véi do an
toan va hiéu qua nhu AES nhung cung cap mot do an toan twong duong véi SHA-
512. Két qua 1a ma khdi W c6 céu trac tuong duong va st dung cic ham co ban
nhu AES nhung kich thude khéi va khoa 1a 512 bit. Bang 2 so sénh AES va W.

Bang 2: So sanh dac trung Whirlpool va AES [9]

W AES
Kich thuéc khoi 512 128
Kich thuéc khoa 512 128, 192 hoic 256

Dinh huéng ma trin | Pau vao duoc anh xa hang | Pau vao duogc anh xa cot
S6 vong 10 10, 12 hoic 14

Mg rong khoa Ham vong W Thuat toan ma rong riéng

Da thire dac trung | x® +x* +x* +x* +1 (011D) | x® +x* + x* + x+1 (011B)

Nguon gdc cua S-Box

Cau trac dé quy, xay dung

Nhén nghich dao trén

tir 3 mini-hox trudng GF (2°) cong voi

bién do6i Affine

Ngudn goc hang sé | Gia tri tiép theo ciia S-Box S6 nguyén t6 2' cua

vong GF(2°)
Tang khuéch tan Nhan phai véi ma tran Nhan trai véi ma tran
MDS 8x8 MDS 4x4
Phép hoan vi Dich cot Dich hang

* Nhdn xét:

- M4 khéi W trong thuat toan ham bam Whirlpool 1am viéc véi cac khébi dau
vao 1a 512 bit, 16n hon so véi kich thuéc khdi duoc sir dung trong thuat toan AES.

- Khoa duogc sir dung trong thuat toan Whirlpool la 512 bit, trong khi thuat
toan AES c6 thé 1am viéc véi khoa co do dai 1a 128 bit, 192 bit hoic 256 bit.

- Ma tran trong Whirlpool dugc lam ddy theo hang, con trong AES dugc lam
day theo cot.

- Thuat toan Whirlpool va AES déu c6 c6 thuat toan mé rong khoa.

- Pa thire dic trung duoc sir dung trong 2 thuat toan 1a gan giong nhu nhau.

- C6 2 phép bién d6i khac nhau dugc sir dung trong 2 thuat toan trén la phép
ShiftColumns-MixRows va ShiftRows-Mixcolumns.

Thuat toan ham bam Whirlpool c¢6 ma khéi W duoc thiét két theo chién luoc
vét lan rong tuong tu nhu AES. Chién lugc vét lan rong da duoc st dung trong
thiét ké mot s6 nguyén thuy mat ma déi ximg nhu cac ham bam, ma dong va ma
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khoi. Ung dung noi tiéng nhat cua no 12 thiét ké ciia AES. Chién lugc vét lan rong
bao gom hai phép bién d6i: mot phép blen dbi phi tuyén cuc bo (c6 nghia 1a bat ky
bit dau ra ndo chi phu thudc vao mot sé bit dau vao gidi han va cac bit dau ra lan
can phu thudc vao cac bit dau vao 1an can) va mot phép bién ddi khuéch tan tuyén
tinh (cung cap su khuéch tan cao).

Ma khdi W ¢6 tinh thac d6 ting vong nhu AES [7] nén chéng lai duoc tan
cdng Square. Theo Iy thuyét, tAn cong Square dat hiéu qua tét nhat khi s6 vong la
6, ma s6 vong cua Whirlpool 1a 10 vong nén thuat toan 1a an toan trudc tin céng
nay.

C. Dg an toan cua ham nén
Ham nén cua Whirlpool hoat dong & ché &6 Miyaguchi — Preneel.

H . Luoc d6 khoa
" SB SC MR AC
M. | Cap nhat trang thai AN -
) SB SC MR AK N H;

Hinh 3: Ché dé Miyaguchi - Preneel

Ché a6 Miyaguchi — Preneel 1a mot trong sb cac ché do an toan dung dé xay
dung ham bam tr ma khéi [1]. Pic biét, ché do nay co thé an toan néu mot sé
thudc tinh 1y tudng dugc giit viing cho cac ma khdi co ban. Céc két qua nghién cau
cua Black, Rogaway va Shrimpton [2] da phén tich cac dic tinh an toan cta ché do
Miyaguchi — Preneel.

IV. KET QUA MOT SO TAN CONG LEN HAM BAM WHIRLPOOL

A. Tin cdng Rebound

Tan cong Rebound 1a mét tan cdng phan tich lwong sai tim va cham dua trén
dau ra hoac bat dau tir gitra phép todn gan dang sir dung trong tin cong lap. Y
tuong chinh caa ky thuat nay 1a xay dung mot vét lugng sai bang céc bac tu do véi
X4c suat thap. Tan cong Rebound dugc tao tir 3 giai doan: 1 giai doan inbound va 2
giai doan outbound. Giai doan inbound tim cac giai phap cho giai doan outbound
véi d6 phuc tap trung binh thap. Trong giai doan outbound, mdi giai phéap trong
giai doan inbound dugc lan truyén theo hai hudng, dong thoi kiém tra xem cé hay
khong cac dic diém ph hop véi giai doan ndy. Xac suat cia cac dac tinh trong
giai doan outbound cang cao cang tét.
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Hinh 4: Hai giai doan inbound va outbound

Tan c6ng Rebound 1én ham bam Whirlpool dwgc gidi thiéu bai nhém tac gia
Mario Lamberger, Florian Mendel, Christian Rechberger, Vincent Rijmen, Martin
Schlaffer [4]. Pay 1a mot tin cong luong sai s dung vét luong sai vai s S-box
active t6i thiéu theo chién luoc vét lan rong. Trong tdm cua tan cong Rebound Ién
Whirlpool 1a mét vét lugng sai 4 vong.

15 58— % 5645 58531

Trong tan cong Rebound, khéi ban md W duoc chia thanh cac phan nhu sau:
W= Wiy o Wiy oWy, Sa0 cho trang thai hoat dong day du cua vét luogng sai duoc
bao gom bai cac giai doan inbound.

Chi tiét cac budc tan cong Rebound 1én ham bam Whirlpool dugc trinh bay
trong [4]. Két qua duoc téng hop trong Bang 3.

B. Tén céng tién anh thir hai

Tan cong tién anh tha hai 1én ham bam Whirlpool duoc gigi thiéu bai Yu
Sasaki [11]. Pay 1a mot tan cong 1én cac ham bam duoc xay dung dua trén ma
khéi tua AES.

Tan cong st dung cach tiép can theo kiéu tin cong gap nhau & gitta— MITM
(Meet in the Middle). Theo céch tiép can nay céc trang thai & cac vong s& duoc
chia thanh hai khéi doc 1ap Forward chunk va Backward chunk. Cac byte chi anh
huong dén mot khdi duoc goi 13 byte trung 1ap. Cac tinh toan tir hai khéi nay s&
duogc ndi tai mot diém (trang thai) thich hop.

Y tudng chinh trong tan cong nay d6 1a c¢b dinh khoa nhu mot hang sb va
sau d6 tim kiém cac ban rd dau vao dap ung cac yéu cau cu thé. Cac khdi trang thai
trong qué trinh ma duoc chia thanh hai phan va c6 chung diém bat dau. Cac byte
trung ldp dugc chon trudc trong trang thai bat d¢au. Cac phép tinh toan trén hai
khoi Forward va Backward 1am thay d6i gia tri, vi tri ciing nhu sd lugng byte
trung Idp trén maot trang théi, tir day co thé lay dugc thong tin tir cac byte con lai.
Két qua duoc ndi lai tai mot diém goi 1a diém nai.

Chi tiét vé tin cong 1én ham bam Whirlpool dugc mé ta trong [11]. Két qua
tan cong duoc téng hop trong Bang 3.




Tap chi An toan théong tin, Ban Co yéu Chinh phii

Badng 3: Téong hop két qua tan cong 1én Whirlpool

Muc tiéu ta £ Do phirc t 2 g
"lccélr?; an S0 vong th&i(i;irjanl;%@arr:hé Kiéu tan cong Tac gia
Ham biam 5.5 D120+ 5064 = Vacham | Tan cong Rebound
- Mario
Ham bam 7.5 2128+5[964 -5 Va cham gan Lamberger,

. , 184108 Florian Mendel,
Ham nén 7.5 242 Va cham Christian
Ham nén 9.5 2176/28 Va cham gan [Rechberger

Vincent Rijmen,
HAM nén 10 9188/78 Dua trén_ bo Martin Schlaffer
phan biét [4]
. . 5 2504/ 28 A, , .
Ham nen Tienanh tha 2 | T4n cong MITM-
Ham bim 5 2°0%) 28 Tignanhthy2 | YuSasaki[11]
(s 1a hé s diéu chinh sy tang/giam gitta dg phirc tap thoi gian va do phic
tap bg nhe [4])

Bang két qua vé cé4c tan cong lén ham bam Whirlpool, cho thay viéc tan
cong 1én ham bam la phuc tap, tiéu ton nhicu tai nguyén ciing nhu thoi gian thuc
hién.

V. HIEU SUAT THU'C THI WHIRLPOOL TREN PHAN MEM

Whirlpool c6 thé dugc thuc thi rat hiéu qua trén phan mém véi cac nén tang
khac nhau. Trong [7] dwa ra 3 goi Y vé thuc thi thuat toan ham bam Whirlpool trén
phan mém. O ddy chung t6i str dung ma ngudn trong dé trinh cua tac gia trong du
an NESSIE, tién hanh thuc hién cai dit thuat toan ham bam Whirlpool bang ngén
ngit C++. Tir d4, danh gia hiéu suat thuc thi ciia ham bam Whirlpool qua két qua
so sanh véi toc do thuc thi ciia cac ham bam SHA 512 va SHA3 512 cia NIST.

Cac chuong trinh cai dit duoc thyc hién trén ciing mét nén tang phan cang
la may tinh x&ch tay vai vi xt ly Core i3 - 3110M xung nhip 2.4Ghz, bo nh6é RAM
4GB:
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Bic¢u do hi¢u suat thue thi
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Dung dugng thong bao (MB)

Hinh 5: Hiéu sudt thuc thi trén phcfn mém

Nhan xét: két qua thuc nghiém cho thay hiéu suat thyuc thi cia ham bam
Whirlpool 1a cham hon so v6i ham bam SHA3 512 va SHA 512.

VI.KET LUAN

Cac phan tich vé ham bam Whirlpool cho thdy day 1a mot ham bam an toan.
Ngoai cac thiét ké an toan co ban dbi voi mot ham bam dua trén ma khéi véi cau
tric Merkle — Damgard, ché do Miyaguchi — Preneel, Whirlpool duoc thiét ké véi
ma khéi W tua AES. Diéu nay 1am ting tinh ngau nhién, khac phuc dugc cac diém
yéu cuia cac ham bam dya trén ma khéi. Cac phép bién doi cia ma khéi W tuong tu
nhu AES nén dam bao an toan cho ham bam trudc cac tan cong 1én ma khoi nhu
tan cong luong sai, tan cong Square.
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