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Mot tinh chinh hi€u qua cho B0 tao day gia
ngau nhi€n Massey-Rueppel hudng phan cing

Tom tit— Cac sb va cic diy ngiu nhién déng
mot vai tro quan trong trong mit ma. pé tao mét
nguon ngau nhién vat Iy thwong kha tén kém, do d6
hiu hét cic hé thong hién nay déu sir dung cac bd
sinh s0 gia ngiu nhién. B tao diy gia ngiu nhién
Massey-Rueppel dugc cong bo vao nam 1984 1a mjt
trong nhirng bd tao sb gla ngiu nhién sir dung thanh
ghi dich phan hoi tuyen tinh dwgc sit dung rong rai
do tinh hi¢u qua va dap wng diy du cac tinh chat
mit ma. Tuy nhién, khi cAu hinh phén cirng thi by
tao nay chi thue sy hiéu qué khi so cac hé sé khac 0
trong da thirc dic trung ciia né la nhé. Trong bai
b4o nay, ching tdi dé xuAt mot tinh chinh nham cai
thién hi¢u suit thwe thi khi cdu hinh phén cirng ma
khéong cin quan tim dén cac h¢ sé cia da thirc dic
trung. Bai bao ciing chirng minh rang, mé hinh bj
tao sau khi dwgc tinh chinh vin giit dwogc cac tinh
chit mit ma tot nhw bd tao Massey-Rueppel ban
diu, trong khi hiéu suit thuc thi phin cing cai
thién hon rit nhiéu. Bai bao con trinh bay két qua
mjt s6 danh gia thwe nghiém tinh ngiu nhién doi
v6i cac diy dau ra. Két qua thu dwoc cho thiy, cac
diy diu ra dat dwoc tinh gia ngiu nhién. Tir dé
ciing c¢6 thém cho d9 an toan da dwgc chirng minh.

Abstract— Random numbers and sequences
play an important role in cryptography. Generating
a true random source is quite costly, so almost
recent systems use pseudorandom number
generators. Pseudorandom sequence generators
Massey-Rueppel, which was proposed in 1984, is
one of the most popular pseudorandom sequence
generators using the linear feedback shift registers
by its efficiency and sufficiently mathematical
proofs. However, this generator is only efficient in
hardware implementation when the number of non-
zero coefficients in its linear feedback polynomial is
small. In this paper, we proposed an improvement
for this generator but never mind what coefficients
of its linear feedback polynomial are. We have
proved that the proposed generator also owns good
cryptographic properties as same as the original
one, while the efficiency is better in the hardware
implementaion. Moreover, we have evaluated some
statistical random tests for the output sequences.
The results show that output sequences attain

Bai bdo dugc nhan ngay 3/6/2017. Bai bdo dugc nhéan
xét boi phan bién thir nhit vao ngay 17/7/2017 va dwoc chap
nhan dang vao ngay 1/8/2017. Bai bao dugc glri cho phan
bién thir hai vao ngay 24/7/2017 va duoc chip nhin ding vao
ngay 1/8/2017.
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pseudorandomness which suitable for theoretical
properties.

Tir khéa— b tao diy gia ngiu nhién; thanh
ghi dich phdn hoi tuyén tinh; Massey-Ruppel; cau
hinh phan cing.

Keywords— pseudorandom sequence generator;
linear feedback shift register; Massey-Rueppel;
hardware implementation.

I. GIOI THIEU

Thanh ghi dich phan héi tuyén tinh dugc ting
dung nhiéu trong cac giai phap sinh chudi gia
ngau nhién. Pidu nay do tinh chit mat ma cua bd
tao dang ndy dugc ching minh mét cach tudong
minh va don gian trong viéc cau hinh phan cing
cling nhu phdn mém cua cac thanh ghi dich. Bo
sinh diy gia ngau nhién Massey-Rueppel di duoc
nghién ctru va tmg dung rong rai trén thé gisi. Tuy
nhién cac thanh ghi dich trong b tao day Massey-
Rueppel 1a cac thanh ghi dich tuyén tinh phan hoi
dang Fibonacci. Trong cau hinh phan ctmg, thanh
ghi dich dang nay chi thyc sy hiéu qua khi s6 cac
hé sé khac 0 trong da thirc dic trung cua né 1a
s6 nho [1].
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Hinh 1a. Thanh ghi dich phan hdi tuyén tinh
dang Galois
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Hinh 1b. Thanh ghi dich phan hoi tuyén tinh
dang Fibonacci
Nham cai thién hiéu sudt khi cdu hinh phﬁn
cung, chung toi dé xuit mot tinh chinh cho b tao
Massey-Rueppel. Cu thé, chung t6i st dung cac
thanh ghi dich dang Galois, thay vi Fibonacci nhu
trong bo tao diy Massey-Rueppel. Két qua 1a bo
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tao m&i van gitt dugc cac tinh chét mat ma tbt
trong khi hiéu sudt phan ctng tang 1én dang ke.

B cuc cua bai bdo gom: sau Muc Giéi thiéu,
Muc 1l trinh bay mét s kién thic chuan bi vé
khai niém tinh chat cua cac thanh ghi dich phan
hoi tuyén tinh ciling nhu cac cau hinh cua ching.
Muc 11 trinh bay vé tinh chinh hiéu qua cho bo
tao ddy gia ngiu nhién Massey-Rueppel ddi véi
cau hinh phan cang. Trong Muc IV, chlng toi
danh gia mot sb tinh chit mat ma ddi vai bo tao
sau khi duoc tinh chinh. Két qua thu dugc 1a day
dau ra c6 cac tinh chat mat ma twong ty bo tao
Massey-Rueppel, nhung gia ting hiéu suat phan
cting. Mot s6 két qua thuc nghiém duoc trinh bay
trong Muc V. Cudi cing 1a muc Két luan.

1. CO SO LY THUYET

A. Thanh ghi dich phan hoi tuyén tinh

Trong thé hién phan cimg ciia mot may trang
thai hiru han, cac flip-flops thuong dugc sir dung
dé luu céc trang thai bén trong. Véi n flip-flop thi
may co thé thé hién duoc tdi da 2" trang thai. Pon
gian hon, chung ta c6 thé hinh dung n flip-flop
dudi dang mot thanh ghi dich phan héi d6 dai n.

Hinh 2. Mot thanh ghi dich phan hdi
Trong mot thanh ghi dich phan héi do dai n

(Hinh  2), goi cac flip-flop lan luot Ia
F,FE,--,F_ . Tai mdi thoi diém, F nhan gia tri

tr F_ véi i>0 va F, duoc cap nhat béi ham
phan hoi f: 0,1 " — 0,1 . O ddy, ching ta gia

st rang gia tri F _ la dau ra coa thanh ghi dich.

Trong thyc t‘é’, c6 thé lay gia tri ciia mot flip-flop
bat ky 1am dau ra cho thanh ghi dich.

Trong toan hoc, mot day a, . duoc sinh béi
mdt thanh ghi dich chi la mét day thoa man phép
dé quy n-bién

O, = f Ay o5 Oy 1)

Dinh nghia nay khong chi han ché cho cac
day nhi phan, ma hau hét cac két qua s& dung cho
cac day ghi dich dugc xac dinh trén mot truong

(hiru han) bt ky, hodc dbi khi ca véi cac diy duoc
xac dinh trén cac vanh.

Mot thanh ghi dich phan hdi 1 tuyén tinh néu
ham phan hdi 1a tuyén tinh. Do do:

Pinh nghia 1, [1]. Mét day ghi dich phan hoi
tuyén tinh (LFSR) la mot day a .

phép dé quy

thoa madn

n—1

a, = chaw . (2)
j=0
Mot diéu kién can cho tinh an toan ctia mot h¢
théng d6 1a cac ddy gia ngiu nhién duoc tao ra
phai c6 chu ky 16n. Do d6 cac day co chu ky cuc
dai dugc quan tam dac biét.
Trong [1] d3 dua ra va chimg minh chi tiét mot
két qua nhu sau:

Dinh 1y 1 ([1]). Cho q, . la mot day LFSR

trén F. va ¢ la mét nghiém cua da thic ddc
trung bdt kha quy ciia LFSR.

Khi dé, ton tai o € F, sao cho

o, =Tr af' . 3

Tt do, ching t6i1 dua ra mot hé qua truc tiép
tir dinh 1y trén va sir dung hé qua nay dé ching
minh mét sd tinh chit cia md hinh duoc dé xuit
trong phan sau.

H¢ qui 1. Cho a, _ la mot m-ddy LFSR

trén F. va ¢ la mot nghiém cua da thirc dac
trung nguyén thuy ciua LFSR. Khi do, ton tai
a € ]Fq,, sao cho

ai = Tr]F(ﬂ/]Fq aé‘i . (4)

Phan con lai cua bai bao chi xem xét truong
hop ¢=2 va ky hiéu 7r* dé biéu thi ham vét
Tr

]F;L /]FQ

B. Cac cau hinh cho thanh ghi dich phan hoi
tuyen tinh

Nhu d trinh bay trong phin m¢ dau, cac m-
day sinh boi cac LFSR dugc ng dung nhiéu trong
cac bo sinh diy gia ngau nhién hoic ma dong sur
dung trong cac tmg dung mat ma. Bdi vi chiing c6
thé duoc cai dat rat hiéu qua.
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Dé cai dat cac LFSR trong phin cimg, c6 hai
cach co ban. Thi nhat, ching ta c6 thé chuyén
Hinh 2 truc tiép vao phﬁn cung, khi d6 n6 duoc
mo td nhu Hinh 3. Céch cai dit nay dugc goi la
céu hinh Fibonacci.

Hinh 3. Céu hinh Fibonacci cia mot LESR
Céch cai dat tha hai c6 tén goi 1a cAu hinh
Galois (Hinh 4) c6 wu diém 1a tat ca cac tin higu
chi phai di qua nhiéu nhat 1a 1 cong XOR. Nguoc
lai, trong cdu hinh Fibonacci, néu da thic dic
trung c6 mat do day cac bit 1 thi tin hiéu phan hoi
phai di qua xap xi n /2 cong XOR.

Hinh 4. C4u hinh Galois cia mot LESR

Mot diém thi vi 1a cdu hinh Galois ciing s&
tao ra cung mot ddy nhu cau hinh Fibonacci néu
lya chon gia tri khéi dau phu hop.

Ta c6 ménh dé sau:

Ménh d@& 1. Cau hinh Galois sé tao ra ciing
mot day nhw cau hinh Fibonacci néu no dwoc khoi

1

F' . =>F ., c,0<i<n-1

tao Voi o
‘ n—1—i+j j
=0
Trong do F,,---,F | la trang thai ban dau ctia cdu
hinh Fibonacci cua LFSR.
Churng minh.

Véi i=0taco F' =F , vay bit dau ra
dau tién 1a giéng nhau trong ca hai ciu hinh.
Chung ta can chirng minh rang trang thai tiép

theo ﬁ‘n _1,~--,FO ciia cau hinh Fibonacci va trang
thai tiép theo ELI,---,FO’ ctia cdu hinh Galois ciing
phai thoa man

Flovi =3 Fuiie, 0<i<n—1.

=0

Véi1<i<n-—2taco
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Flooi=F' +F ¢

n—2—i n—1"i+1
i1

:ZF c +F ¢

n—2—i+j j n—1"i+1
j=0
i
— /
- EL727,+_7C]’ + Ez—lCHl + F;171Cz+1
j=0
i i
- E n—2—i+3C; - E Fn,—l—H—jC
j=0 j=0
Véi i =n—1taco
Flo=F =F
n—1 n—1
n—1 n—2 n—2
= }Ficz+1 + F;Cz+1 = FO + ZF;CI'+1
i=0 i=0 i=0
n—2 n—1
:Fo+§ Finc —E Fjc
i+1 j
i=0 j=0

Do do, ca hai céu’hinh déu cung dua ra mot
ket qua.
I1l. BO TAO DE XUAT
Gia sir ta ¢6 hai thanh ghi dich phan hdi tuyén
tinh dang Galois (Galois LFSR - GLFSR) c6 chu
ky cuc dai voi da thire nguyén thiy trong vai tro
da thuc dac trung cé bac lan lugt 1a M, L, trong
d6, M <L va M,L =1.Khi d6, chung toi xay

dung md hinh b tao sau:

bt D2 by b

Sw | Sme St So

e | N fems | Tem n

Ca CL2 Crm+1CLm C1

Co

Hinh 5. B6 tao ddy Massey-Rueppel
sau khi dugc tinh chinh
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Hai GLFSR nay sinh ra cac day tuong ung la
Day 1:

) i i L. .

v/ =2 4z, b (mod2)vei1<i<M-1,
J — 1

Ty = xM—lbO '

Hay c¢6 biéu dién ma tran

xé 00 0 b |l=z
xlj |t 0 -0 b, 1"17_1
z;{{—l 0 - 01 b, mi;_]l
Day 2:
r/=r"+r/lc (mod2)voi 1<i<L-1,
=G
Hay c6 bicu dién ma tran
r(ij 00 -0 % r(ijil
7/ 10 0 g !
rL-f_l 0O - 01 ¢, rL-’:ll

Day dau ra duoc tao boi cong thure sau:
M-1 M-1

— J — Tl
zj *Zw/ mod2 = in7;+L—]M

i=0 i=0

mod2 . (5)

IV. MOT SO TINH CHAT MAT MA
CUA BO TAO
_ Trong phén’néy ching toi xem xét mot s6 tinh
chat mat ma doi voi bd tao dﬁr dé xuat. Cu the,
xem xet chu ky, do phirc tap tuyén tinh va tinh can
bang cia day dau ra dugc sinh bdi bd tao d€ xuat.
A. Chu ky va dé phirc tap tuyén tinh
D6 phirc tap tuyén tinh A z cua diy z 1a bac

ctia da thire dic trung c6 bac nho nhét trong s6 cac
da thirc déc trung ctia LFSR ma tao ra day z, tuc la
d06 dai cua LFSR ngén nhét tao ra z. Do phure tap
tuyén tinh thudng duoc st dung trong cic phan
tich mat ma. Cén tinh do phirc tap tuyén tinh cua
day dau ra duoc sinh boi bd tao khi hai da thirc
dic trung cua 2 LFSR thanh phin la cac s6
nguyén t6 cung nhau L va M.

Ky hiéu p=2" -1 va ¢=2"—-1 la chu ky

0

cia cac m-ddy X, = 2/ va R =1’  nhu

j=0 j=0

mo ta trong mo hinh bd tao. Khi do6 ta co két qua sau:
M¢énh de 2. Dé phirc tap tuyen tinh L va chu

ky T ciia day dau ra 7 = z,  duwoc tinh boi cong

thure sau:

L=LxXM,
T=pxq.

Dé chung minh ménh dé 2, chung toi st dung
hai bd dé duogc dua ra trong [2] nhu sau:

B6 dé 1, ([2]): Néu v va 6 lan lwot thudc F,
va F,, trongds LM =1 thi

" v Tr" & =Tr™ A6 .

Bo dé 2, ([2]): Néu cdc da thirc t6i tiéu ciia ~
va & trén truong F, co cdc bdc la L va M, va
ged LM =1, thi da thirc t6i tiéu ciia ~5 trén
truong F, ¢ bdc la LM.

~ Ngoai ra, ching ta cling c6 thé chimg minh
két qua sau:

B6 dé 3: Cho a,b la cdc so nguyén duong.
Khido a,b =1 khivachikhi 2 —1,2" -1 =1.
Chirng minh:

Piéu kién can: Gia s phan ching a,b =1
Va ged 2° —1,2" —1 =d >1.Tacd2" =1 mod d
suy ra bac ctia 2 mod d la udc cua a.

Tuong ty, 2° =1 mod d suy ra bac cua 2

mod d la udc cta b. Suy ra ord, 2 1a u6c chung
ciaavab.
Mait khéc, vi d 1¢ nén suy ra ord, 2 =1 mau
thuin véi gia thiét a,b =1.Vaysuyra d =1.
Piéu kién du: Gia st phan ching rang
2 —12"—1 =1va ab =d>1.
Taco a,b =d ticla:

a=kd,
b= kd,
VOl k= k, la cac s6 nguyén duong nao do.
Khi do
2" —1=2%

d k-2

—1= 201 2" 4ot
2 —1=2% 1=
T d6 suy ra 2°—1 >1 1a wdc cta 2 —1 va

2" —1. MAu thuin voi gia thiét 2° —1,2" —1 =1.
Vaysuyra d =10
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Chirng minh ménh dé 2:
Gia st « va 8 lan luot 13 cac nghiém cua da

thoc dic trung sinh ra cic day X, = z/ va

R =

t

r’  trén cac truong F, va F, .Ta co:

M)

T = " Ataj A €F
2

j L j
er-m = Tr BtJrL,Mﬂ ’Bt+L—M € ]FZL.
Nén ta cé
)= =T J L j
Wy =X = Tr Ata Tr BH—L—M/8 .

Vi L,M =1 nénép dung bd dé 1, taco
w = " Ao’ Tr* BIMB’

, j
=Tr' [AtBHLfM af ]

Twr d6 suy ra
M-1 M-1

h M J
Z] = Zwrj = Z TrML [Af,BtJrL—M O‘ﬁ ]
t=0 t=0
— Ty [A/B/ af j]
=T Cy' |

voi y=af € sz )

Tir b6 d& 2 ta co, da thirc tdi tiéu cua o ¢o
bac la ML vaddy z nhin da thicc toi tiéu do
lam da thirc ddc trung. Tir biéu dién toan tir vét
cua z; suy ra d6 phirc tap tuyén tinh cua day dau

ra bing bac cua da thic dic trung tdi tiéu, hay
chinhla LM .

Ta thay rang chu ky cua diy z, 1a béc cua
phan tir o trong nhém nhan F,, \ 0 . Vi
a=0,3=0 nén af=0. Goi k 1a s6 tu nhién
nhé nhét sao cho o3 " 1.Khid6 of = 8.

Néu o' = 87" =1 thi k 1a bdi chung nho nhét
cia bac cua o va (. Khi d6 chu ky
T=lem 2" —1,2" —1 .
theo b6 & 3
2" 12" -1 =1.Dodd T = 2" —1

Ma M,L =1 suy ra
28 1.
Néu o' = 7" =1 tlrc 1a ¢6 mot phan tir khac
0valthuoe F, NE,. Vi ML =1vaF, va
F, dugc sinh béi nghiém « va 3 cua cic da thirc

dac trung khac nhau nén IFZ,\, OIFQ,_ =TF,. Suy ra
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o' =37 €F, (v6 ly). Vay chu ky cua ddy 2,
a 2" -1 2" -1 o
B. Tinh cén bang

Chung t6i chimg minh dwoc ring sai khac
gitlra sO bit 0 va so bit 1 ctia ddy daurala 1/q. Cu
thé ta c6 ménh dé sau:

Ménh dé 3: Véi cdc gid thiét nhu trén, ta cé6
trong mot chu ky cia day  z,

. L —1
- 86 cdc bit 0 ky hiéu la n, = b q2 ,
ST LA s p g+l
- 80 cac bit 1 ky hi¢u la n, =

Chirng minh:
Xét cac diy X, = z’ , theo tinh chat m-day

thi c6 2¥ -1 bd M-bit dang o/, 2/, 2]

)2 M-1
khac nhau va khac 0, moi bd xuat hién ding 1 lan

trong chu ky 2" —1 cua day X.
Xét cac ddy R = 7’ , theo tinh chit m-day
khac

nhau va khac 0, mdi b xuét hién ding 1 lan trong
chu ky 2" -1 cua diy R. Vi M <L nén co

2" —1 bd M-bit khac nhau va khac khong, mdi bd
xuét hién ding 2°" 1an, va bd M-bit 0,0,---,0

thic6 2 —1 bd L-bit dang +/ 7/ --- 7/

07°1 L-1

xudt hién 2™ —1 1an trong mot chu ky 2° —1
cua day R.
Vi M,L =1 vachuky T = pq nén ap dung

dinh 1y diy dong du tuyén tinh cho chi s6 cua 2
day sau:

T = :E(]7‘T17“.7‘T2V_1
r= 710571’"'7731,71

thi xét day tich 2,7 trong chu ky 7 = pq, mdi
phan tir ciia didy x s& dwoc nhan toan bo véi
2" —1 phan tir cia day r.

A 35 ha M-bi Jod L
Do d6, moi by M-bit  z,2/,---, x|

cua day
X s& dugc nhan két hop voi toan by 2° —1 bo
M-bit dang ' 7’ /. cua day R trong

M p-m+10 L

chuky T cua day Z.
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Xét day
M-1
_ Jond
Zj o sz ri+L—M
=0

Tinh s6 cac bit 0 cua diy z, nhu sau:

Gia st r= 1,7, 7, 6 , wtr=w>0,

7= T T e 5T - Khi X co dinh, ta s& tinh

tat ca cac véc to r thoa man

M-1

<m,7“> = meﬂﬂw =0.

i=0
Gia st
z, =1Lt=12--w
CL']. =0,7 ¢ jlnga"'ajw

Khi d6, (z,r)=0 khi va chi khi trong bd

F=rr T ¢O s0O cac bit 1 1a s6 chan. Co
' .

téng cong 2°7' bd 7 nhu vy, trong d6 co ding 1
véc to khong chira bit 1.

Do céc gia tri cua r,J & Jidyeng, latuyy,
nén cé tit ca 271 x 2 = 2! véc to r thoa min
<x,r> =0 bao gdmca vécto r' = 0,0,---,0 .

Vi trong mot chu ky T, mdi bo M-bit khac
khong cia diy R xudt hién ding 2 14n, con bd
M-bit 0,0,---,0 xuét hién dung 2" —1. Nén voi
mdi bd M-bit khac 0 cua diy X, c6 tat ca
=20t kM ot
=2 1.

2M—1 —1 x 2L*M + 1% 2L—M —1

s6 bit 0 cua diy Z. Do dé, c6 tong sd cac bit 0
trong day Z la:

pqg—1

—

Tir d6 suy ra tong sb cac bit 1 trong day Z la

n,=2"—-1x2""' -1 =

n = 2"-12"-1 —n,

=2 -1 2" -1 - 2" -1 2" ~1

= 2V 1 2f 9!

— 2111 71 2L71

pg+1

=

Tir cac két qua trén cho thiy day dau ra la
tuan hoan véi chu ky 7= 2" -1 2* —1 can

bing va c6 do phuc tap tuyén tinh 1a £ = ML.
Tinh twong quan cta day dau ra chua duoc kiém tra.

V. KET QUA THUC NGHIEM

Ngoai viéc danh gia 1y thuyét ddi véi do phirc
tap tuyén tinh, chu ky va tinh cin bang cta day
dau ra, chung toi da thuc hién mot sé thir nghiém
cho day d4u ra ctia b tao tinh chinh.

Kich ban thu nghiém: Chung t6i lga chon
L=6LM=67 va tao ra 10 file dir liéu
MAUO1.txt &én MAU10.txt, mdi file kich thudc
128 KB va sir dung 06 tiéu chuan kiém tra cho
diy d6 dai 128 bit gdm: Tiéu chuin tan s, tiéu
chuan Serial, tiéu chuan ty tuong quan [3], tiéu
chuan Markov, tiéu chuan 3-type [3], tiéu chuan
d6 phirc tap Lempel-Ziv[4]. Chi tiét xem tai Phu
luc cudi bai.

Muc dich thir nghiém: Danh gia tinh gia ngau
nhién d6i voi ddy dau ra cia bo tao tinh chinh va
so sanh véi bo tao ban diu. Do han ché vé mat
khong gian, & ddy chung toi chi trinh bay két qua
2 mau.

Két qua thu dugc nhu sau:

BANG 1. KET QUA THU NGHIEM MAU 01

MAU 01
B¢ tao Massey- B tao tinh
z Ruepel géc chinh
Tiéu chuén T:gg
kiem tra day S~o TV 16 S~0 TV 16
d d
O dat &y dat
dat : dat :
Tiéu chuén
G s6 8192 | 8064 | 98.44% | 8075 | 98.57%
Tiéu chudn
Serial 8192 | 8041 | 98.16% | 8033 | 98.06%
Tiéu chuén tu
tlfrz:g:izn' 8192 | 8016 | 97.85% | 8028 | 98.00%
Tiéu chuén
Markov 8192 | 8025 | 97.96% | 8003 | 97.69%
Tleug;ian} 8192 | 8040 | 98.14% | 8018 | 97.88%
Tiéu chuin
do phirc tap | 8192 | 8024 | 97.95% | 8000 | 97.66%
Lempel-Ziv
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BANG 2. KET QUA THU NGHIEM MAU 02

MAU 02
B¢ tao Massey- Bé tao tinh
Ticu chuin T Oi"lg Ruepel goc chinh
kiém tra Y 7
day 5 16
day | Ty 16 dat | day T;a’f
dat dat :
Tiéu chuan
A% 8192 | 8069 | 98.50% | 8032 | 98.05%
tan so
Tiéu chuin
. 8192 | 8049 | 98.25% | 8020 | 97.90%
Serial
Tiéu chuin
tu tuong 8192 | 8006 | 97.73% | 8010 | 97.78%
quan
Tiéu chuin
8192 | 8032 | 98.05% | 8018 | 97.88%
Markov
Tiéuchuan | o) 00 | 8037 | 98.11% | 8028 | 98.00%
3-type
Tiéu chuan
d6 phuc tap 8192 | 8010 | 97.78% | 7993 | 97.57%
Lempel-Ziv

Két qua cho thiy cac diy dau ra dat duogc tinh
ngau nhién, do d6 cung cb thém cho cac két qua ly
thuyét da trinh bay nhu trén.

VI. KET LUAN

Trong bai bao nay, chung t6i da dé& xuat mot
tinh chinh hiéu quéa cho b tao day gia ngiu nhién
Massey-Rueppel hudng phan cimg. Chung toi da
chimg minh 1y thuyét rang bo tao dé xuét ciing dat
duoc mot s6 tinh chit mat ma nhu bo tao Massey-
Rueppel. Hon thé nita, bo tao dé xudt hidu qua
hon bo tao diy Massey-Rueppel khi cdu hinh phan
ctng. Chiing t6i dé sir dung cac kiém tra théng ké
dé danh gia tinh ngdu nhién cua diy dau ra. Két
qua thu dugc cho thdy cac diy du ra dat tinh
ngau nhién, tir 46 caung ¢ thém cho cac két qua Iy
thuyét da dugc trinh bay.
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Nghién ciru Khoa hoc va Cong nghé trong linh vuC An toan théng tin

Phu luc: Mé td mét sé kiém tra tinh ngiu nhién
theo thong ké

Tiéu chudn tan sé don

Kiém tra tan sb don 1a kiém tra do su sai khac
giita s6 cac s6 1 va s6 cac s6 0 trong mot day n-
bit. Tinh can bang 1a mot dic diém co ban cho
mot diu ra ciia mot thuét toan. Do d6, kiém tra tan
s6 duoge st dung nhu mét budc ban dau dbi voi
hau hét tit ca cac bo kiém tra. Néu mot thuat toan
khong vuot qua kiém tra tin sb thi mot s6 kiém tra
khac tham chi khong thé ap dung duoc.

voi s, e 0,1 ,Vi=0n—1 la

Cho s=s5s s |

day bit ngau nhién doc 1ap c6 cung phén bé déu.
Ky hiéu n; 1a so bit 1 trong day s va ng la so bit 0
trong day s. Tinh

X1 = (ny — np)?n.
Khi d6 X; c6 phan b giéi han 1 y* v6i 1 béac
tu do. That vay, co

2
X, = (2n, —n)’ _ n, —n/2

n 1
n-—

4

Tacdn, =sp+ S, + ... + 84 v6i E(5)) = 1/2 va

= 1/4. Suy ra mon/2

#n /4
han 1 phan b6 chuan theo Pinh 1y Gidi han Trung
tam, hay X; c6 phan b gidi han 1a y? voi 1 bac tu
do khi n>10.

Tiéu chuan Serial

2 y A 4 “ g
o s c6 phan bo gioi

Muc dich cta kiém tra nay 1a xac dinh xem
khi nao so6 lan xuat hién cac mau 00, 01, 10, 11
trong day s la xap xi vdi sO lan xuat hién cua

chung trong day ngiu nhién. Ky hiéu n,n, lan
luot 14 sd cac bit 1 va sb cac bit 0 cua diy s.

007 nOl’ nlO’ nll

Tuong tu, ky hiéu n 1an luot 1a s6 1an
xuét hién cadc mau 00, 01, 10, 11 trong day s.
Ta co:
n,+n, =mn,
Mgy + My + ny, +tn, =n-— L.
Khi @0,

4

7/LOO +n,

2
01

2
X = +nl +nl —=nl+n’ +1
n— n
s& tiém c4n v6i phan bd y® véi 22 — 2 =2 bac tu do

khin>21.

Tiéu chudn tw twong quan

He¢ s6 ty twong quan (autocorrelation) A(j) cua
day s dugc dinh nghia la:

A n—1—j
A() = Z 5, @5, -
i=0
Chung ta da chimg minh duoc rang

X:Q[A(j)—”;j]/ﬁ,

s& tuan theo phan bd chuan [1(0, 1) theo Pinh ly
Gi6i han Trung tam.

Tiéu chudn xich Markov
Tiéu chuan xich Markov xem xét gia tri thong
ké sau

xS —-D/2

(n-1)/4

trong d6 S, = Z(Si =5 ). Ching ta co thé

Jj=0
chtng minh duoc rang X tudn theo phan bd chuin
N (0, 1) theo Dinh 1y Gidi han Trung tam.
Tiéu chuin m-type

Tiéu chuan m-type xem xét s lan xuat hién
ctia mot mau m-bit trong day d¢ dai n-bit.

m [ 2™
X= —[Z n?] —k;
k i=1 ‘

trong d6 k=mn/m, va n; 1a s6 lan xuat hién cua
mau thir i. Chlng ta ¢ thé chimg minh dugc rang
X tuén theo phan bd chuan A/ (0, 1) theo Dinh ly
Giagi han Trung tam.
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