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Xac dinh cac ti€u chi danh gia
an toan thong tin cho cac website
theo ti€u chuan ISO/IEC 15408

Vii Thi Hrong Giang, Nguyén Manh Tuén, Ping Ba Ti, Lé Hong Dwong

Tom tit— Trong qua trinh thiét ké va sir dung
website, nguwéi quan tri ciing nhw chi sé& hiru
website ludn c¢6 nhu ciu xac dinh cic thanh phin
cAu thanh va van hanh website cé dwoc ap dung cac
bién phap va ky thuit an toan phu hgp hay khéng,
véi mic d§ an toan nhw thé nao (mic dam bio
danh gia). Bai bao giéi thiéu mét giai phap xac dinh
cac tiéu chi danh gia an toan thong tin cho website
dap wng cic nhu ciu trén. Bén canh dé, bai bao
ciing dé xuidt mé hinh két ndi cac tiéu chi dianh gia
an toan thong tin theo ISO/IEC 15408, cic yéu ciu
an toan thong tin theo hd so bao vé ciia cic thanh
phin ciu thanh va van hanh cho m@t hé théng
website. Trén md hinh céc tiéu chi di két ndi, bai
bao xiy dung co ché tao lap cac ban khao sat danh
cho ngudi phat trién, ngu'o'l van hanh, ngwoi danh
gia, cung cap thong tin diu vao cho viéc danh gia
ban diu kha ning dap wng véi mdt mirc dam bio
danh gia xic dinh. Cac mé hinh va co ché néi trén
dwgc thir nghiém dwéi dang cong cu c6 kha ning
tiy bién, hd tro xac dinh tap cac tiéu chi danh gia
an toan théng tin phu hgp véi mét mirc ddm bao
danh gii cho cac hé thong website; xiac dinh mirc
dam bao danh gia (Evalution Assurance Level —
EAL) ma mdt website c6 thé dat dwoe.

Abstract— Before and after the website
deployment, it needs to determine whether the
website components and operations are subject to
appropriate security measures and techniques, and
how secure they are (assurance levels). This article
introduces an approach for identifying the website
security assessment criteria. The ISO/IEC 15408-
based assessment criteria are put in connection with
the security requirements according to the
protection profiles of the website’s components and
operation. Then, a mechanism for creating surveys
for developers, operators, and evaluators that
provide input to evaluations based on connected
criteria is proposed. These are experimented as a
customized tool, which supports to identify security
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assessment criteria accordingly to a given assurance
level of a website; and determine the assurance level
(EAL) that a website can achieve.
Tir khoa— danh gid an toan; mirc ddm bao
danh gia; ho so bio vé; ISO/IEC 15408.
Keywords— security evaluation;
ISO/IEC 15408.
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I. TONG QUAN

Danh gia an toan thong tin ciia cac website la
mot nhu cau thuc té, giap nguoi dung xac dinh
xem cac thanh phin cdu thanh va van hanh
website (thiét bi phan cimg, phan mém) c6 du an
toan va tin cdy khi dua vao st dung hay khong.
Viéc danh gia muc d0 an toan khong chi gitp
ngudi quan 1y ndm duoc kha ning bao mat cua hé
théng ma con gitp cac doanh nghiép trong viéc
phat trién cac san phim va hé théng cong nghé
thong tin (CNTT) dam bao cac yéu cau vé an toan
théng tin (ATTT).

ISO/IEC 15408 [1-3] 1a mét tiéu chuin qubc
té dé danh gia va chimg nhan cép d6 an toan cho
cac hé théng thong tin (sau day dugc goi tat 1a
ISO 15408). Theo tiéu chuin nay mdi san pham,
thiét bi hodc hé thong CNTT can duoc danh gia
goi la mot dich danh gia (Target of Evaluation —
TOE). Chiing ¢6 cic yéu cau vé ATTT dwoc md ta
trong hd so bao vé (Protection Profile — PP),
tuong tng véi mdt EAL nao d6. EAL sé chi ra
mdt san pham cong nghé thong tin duge kiém thir
ki dén mirc nao. Panh gia EAL gom 7 muc tir
thap dén cao. Hinh 1 md ta cac thanh phan trong
ISO 15408.

Luu y rang, cac tiéu chi trong ISO 15408 va 7
muc cia EAL la nhitng danh gia téng quat chung
cho cac thiét bj va hé théng CNTT, chua co6 su
gfm két voi nghiép vu va ngit canh trién khai cu
thé. Viéc 4 ap dung cac tiéu chi nay de danh gia mot
loai san pham cy thé nhu website van con rat han
ché. Bén canh d6, viéc xac dinh muc d6 dam bao
khong sir dung tit ca cac tiéu chi ma ISO/IEC
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15408 dé xuét, nén nguoi danh gia cin tham khao
lugng 16n cac tai li€u lién quan trudce khi thyc hién
danh gia. Hién tai, chua c6 mdt cong cu ty dong
nao hd trg nguoi danh gia trong viée xac dinh cp
d6 dam bao, phan 16n cac thao tac phai thuc hién
thu cong. Voi mot hé théng tiéu chi can xem xét
tir cac nguén tai liéu da dang, cac hoat dong trong
qua trinh danh gi4, nhiéu két qua danh gia trung
gian, viéc xac dinh mirc dam bao la mot qué trinh
phtrc tap, kho khan, rat ton kém thoi gian va cong stic.
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Hinh 1. Céc thanh phan trong ISO/IEC 15408

Pé xac dinh muc dam bao danh gia cho mot
san pham, nha cung cdp can xay dung mo ta dich
an toan (Security Target - ST) gom céc thong tin
vé san phiam va nhitng tinh ning bao mat cla san
pham, danh gia vé nhitng rui ro bao mat ma san
pham co6 thé gip phai, tw danh gia chi tiét san
pham c6 théa méan véi PP lién quan hay khdng,
mg v&i EAL ma nha cung cip s& chon dé kiém tra
san pham.

PP dua ra mot tap cac yéu ciu ATTT cho mot
loai dich danh gid vi du nhu tuong lua, trinh
duyét,... Mot PP c6 thé sir dung nhu mot ban mau
cho nhiéu ST dé str dung cho cac phép danh gia
khac nhau. Néu nhu mét ST mb ta cac yéu cau
cho mdt TOE nhit dinh va dugce viét boi nguoi
phat trién ciia TOE d6 thi PP lai dua ra cac yéu
cau chung cho mot kiéu TOE. Do d6, PP thuong
dugc viét boi cac ddi tuong sau: cong dong nguoi
dung tim kiém sy dong thudn vé cac yéu céu cho
mot kiéu TOE cho trudc; nha phat trién TOE,
nhom céc nha phét trién TOE twong mg mong
mudn 14p ra mot mirc t6i thiéu cho kiéu TOE nay;
chinh phu, hodc tap doan 16n chi rd cac yéu cau
ctia ho 1a mot phan cua qua trinh thu thap thong
tin. Thong thuong, mét PP s€ chi ra mot tap cac
tiéu chi dam bao cho mot loai TOE nhit dinh gém
cac yéu cau chirc ning an toan (Security Function
Requirements - SFR) va cac yéu cau dam bao an
toan (Security Assurance Requirements - SAR).
Viéc danh gia mot san pham hay hé théng CNTT

Tuy chon: SFR
hodc SAR bd sut
hodc chit ché hy

[ EAL 1-7

~ ISO/IEC. Cu thé 1a sy ra doi ctia bd tiéu chudn vé

theo mot mirc bao dam danh gia EAL dugc dua
trén cac yéu cau dam an toan. Chinh vi vay, véi
muyc dich xac dinh céc ti€u chi danh gia ATTT
cho cac website, chiing toi s& tién hanh tong hop
cac yéu cau dam bao an toan tir cac PP cua cac
thanh phﬁn cAu thanh va van hanh mot website.
Trong céac hd so bao vé cdu thanh mot website,
ngoai cac yéu cau dam bao an toan tuan thu theo
ISO 15408 con c6 thém cac yéu cau bd sung hodc
chat ché hon so véi cac muc dugc dua ra trong
ISO. Nhiing yéu cau bd sung hoic mo rong nay
cling can phai dugc bao gdm trong qué trinh xéac
dinh cac ti€u chi danh gia phu hop cho cac hé
thong website.

Tai Viét Nam, mot sd tiéu chuan quéc gia
(TCVN) vé ATTT da duoc xay du:ng, cong bd
trén co sO chap nhan nguyén ven cac tiéu chuan

danh gia ATTT (TCVN 8709:2011) bao gém 3
phan: gidi thiéu va mo hinh tong quat, cic thanh
phan chirc ning an toan Va cic thanh phian dam
bao an toan. Nham hd tro viéc xac dinh céc tiéu
chi danh gia mot cach c6 hé thong, [4] dé xuat xay
dung mot co s¢ dit li€u luu trlt cac tiéu chi cua tai
liéu ISO 15408 va ISO 18045. Tuy nhién, co so
dir liéu nay méi chi dung & mtc do luu trix tap tiéu
chi, chua c6 du lién két dé hd trg xac dinh EAL
tuong tmg. Bén canh do, cac nha cung cip ciing
da chu trong xdy dung cac PP cho cac thiét bi
phan ctimg (Web Server [6], Authorization Server,
Server Virualization [5]) va phdn mém (Web
Browser [9], Application Software [8], Web
service [7]) cu thé cho viéc ciu thanh va van hanh
website. Cac PP nay déu dd dwoc chimg nhan &
cap qubc gia (nhu [7]) hay quéc té ([5,6,8,9]). Cac
hd so bao vé nay méi chi ra cac tiéu chi dam bao
cho ting thanh phéan cau thanh va van hanh, chua
¢6 tap céc tiéu chi chung 4p dung cho ca hé thong
website cling nhu khong huéng dan viéc anh xa
cac ti€u chi nay tdi cac muc do ddm bao EAL.
Trong nghién ctru nay ching t6i phéan tich, lya
chon dé xay dung tap tiéu chi danh gia an toan
thong tin phu hop cho cac hé thdng website. Pau
tién, chung t6i dé xuat mé hinh két ni cac tiéu chi
sir dung dé danh gia ATTT cho website theo 1SO
15408 dwa trén cc yéu cdu dam bao an toan trong
hd so bao vé clia cac thanh phan ciu thanh va vén
hanh website. M6 hinh d& xuét nhan dau vao la
tap cac tiéu chi trong ISO 15408 tap trung vao
khia canh cac yéu cAu dam béo an toan cia san
phiam (SAR). M6 hinh cho phép ngudi quan ly
danh gia c6 thé quan 1y ludi tiéu chi va kha ning
tuy chinh phu hop véi ddi tuong danh gia. Dau
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vao thir hai cia md hinh 13 tdp yéu ciu trong cic
h6 so bao vé thanh phan duoc xac dinh phu hop
cho cac website. M6 hinh két ndi 1a co s dé xuat
co ché tao 1ap cac ban khao sat danh cho nguoi
phat trién, ngudi van hanh, ngudi danh gia cung
cép thong tin dau vao cho viéc danh gia. Dya trén
co ché nay ching t6i xdy dung bd cong cu cung
cap cac chire nang cho nguoi quan ly danh gia co
thé quan 1y ludi tiéu chi duoc sir dung, c6 thé tuy
chinh (thém/bét) cac tiéu chi trong hai tap dau vao
1a ISO 15408 va cac hod so bao vé theo yéu cau
ctia d6i tugng danh gia. Cong cu cho phép ngudi
phét trién, ngudi van hanh cé thé nhap thong tin
vé hé thong dich thudn tién qua cc ban khdo sat,
cung cép thong tin dau vao cho qua trinh danh gia.
Qua cbng cu nay nguoi danh gia co thé quan ly
ndi dung céc ban khao sat, nhan Kkét qué danh gia
so bo vé kha ning dap tng thyc t& vé mirc dam
bao ctia san pham va cung cip cho lanh dao quan 1y.

Bai bao ndy c6 cdu trac nhu sau: Sau Muc
Téng quan, Muc II giéi thiéu mé hinh quan 1y cac
tieu chi danh gia ATTT cho website theo tiéu
chuan ISO 15408 va theo hd so bao vé. Muc Il
mb ta két qua thir nghiém xay dung coéng cu quan
1y ludi tiéu chi duge st dung va quéan ly danh gia
s0 bo mirc dam bao cho website. Muc IV téng hop
cac két qua nghién ctu chinh va dé xuét cac
phuong huéng phat trién tiép theo.

II. QUAN LY CAC TIEU CHI DANH GIA

AN TOAN THONG TIN CHO WEBSITE

Cac thanh phan ciu thanh mot hé théng
website dugc mo ta trong Hinh 2 theo mé hinh
client/server

Database
Server

Browser

Internet

U]

Server =
[0
sl -
Application Firewall

Server Images [v]

S | @
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Hinh 2. Céc thanh prhﬁn co ban

cau thanh mot hé thong website
Céc yéu cau truy nhap duoc giri tir may khach
v6i phan mém trinh duyét (Browser (1)). Phia
may chu noi dat hé théng website dugc bao vé voi
cac thanh phan an toan nhu tuong lira (Firewall
(2)) hoic cac hé thong phong chong, ngin chin
xam nhdp. Noi dung ctia website dugc dat trén
mot may cha web (Web Server (3)). Website
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trong qua trinh hoat dong c6 thé tuong tic véi cac
hé thong Back end khac nhu may chi co s& dir
liéu (Database Server (4)), cac may chu ung dung
(Application Server (5)) va cac dich vu web (Web
Services (6)).

Véi mdi thanh phan ciia hé théng website c6
4anh xa cac PP tuong tmg. Trén co s& tong hop cac
yéu cau dam bao an toan cua timg thanh phan va
muc tiéu hd trg xac dinh mirc dam bao danh gia
theo ISO 15408, ching t6i d& xuit mot mo hinh
quan ly cac tiéu chi danh gia.

Mo hinh nay dugc xay dyng voi 2 nhiém vy
chinh: thtr nhét 1a két ndi cac tiéu chi st dung dé
danh gia an toan thong tin cho website theo I1ISO
15408 va cac yéu cau an toan thong tin theo hd so
bao vé cuia cac thanh phan ciu thanh va van hanh
website; thtr hai la tao 14p cac ban khao sat danh
cho ngudi phat trién, ngudi van hanh, ngudi danh
gia cung cap thong tin dau vao cho viéc danh gia
dya trén cac tiéu chi da két ndi.

Nhu vdy, mé hinh nay can dinh nghia day du
cac yéu ciu dam bao an toan phuc vu cho viéc
danh gia. Hon nita, mo hinh cin c6 kha ning thay
d6i dé thich nghi voi cac thanh phén céu thanh
hodc vén hanh website trong tung bdi canh cu the
Mo hinh dit liéu nay ciing can twong tng véi cdu
trac dit liéu mé ta trong chuan ISO 15408 nham
dam bao cac két ndi va tham chiéu. Cac thanh
phan dir liéu can duge mo hinh hoa bao gém: yéu
ciu dam bao danh gia, mirc dam bao danh gia, tiéu
chi danh gia dac thu (Specific Criteria), cau hoi
(Question) va bang khao sat (Survey).

A. Yéu cau dam bdo déanh gid (Evaluation Assur-
ance Requirement)

Theo ISO 15408, dé xac dinh mic dam bao
danh gia cua mot website, can xac dinh PP, ST
tuong ung. Nhu viy, chi can chu trong dén viéc
mo hinh hoa cac yéu cau dam bao an toan cho
TOE la website.

Khao sat cac yéu cau dam bao va cic mic
dam bao danh gia, chung t6i nhan thiy viéc xéac
dinh muc d0 dam bao mdt website khong can dén
tat ca cac tiéu chi di dugc dua ra trong ISO
15408.

Do vay, ngoai cac thong tin thé hién yéu cau
dam bao an toan nhu trong chuin (GroupingInfo),
chung tbi bd sung thém cac théng tin
TOEMatchingList, ST MatchingList nhim xéc
dinh sy phu hgp cuta tiéu chi danh gia voi ting
dich danh gia, dich an toan cu thé.
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1. Groupinglnfo

Phéan ndy bao gdm céc thong tin dinh danh
mdt yéu ciu dam bao an toan theo cic quy tic
phén loai ctiia ISO 15408.

e RequirementID: dinh danh cua yéu cau dam
bao an toan

e ClassCode: tén viét tit cua cac 16p:
Protection Profile Evaluation, Development,
Guidance Documents, Life-cycle Support,
Security Target Evaluation, Tests va
Vulnerability Assessment. Thudc tinh nay

duoc sir dung dé dinh danh céc 16p.

FamilyCode: mot trong cadc ho APE_CCL,

APE_ECD,  APE_INT,  APE_OBI,
APE_REQ, APE_SPD, ADV_ARC,
ADV _FSP, ADV_IMP,  ADV_INT,
ADV_SPM, ADV_TDS, AGD_OPE,
AGD_PRE, ALC_CMC, ALC CMS,
ALC DEL, ALC DVS, ALC FLR,
ALC_LCD, ALC TAT, ASE_CCL,
ASE_ECD,  ASE_INT,  ASE_OBI,
ASE_REQ,  ASE SPD,  ASE_TSS,
ATE COV, ATE_DPT, ATE_FUN,

ATE_IND, AVA_VAN.

e Componentldentification: m6 ta dinh danh
va tham chiéu dén mét trong 78 thanh phan
bio dam an toan dugc ISO 15408 dé& xuat
thudc cac ho da néu 6 trén.

e Componentindex: chi s6 dugc thiét 1ap sin
cho tirng thanh phan dam bao an toan.

e Cac thuoc tinh khac nhu Objectives,
Dependencies,  ContentAndPresentations,
DevActions, EvaluatorActions 0 tén va vai
trd twong ung voi cac phan tir dugc mo ta
theo 1SO 15408.

2. TOEMatchingList

Pay la danh sach cac yéu cau dam bao an toan

theo ISO c6 kha nang sir dung nhu cac tiéu chi
danh gia cho tung website cu thé.

e TOEID: Ia dinh danh cua c4c website can
danh gia.

e Value: c6 gia tri TRUE khi yéu cau dam
bao an toan dugc luva chon nhu tiéu chi
dung d¢ danh gia website, FALSE trong
cac truong hop khéc.

* ApplicationNote: cac thong tin bd sung
trong truong hop yéu cau dam bao an toan
duoc lua chon.

3. ST MatchingList

Pay 1a cac yéu cAu dam bao an toan theo PP
6 kha nang sir dung nhu cdc ti€u chi danh gia cho
tung website cu the.

e STID: la dinh danh cua ST, tuong tng voi
dinh danh cua tap PP duoc lua chon.

e Value: c6 gia tri TRUE khi tiéu chi nay
dugc quy hoach tir ho so bao vé véi ID
twong tng.

e ApplicationNote: bao gom cac thong tin bd
sung trong truong hop tiéu chi danh gia
duoc lya chon.

B. Mirc dam bao danh gia

Céc yéu cau dam bao an toan néu trén cho
phép xéac dinh mirc ddm bao danh gia tr 1 dén 7
cho website. Mirc cao hon dugc xay dung trén co
sO muc an toan thip hon ké can nhung yéu cau
cao hon vé pham vi, chiéu sau va do nghiém ngit
khi kiém thtr. Do mirc dam bao danh gia 1a khach
quan, cdc théng tin vé mirc dam bao danh gia s&
giong nhu quy dinh trong ISO 15408. Ngoai ra
con cd anh xa cidc mic ddm bao danh gia EAL
cho cac tiéu chi dac thu theo PP.

1. Groupinglnfo

Phan nay bao gdm cic thong tin dinh danh

mot muc ddm bao danh gia theo cac quy tac phan
loai cta ISO 15408.

o EalName: |a tén cua mirc dam bao danh gia.

e EalLevel: mirc dam bao danh gia tir 1 dén 7.

e ApplicationNote: céc thdng tin bd sung
trong truong hop lya chon 1 EAL cho mot
TOE cu thé.

o Obijectives: muc dich dam bao danh gia twong
ung véi mirc dam bao danh gia da chon.

2. RequirementMatchingList

Anh xa EAL dén cac yéu cau dam bao danh

gia lién quan.

e RequirementID: yu cau dam bao an toan.

e Value: TRUE khi mue dam bao dénh gia co
thé hién yéu cau dam bao an toan véi ID
twong tng.

e ApplicationNote: cac théng tin bd sung
trong truong hop mic dam bao danh gia
duoc lya chon.

3. PPMatchingList

Anh xa EAL dén cac tiéu chi danh gia dac

thu, chi xuét hién trong PP ma khong xuét hién
trong cac yéu cau ddm bao an toan theo chuan.
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e PPID: dinh danh cua PP.
e STID: dinh danh ctua ST dang duoc xét.

e Value: cé giad tri TRUE khi mirc dam bao
danh gia co thé hién yéu cau dam bao an
toan véi ID tuong tng.

« ApplicationNote: cac thdng tin bd sung
trong truong hop mirc dam bao danh gia
duoc lua chon.

AssuranceRequirement EvaluationAssurancelevel

TOl ingList i i ist

RequirementiD EalName

TOEID RequirementiD

value ™ ClssCode Value ™~ Ealevel
ApplicationNote FamilyCode ApplicationNote ApplicationNotes
Componentidentification Objectives
Componentindesx _—
Objectives PPMatching
Dependencies PPID
DevActions  Hecfemmeeeeeeennt sTID
ContentAndPresentations Value
ingLi Evawatoracons || {17
S§TMatchingList ApplicationNote
sTID H
T bl
ApplicationNote
"""" Surve:
SpecificCriteria 4 /
ActionListMapping
ist Question
ActionlD
PPID SARID oFID QuestioniD
SARName ClassCode || 1 | =0 —] PPIDLEt
Value FamilyCode Vale QuestionConts
i e ApplicationNate ResultList
Componentindex
DevActions F—
urveyinfo
EALMatchingList ContentAndFresentations t
EvaluatorActions SurveylD
SARID 4] QuestionDList
PPID RequirementDList

SARName
Value
ApplicationNote

SARIDList
EALNameList
TOEID

Hinh 3. M hinh quan 1y céc tiéu chi danh gi4
ATTT cho website

Tap cac yéu cau dam bao phu hop trén ciing 1a
co s¢ thuc hién xay dung cac bai khao sat nguoi
quan 1y, nguoi phat trién ciia website giup dua ra
duogc du bao mirc d0 ddm bao phu hop ma website
d6 c6 thé dat dugc. Nghia 12 véi nhimg yéu cau
dam bao ma website da dap ung, website do s€
phtt hop voi mie d6 dam bao nao khi xét dén mot
hé so bao mit twong tng.
C. Tiéu chi danh gia dac thu

PP dua ra mét tap cac yéu cAu ATTT cho mot
loai dich dénh gia dic thu. Trong cac hd so bao
v&, ludn ludn c6 SAR sir dung dé danh gia EAL
ctia san pham. Céc yéu cau dam bao an toan nay
6 thé duge trich ra, duoc mo rong tur cac ti€u chi
dam bao dugc dinh nghia trong tiéu chuan
ISO/IEC 15408, ngoai ra cling c6 mot so tidu chi
dam bao an toan dugc dinh nghia mdi tuong Gng
v6i timg TOE ma PP d6 mong mubn mé ta. Cac
tiéu chi mdi nay dugc mo hinh héa nhu sau:
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1. Groupinginfo
Bao gdm céc thong tin dinh danh va phan loai
tiéu chi danh gia dac thﬁ trong PP (cac ti€u chi co
trong 5 PP lién quan dén website).
e SARID: dinh danh tiéu chi dic thu.

o ClassCode: Thugc tinh nay duoc sir dung dé
dinh danh cac lop (c6 thé mo rong so voi
cac lop cua yéu cau dam bao).

e FamilyCode: dinh dang cac ho (c6 the mo
rong so vaéi cac ho cuaa yéu cau dam bao).

e Componentldentification: m6 ta dinh danh
va tham chicu dén mét trong 78 thanh phan
bdo dam an toan dugc ISO 15408 dé xuat
thuoc cac ho da néu & trén.

e Componentindex: mirc 46 danh gia cua tiéu
chi dam bao dac thu.

e DevActions, ContentAndPresentations,
EvaluatorActions: tap cac hanh dong nguoi
phat trién, nguoi quan ly can thuc hién dé co
thé dat duoc tiéu chi dam bao nay.

2. PPMatchingList

Xéc dinh anh xa gitra ti€u chi ddc thu va cac
PP duogc st dung cho cung mét TOE.

e PPID: dinh danh cho mot PP.

e SARName: tén cua tiéu chi dic thu xuét
hién trong céac PP.

e Value: TRUE khi tiéu chi dic thi xuét hi¢n
trong PP dugc sir dung.

e ApplicationNote: c4c thdng tin bd sung trong
truong hop tiéu chi dac thu duoc lya chon.

3. EALMatchingList

Xac dinh anh xa gitia ti€u chi dac thu (xudt
hién trong tap y€u cau dam bao cia cac PP) va
muc dam bao danh gia cho cung mét TOE.

e SARID: yéu ciu dam bao an toan.

e PPID: PP chira yéu cau dam bao an toan.

e Value: TRUE khi mue dam bao dénh gia co
thé hién yéu cau dam bao an toan véi ID
twong Gng.

o ApplicationNote: cac théng tin bd sung
trong truong hop mic dam bao danh gia
duoc lya chon.

Céc tiéu chi danh gia déc thu mo hinh hoa céac
yéu cau an toan mé6 rong, day la cac yéu cau an
toan khong dua trén cac thanh phan tir ISO/IEC
15408. Cac thanh phén nay thuong dugc dinh
nghia bdi tac gia cua hd so bao vé nham dua ra
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cac yéu cAu dam bao v&i mirc do tuan thu chit ché
hon. Cac yéu cdu md rong phai dugc md ta rd
rang va doi hoi tudn tha day du trong cac hd so
bao vé.

Bai bao xay dung mo hinh cac tiéu chi déc thu
nham tong hop cac yéu ciu an toan mo rong tur
cac hd so bao vé ciia cac thanh phéan cdu thanh va
van hanh hé théng website.

D. Khao sat

M3ai website mudn danh gia muc do dam bao,
ngudi quan 1y can kiém tra xem nguoi phat trién
va van hanh website da dap ung duoc cac ti€u chi
dam bao can thiét theo PP xac dinh. Cu thé hon,
ngudi danh gia mudn biét duoc, cic hanh dong
duoc néu ra trong mdi tiéu chi di dugc nguoi phat
trién, quan 1y website thuc hién hay chua. Cong
vi€c nay trén thuc té rat phuec tap, ton nhiéu thoi
gian. Chinh boi 1y do d6, nghién ctu dua ra mot
giai phap giup nguoi danh gia c6 thé danh gia so
bd dugc mirc 6 dam bao cia mot website thong
qua viéc khao sat cac tiéu chi dam bao dudi dang
mot tap cac cau hdi hay con dugc goi la bang khao
sat. Thdng qua viéc tra 101 cac cau hoi cho nguoi
danh gia co thé kiém tra so bo dugc mdt website
da dap tmg duogc cac yéu cau vé dam bao nao, tir
d6 c6 thé dua ra dugc mirc d6 dam bao phu hop
voi website dang dugce danh gia.

Vé6i mdi website can dwoc danh gia, nguoi
quan ly s& dinh ra mot tdp cac cau hoi dugc dung
dé danh gia website do. Cac tiéu chi nay duoc
ngudi quan ly tong hop, chon Igc tir cac PP ma ho
cho 1a can thiét ddi voi viéc danh gia. Diéu nay
cling twong ty nhu viéc chung ta tao nén mdt tap
cac tiéu chi cho mot website cu thé, va survey s€
gitp nguoi quan 1y khao sat dugc website d6 co
théa man voi tép ti€u chi vira dugc nguoi danh gia
tao ra hay khong.

Vi muc dich trén, cac ban khao sat duoc tao
nén tir cac thanh phan sau:

1. Question

e QuestionID: Binh danh cho cau hoi dé khao
sat cac hanh dong nguoi phéat tvrién, ngu@i
guan ly website can thuc hién dé cé thé dat
duoc mot tiéu chi dam bao.

e PPIDList: danh sach dinh danh ho so bao vé
chira théng tin dau vao thiét 1ap cac cau hoi
khao sat

¢ QuestionContent: noi dung cau hoi khao sat
- mac dinh ¢ dang dong (Yes/No question).

e ResultList: danh s&ch cac cau tra loi.

2. ActionListMapping

Xéc dinh énh xa gitta cau hoi va cac hanh

dong duogc st dung dé danh gia cing mét yéu cau.

e ActionID: dinb danh cho mét hanh dong ma
nguoi phat trién, nguoi quan ly website can
hoan thanh.

e PPID: dinh danh cta PP chira hanh dong.

e RID: dinh danh cua yéu cau danh gia.

e Value: TRUE khi cau hoi dugc sir dung dé
danh gid hanh dong dugc thuc hién tuong
ung véi mot yéu cau danh gia.

e ApplicationNote: cac théng tin bo sung
trong truong hop cau hoi dugc lya chon.

3. Surveyinfo

e SurveyID: dinh danh ban khao sét.

e QuestionIDList: danh sach cac cau hoi s
dung trong ban khao sét.

e RIDList: danh sach cac dinh danh yéu cau
dam bao (RequirementlD) hoic yéu cau
dam bao an toan (SARID) cin danh gia
théng qua ban khao sét.

e SARIDList: danh sach cac yéu cau dam bao
an toan/tiéu chi dac thi can danh gia thong
gua ban khao sat.

e EALNameList: danh sach cdc mac dam bao
danh gi4 c6 kha ning dap Gng khi xét dén
cac tiéu chi danh gia trong bang khao sét.
Pay ciing 1a cac yéu cau dam bao duoc
nguoi danh gia st dung dé danh gia mirc
dam bao cho mot website.

e TOEID: dinh danh dich danh gia (website).

[11. THU NGHIEM

Mo hinh quan ly cac tiéu chi danh gia ATTT
duogc cai dat thir nghiém nhu mét cong cu hd tro
cho nguoi quan 1y, nguoi danh gia va nguoi phat
trién /van hanh cac Trang tin/Cong thong tin dién
tar (TT/CTTDT) c6 thé danh gia so bo kha ning
phu hop voi mot muc dam bao danh gia cho san
pham ctia ho.

Hai kich ban thir nghiém c6 thé trién khai gom:

e Nguoi dung cong cu tra loi cac cau hoi
tric nghiém, céng cu s& cho biét
TT/CTTDT phu hop véi mic dam bao
danh gia nao.

e Nguoi dung coéng cu chon truéc EAL va
sau d6 tra loi cac cAu hoi tric nghiém,
cdng cu s& cho biét hién trang trién khai
cac bién phap dam bao ATTT cho cac
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thanh phan cdu thanh va van hanh
TT/CTTDT c6 phu hop vai mic dam bao
danh gia da chon hay khong.

Thong thuong, viéc danh gia dya vao cac PP
cia cac thanh ph?m cdu thanh, vin hanh cua
website, cach lam nay lam cho viéc danh gia la
kha phuc tap do tdp céac tiéu chi dam bao trong
mdi hd so bao vé 1a khong gidng nhau. Nhu da dé
cdp trong Muc Il, co s& dir liéu ti€u chi danh gia
ATTT s& duogc tong hop tir tp cac tiéu chi dam
bao trong ISO/IEC 15408 va tép cac tiéu chi dam
bao trong cac PP ciia cac thanh phan ciu thanh,
van hanh mot website. Chung t6i lva chon nhiing
tiéu chi phu hop voi viée danh gia mic do ATTT
cho cac website tir hai tip tiéu chi trén. Dé dam
bao tinh dung dan ciia hé thong, tip céc tiéu chi
phtt hop duoc tong hop tir cac HO so bao vé ludn
la tap con cua tap cac tiéu chi duoc lya chon tir
tiéu chuan ISO/IEC 15408. V&i co so dir liéu tiéu
chi danh gia duogc thiét ké nhu trén, tap cac ti€u
chi trong ISO/IEC 15408 s¢ dugc st dung cho
viéc khao sat tong quan mot trang web, con tap
c4c tidu chi duoc tong hop tir cac HO so bao vé s&
dugc st dung voi muc dich anh xa Kkét qua viéc
khao sat véi cac miic dam bao phu hop cua mot
website tng vdi ting PP.

[ ]
Tap tiéu chi danh ||

gié tiém naing cho
TTICTTOT theo Nouei quan Iy
1SO 15408 danh Q\é
7| Quan ly ludi tiéu chi st dung dé danh gia w

Céng cu hé trg danh gia so bd mirc d4m bao
cho cac TT/ICTTBT

Tap yéu cAu dam L,
béo téng hop tir 4,_

céc HO so bdo v

Quan ly khao sat danh gia kha nang dap Nguvm danh
— *| iang yéu céu mire gam béo cho TT/CTTOT [ |
Théng tin cia ’ \
TTCTTET
L Nguoi phat trién

/van hanh
TTICTTOT

Cosadirliéu @p
tigu chi st dung &
danh gia

Co's&r a Igu thong tin

& TTICTTET cén dénh

gid + chu tric thong tin
chn khdo sat

Hinh 4. Cong cu quan ly tiéu chi va dénh gid kha ning
dap tng yéu cau mac dam bao

B cong cu dugc xay dung trén nén Web véi
ngon nglt PHP va engine ElasticSearch thuan ti¢n
cho viéc quan 1y, truy van tim kiém co s¢ dit liéu
tap ti€u chi sir dung dé danh gia. Hinh 4 mo6 ta
téng quan vé cac thanh phan va ddi tugng sir dung
ma san phdm hudng dén.

Ngudi quan 1y danh gia co thé tity bién tap cac
tiéu chi phu hop véi viéc danh gia mdt website.
Diéu nay s& gitip cho viéc danh gia mic 46 ATTT
cho mot website trd nén linh hoat, dé dang hon ma
van dam bao tuan thi cac tap tiéu chi dugc néu ra
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trong tiéu chuin ISO/IEC 15408, ciing nhu trong
cac PP co lién quan.

EALSupport =

Q Administrator

B Tham

Danh sach céc yeu cau dam bao & o

Chon lp Chonho

HiEn thi 10 " |yéu céu dém béo

Tényéu cau Ldp Ho s

Conformance claims ASE ASECCL 1

d support AC

AC M 5

Hinh 5. Giao dién tao 1ap bang khao sat
danh cho nguoi danh gia
Nguoi danh gia tao ra cac bang khao sat voi
tap cac cau hoi tuong ng vdi cac tiéu chi danh
gid (Hinh 5). Cac bang khao sat nay dugc tao ra
v6i muyc dich gitp nguoi danh gia co thé thyuc hién
viéc danh gia so bo kha ning dap ung yéu cau
mirc d0 dam bao ATTT cua mdt website xac dinh.

Thutc hién khao sat @ fons - T s
Bdi khao sat
Mguidt thyc hién
Show 10 ¥ entries Search:
Cau hoi # Cautraloi

Shall the CC conformanee da

Shiall th
2 conformant;

Shall the conformanice d

to which the PP claims oo

Hinh 6. Giao dién bang khao sat
danh cho nguoi dung cudi

Ngudi quan 1y, ngudi phét trién s& thyc hién
tra 101 cac cau hai co trong bang khao sat (Hinh 6)
va nguoi danh gia s& dya vao két qua khao sat thu
duoc dé co thé tir 46 dua ra duoc mic dam bao
phu hop véi website tuong tmg. Sau khi nguoi
phat trién, quan 1y website hoan thanh bai survey,
cling 1a tra 101 xong tit ca cac cAu hoi ma ngudi
danh gia dat ra, két qua khao sat s& dugc gui lai
cho nguoi danh gia.

Dua vao ket qua khao sat thu dugc nay, nguoi
danh gia s& tong hop va dua ra duoc cic yéu cau
dam bam ma mdt website co thé dap tmg duoc.
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Tur d6, 4nh xa két qua ndy vao 7 muc dam bao
EAL dugc néu ra trong tiéu chuan ISO/IEC 15408
va dua ra dugc mirc dam bao so bd phu hop voi
website dang dugc khao sat. Thong qua viéc s
dung Survey ID, kiém tra cac yéu cdu dam bao
ma website dat dugc qua viéc khao sat, tir do so
sanh v6i cac yéu cau trong 7 mirc EAL va dua ra
dugc danh gia so bo vé mirc ddm bao cua website
duogc khao sat dén trong bai survey.

Két qua cta cac khao sat cung cip cho ngudi
quan 1y, van hanh website thong tin vé cac tiéu chi
dam bao ma hé thdng d6 co thé dat dugc.

IV. KET LUAN

Trong bai bao nay, ching t6i da gidi thi¢u mot
phuong thtre mo6 hinh hoa céac ti€u chi danh gia
ATTT cho cac website. M6 hinh nay duoc xay
dung cho hai nhiém vu chinh: tht nhat 13 két ndi
cac tiéu chi st dung dé danh gia ATTT cho
website theo 1SO 15408, va cac yéu cau ATTT
theo hd so bao vé ciia cac thanh phan ciu thanh va
van hanh website; thtr hai 1a tao 1ap cac ban khao
sat danh cho nguoi phat trién, ngudi van hanh,
ngudi danh gia cung cdp thong tin ddu vao cho
viéc danh gia dya trén cac tiéu chi da két ndi. Trén
co s& mo hinh nay, ching t6i da xay dung cong cu
hé tro ngudi quan ly, ngudi phat trién website
danh gia so bo cac yéu cau ATTT va du doan mirc
dam bao danh gia cho website. Cong cu nay st
dung céc cac yéu cau vé dam bao dugc dé cap dén
trong ban tiéu chuan ISO/IEC 15408, dua vao viéc
phan tich muc d§ quan trong, phu hop cia cac tiéu
chi, bai bao dua ra mot tap cac tiéu chi dam bao
can thiét cho viéc danh gia mot website. Tu do,
cong cu giup ngudi sir dung c6 thé tim duge mirc
d6 dam bao phu hop voi website qua cac budc
Sau:

Budce 1: Nguoi quan ly/nguoi danh gia dinh
nghia ludi ti€u chi danh gia phu hop cho website
tr co s& dit liéu céac tiéu chi theo tiéu chuin
ISO/IEC 15408 va cac yéu cau dam bao trong cac
hé so bao vé lién quan.

Budc 2: Nguoi danh gia tiy bién tip cac tiéu
chi ¢am bao dugc tong hop tir tiéu chuin ISO/IEC
15408, tap cac cau héi khao sat (Yes/No) véi muc
dich khao sat cac yéu cau dam bao tir website.

Budc 3: Nguoi sir dung cong cu (nguoi phat
trién, quan 1y website, nguoi danh gia) hoan thanh
bai khao sat.

Budc 4: Tir két qua khao sat, cong cu s& anh
xa dén tap cac yéu ciu dam bao duoc dé cap trong
c4c PP lién quan va dua ra du bdo vé mic dam

bao danh gia phu hop véi cac yéu cau dam bao ma
website da dat duoc.

Vi céch thirc van hanh nhu trén, cong cu cho
phép ngudi ding biét duge website ciia ho c¢6 kha
ning dat dugc mirc dam bao danh gia nao. Piéu
nay dong nghia v6i bd cong cu s& gitp nguoi sir
dung danh gia so by dugc do dam bao cua
website, gitp nguoi st dung yén tdm voi viéc san
pham da dugc dam bao thong qua mot bén thi ba.
Tuy nhié€n, khi dat mot website trong mét hoan
canh cu thé, mic dam bao danh gia cua modi
website la khac nhau. Chinh vi vay, trong tuong
lai, bg cong cu danh gid ndy s€ dugc phat trién véi
mot s6 chirc ning nang cao hon nhu luu két qua
danh gia pht hop, tién hanh nang cap xir 1y két
qua va két hop két qua nay véi viéc danh gia cap
do ATTT cua mot website.
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