. e,
PHAT HIEN
MA DPOC
DUA VAO MAY HOC
VA THONG TIN PE HEADER

(PHAN 1I)

x»  Tran Ngoc Anh', V6 Khwong Linh?
B6 Tw Lénh 86, *Pai hoc Nguyén Hué

Trong phdn truée (so 2(060) 2021), cdc tdc gia da tién hanh phan tich, khao sdt thong ké 55 ddc
trung tur cau tric PE Header ciia tdp dir liéu 5000 file thuc thi EXE/DLL va da trich chon duoc 14
ddc trung quan trong. Phan nay, cdc tac gia nghién ciru thir nghiém mét s6 mé hinh mdy hoc tiéu
biéu véi tdp ddc trung goc (55 ddc trung) va tdp ddc trung rit gon (14 ddc trung) cho phdt hién ma
doc. Trén co so danh gid, so sdnh thoi gian thuc hién va do chinh xdc, déng thoi so sanh véi mot s6

két qud nghién ciru trucc nham chi ra két qua nghién cvu cua bai bdo la co gid tri.

MOQT SO MO HINH

Qua phan tich PE Header (trong Phan I), ta
thu dwoc hai tap dic trung dung cho huén luyén
va thir nghiém: Tap 1 c6 55 dac trung (trong Phan
I) va Tap 2 c6 14 dic trung (Bang 1, Phan I). Tur
day ta c6 thé ap dung mot sé6 mo hinh may hoc dé
phan 16p nhu sau:

- M6 hinh phén 16p theo x4c xuat NB (Naive
Bayes - NB);

- M6 hinh Mang no-ron nhan tao ANN
(Artificial Neural Network - ANN);

- M6 hinh Cay quyét dinh DT (Decision
Tree - DT);

- M6 hinh Rung ngau nhién RF (Random
Forest - RF).

Mo hinh NB con duoc goi la mo hinh xac suat
c6 diéu kién, 1a mdt phan bo xac suat p(y|x) véi
vector dau vao X = (xi,...,X,), trong d6 x; (1 <i<n)la

cac dac trung va y 1a bién 16p can duoc dy doan.
Xac suét d6 duoc tinh theo dinh ly Bayes:

- p()p(x]y)
p(y|x)=—22 M
p(x)
B6 phan 16p NB sé& thuc hién tim 16p y, , thich
hop nhét cho ¥ bang cong thirc sau:

v =argmax p(y)x[ | p(x;15) @

yie¥ j=1

Hinh 1 minh hoa m6 hinh NB véi day quan
sat dau vao la tap dic trung (X, XpeX,), két qua
thu dwoc phén 16p dau ra la V=Y, (Benign) hoac
V=Y, (Malware).

Y Benign

\
\
\

Hinh 1. M6 hinh NB phdn 16p Benign hay Malware
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Mb hinh NB thuong s dung mot sé ham
mat do phan bd xac sudt gia dinh nhu: phan b
Gaussian, phan bé da thirc (Multinomial), phan bd
Bernoulli. Bai bao chon phén bb Gaussian (3) dé
thir nghiém.

2
20,

pr|y,)= lzexp[—(x‘”'f)} ©
270,

Trong do: # la trung binh cua x € yx

2 1 © .
0, la phuong sai cua x € yx

Mang no-ron nhan tao ANN la mdt mang
chtra cac no-ron nhan tao (mé phong no-ron sinh
hoc) hodc céc nut (node) dung dé giai quyét cac
bai toan thudc linh vyc tri tué nhan tao (Al).

Mbi no-ron (perceptron) duoc md hinh hoa
nhu sau (Hinh 2a, 2b):

dduvao boténg hamtruyén daura
( w\ [ AN N \
po— S0 »if 2 »
l a=fn)
b n=wp+b
\ )1 J\ )
a=f{wp+b)

Hinh 2a. No-ron ¢é 1 dau vao

2 W,
n a
Pre el S L0 pf L2y
w b
Pr LR

1 a=f(Wp+b)

Hinh 2b. No-ron ¢é R déu vao

Cac két ndi cua no-ron dwoc mod hinh hoa
bang cac trong sb w. Mot trong sb dwong (tich
cuc) phan anh mot két ndi kich thich (xtc dong),
nguoc lai gia tr1 am (tiéu cuc) nghia la cac két ndi
{rc ché (bi ngan can). Tét ca dau vao duoc thay doi
béng mot gia tri trong s6 va tinh téng. Hoat dong

nay dugc coi 1a mot két hop tuyén tinh. O déu ra,
str dung mot ham truyén, kich hoat diéu khién bién
d6. Mot s6 ham truyén £ Linear, LogSigmoid,
TanSigmoid, Radial Basic,... Bai bdo chon ham
truyén log-sigmoid (4) dé thir nghiém.

a =logsig(n) = 4)

1+e™

a = logsig(n)

Hinh 2c. Pé thi ham truyén log-sigmoid
Hinh 2d m6 ta Mang no-ron nhan tao ANN da
16p dé phan 16p tap dic trung (X, X,...,x) dau vao
va két qua dau ra 1a Benign hay Malware.

Hiddenl

Hidden2

X1

Xi

N
AN
) O
o
Hinh 2d. M6 hinh ANN phdn I6p Benign hay Malware

Cay quyét dinh DT la mot trong nhimng
phuong phap may hoc don gian thuong dugc st
dung cho bai toan phan 16p. Muc dich la tao ra mét
mo hinh du doan gia tri cua mot bién dich (két qua
phan 16p) dua trén bién dau vao (tap dic trung).
Mbi nit bén trong tuong Gng véi mot trong cac
bién dau vao (nut con), cac canh cho nit con 1a
gia tr1 cua bién dau vao. Gi4 tri cia mdi bién dich
(ntit 13) dugc dua ra 1a két qua phan 16p, dugce biéu
dién boi duong di tir gbe t6i 14. MGi 14 cua cay
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duoc gan nhan nhu mot 1ép hoac xac suat phan
phdi trén 16p.

s

Addr&sOfEnnyPomt" ][ MajoGCezatingSystanVersion?]

<9950 > 9950 <4 >4

Mal\\ are <208 >208 Malware Benign

SlzeOfStacI\R&sezve”

<1048576 )/ \‘ > 1048576

Benign Malware

Benign

Hinh 3. Cdy quyét dinh phdn 16p Benign hay Malware

Hinh 3 m6 ta mot phan cay quyét dinh DT véi
dau vao la tap ddc trung rat gon ciia PE Header, dau
ra la cac nut 1a dugc phan 16p 1a Benign hay Malware.

M5 hinh Rirng ngau nhién RF 1a mé hinh may
hoc c6 giam sat, c6 thé duge st dung cho ca phan
16p va héi quy mot cach kha linh hoat va dé sir
dung. Khai niém rimg (forest) nghia 1a gdm nhiéu
cdy, cang c6 nhiéu cdy thi rimg cang manh. Véi y
tudong d6, mo hinh RF s& tao ra nhiéu cdy quyét
dinh trén cac mau dit liéu duoc chon ngau nhién.
Trén co s& két qua du doan tir mdi cdy, RF chon
giai phap tot nhat bang phuong phap bau chon
(majority voting).

Trén Hinh 4 minh hoa mé hinh RF phan 16p
X,,....x ) theo 2 gia1 doan: (1)
thyc hién phan 16p dua vao cac cay quyét dinh

tap dic trung (x,,

duogc tao ngdu nhién theo dic trung; (2) két qua
dau ra cua cac cay quyét dinh ngdu nhién s& dugc
bau chon theo da s6 dé c6 két qua tét nhat la
Benign hay Malware.

i x-dataset (X1, X, %) !

Hinh 4. M6 hinh RF phdn [6p Benign hay Malware

THU NGHIEM VA PANH GIA

Véi 5000 mau dir liéu, trong d6 2500 mau
Malware va 2500 mau Benign, tién hanh phan
chia cho huan luyén va thtr nghiém nhu sau:

Ti 16 70% cho huin luyén va 30% cho thu
nghiém duogc thuc hién: léy ngflu nhién 30% ban
ghi tir file sach va file ma doc roi ghép thanh file
thor nghiém 7EST.CLASS.CSV, cac ban ghi con
lai dugc ghép thanh file TRAIN.CLASS.CSV dung
cho huén luyén.

Ddnh gid dp chinh xdc
a) Ki hiéu:
+N la sb ban ghi mau dung cho danh gia.
+N_la s6 ban ghi dugc mo hinh gan nhan.
+ N, la s6 ban ghi duoc gan ding so v6i mau.

DPanh gia d6 chinh xac két qua gan nhin bang
cac mo hinh may hoc theo cac céng thire sau:

b) Danh gid do chinh xdc gan nhan:
+ Do hoi tuong R (Recall):
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+ Do chinh xac P (Precision):

Mé hinh | Phén16p | P (%) | R (%) | F, (%)

#= Nt ©) DT Benign | 98,9 | 95,60 | 97,22
+ D0 chinh xéc can déi F__ TGHL:0.05s | \raiware | 9574 | 9893 | 9731
TGTN: 0,00s
__2RP 7) trung binh | 97,27 | 97,27 | 97,27
1—-score (R + P)
RF Benign 98,92 | 97,87 | 98,39
Két qud thir nghié -
crqua T ngem TGHL: 048 | 1o 1ware | 97.89 | 98.93 | 9841
Bang 1. Két qua phdn l6p voi Tdp 1 (55 ddc trung) TGTN: 0,03s
trung binh | 98,40 | 98,40 | 98,40
Mé hinh | Phan16p | P(%) | R (%) | F, (%)
Nhdn xét:
NB Benign | 95,65 | 93,73 | 94,68
TGHL: 0,04s Trong 4 mo6 hinh mfiy hoc NB, ANN’, DT,
TGTN: 0,04s Malware | 93,86 | 95,73 | 94,79 R,F, thi m6 hinh Rfrgg ng%u nhi'én -RF ch(? két qua
trung binh | 94,73 | 9473 | 94,73 tot hon ca. Tuy nhién Vé, thot gian huan luyef’:n
(TGHL) thi NB va DT t8t hon, thoi gian huin
ANN Benign | 9432 | 93,07 | 93,69 | luyén va thoi gian thir nghiém (TGTN) thi ANN
TGHL: 329 A 14 A A 2 1.4 , ,
S Malware | 93,16 | 9440 | 93.73 la kém nha‘f. Trén co so két qua SO’ sanh lua chon
TGTN: 0,10s chung ca veé tap dac trung ciing két qua phan 16p
trung binh | 93,73 | 93,73 | 93,73 cua cac mo hinh may hoc, chung té1 chon mo
hinh Ry au nhién RF dé x4 ]
DT Benign | 98,00 | 9600 | 97,04 | inh Rungngaunhién RF d¢ xdy dng img dung
phat hién ma doc.
TGHL: 0,16s
Malware | 96,08 | 98,13 | 97,10 ,
TGTN: 0,01s So sdnh voi cdc ket qud nghién ciru khdc
trung binh | 97,07 | 97,07 | 97,07 Bdng 3. So sanh voi mot s6 két qua nghién ciku khdc
RF Benign | 99,06 | 98,00 | 98,53 Phuong phip | Dit liéu biic trumg F1 (%)
TOHLEOTIS o ware | 98.02 | 99.07 | o854 | [Schulz[SL200L | 4266 |Sting 97.11
TGTN: 0,065 Moskovitch[6], 2008 30423 |-gram & TF.DF 95,00
trung binh | 98,53 | 98,53 | 98,53 - - -
Tian [10], 2009 1367 | Stnngs 97.50
Bang 2. Két qua phan I6p véi Tdp 2 (14 ddc trung) Wang [11],2009 | 714 |Cachim API 93,71
M5 hinh Phan I6p | P (%) | R (%) Fl (%) Ye [12] 2010 50.000 | Cac ham API 6750
) Belaoued [3], 2015 | 552 |Optional Header 9725
NB Benign 97,04 | 91,73 | 94,31 — —
Belaoued [4], 2016 | 552 |PE-Header & cicham API | 98,17
TGHL: 0018 | \potware | 92,16 | 97.20 | 94,61 Tl ohvi (kM
TGTN: 0,01s ; ; ; A Hellal [1],2016 | 2.083 |Hanh vi (Graph Mming) | 92,00
trung binh | 94,47 | 94,47 | 94,47 | |BatErdene[2]2017| 650 |Entropy 95,35
ANN Benign | 9661 | 94.93 | 95.76 H )l{mg [51.2017 | 4069 | M Assembly (Gfaph) 97,00
TGHL:88s |\ vson L ocer | osea Nahid [7], 2019 971 |PE-Header&SectionHeader | 98,26
TGTN: 0.04s aware | 7>, : : Nguyen [8], 2020 | 11.425 | PE-Header&SectionHeader | 96,99
trung binh| 95,80 | 9580 | 95,80 Baibdomdy, 2021 | 5000 |PE-Header (14 dic trumg) | 98,40
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Nhdn xét Bang 3:

Maic du tiép can cua bai bao vdi sb loai va
s6 luong ddc trung 1a it nhat so véi [4], [7] va
[8] nhung van cho két qua tot hon chinh 1a & chd
chon nhitng dic trung c6 gia tri phan loai tot.
Néu bd sung cac dic trung Section Header, ham
API,... s€ cai thién lam tang d6 chinh xac cho két
qua nghién curu.

B Malware Detector - o0 X

Malware Detector
Using Machine Learning for EXE/DLL Files

Version 1.0 (28/03/2021)

Total Fies In Destination : 1500
Fies Scanned : 214
Infected/Detected Fies : 0

Hinh 5. Minh hoa chuwong trinh thu nghiém

KET LUAN

Bai bao da nghién ciru, dua ra mot tiép can
mdéi trong viéc phan tich khao sat théng ké 55
dac trung tur cau trac PE Header cua tap do
litu 5000 file thyc thi EXE/DLL (gdm 2500
Benign va 2500 Malware) va da trich chon
duoc tap 14 dac trung quan trong cd gia tri
phan loai cao. Trén co s& d6 da nghién ctru va
thir nghiém véi 4 mé hinh tiéu biéu NB, ANN,
DT va RF. Qua danh gia két qua phan 16p cua
trng mo hinh theo hai tap dac trung, két qua
cho thiy tap 14 dic trung rat gon cua bai bao
1a noi tréi ca vé thoi gian thuc hién cling nhu
d6 chinh xac so vdi tap 55 dac trung ban dau.
Két qua nghién ctru bai bao véi d6 chinh xac
I, . 1a98,40% ciing duoc so sanh vé1 mot sb
két qua nghién ctru khac, cho thidy hudng tiép
can cua bai bao 1a hiéu qua. Véi nhitng két qua
do, cho phép xay dung chuong trinh (Hinh 5)
do quét phat hién ma doc trén may tinh dua vao
mot cach hiéu qua hon so véi cac phan mém
antivirus chi dua vao chir ky .«
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