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Bai hoc Ky thudt - Hgu can Céng an nhan ddn

Phdn I ciia bai bdo, nhém tic gia di trinh bay cdch thire xdy dwng bé diF liéu
IDS2021-WEB. Tai phan II nay, nhom tac gia sé trinh bay cach thire sir dung thudt
toan Cdy quyét dinh (Decision Tree - DT) trong mé hinh xdy dung hé thong phat

hién xam nhdp 1tng dung website duwa trén bo dir lieu IDS2021-WEB. Panh gia hiéu

qua ciia thudt todn DT véi mét s6 thudt todn phé bién khdc va dé xudt mé hinh tong

thé trong xdy dung hé théng phat hién xam nhdp cho img dung website.

Thut todn DT véi nhing wu diém cta minh duoc
danh gi 1a mot cong cu manh, phd bién va dic biét thich
hop cho khai pha dit liéu (data mining) ndi chung va kiéu
tin cong dit lidu no6i riéng. U diém cta DT c6 thé ké dén
nhu xay dung twong ddi nhanh, don gian va dé hiéu.

Thuat toan Cay phén loai va hdi quy (Classification
and Regression Tree - CART) 1a mot loai thuit toan
ciia DT, n6 hd trg cac bién muc tidu sd (hdi quy) va
khong tinh todn cic by quy tic. CART thudng sir dung
phuong phép Gini dé tao cac diém phan chia. Tuong tu
nhu phuong phép tinh d6 lgi thong tin, Gini index dugc
dung dé danh gia viéc phan chia nut c6 tot hay khong.
Phuong phap Gini dwoc hiéu cu thé nhu sau:

- La phuong phap hudéng dén do ludng tin sudt
mot dbi twong dit ligu ng?lu nhién trong tap dit liéu ban
dau duoc phan loai khong chinh xac, trén co s& ddi
twong dir liéu da nam trong mot tap con duge phéan ra
tir tap dir liéu ban dau, ¢6 dan nhan thé hién thudc tinh
chung bét ky cia cac dbi twong con lai trong tap con

nay, gia tri phan loai chinh la nhan cua tap con.

- Gini index chinh 1a chi s6 do luong mirc 46 dong
nhit hay nhiu loan cuia thong tin, hay su khac biét vé
cac gia tri ma mdi diém dix liéu trong mdt tap con, hodc
mot nhanh ctia DT. Cong thic cua Gini index c6 thé
dung cho cd dir liéu rdi rac va lién tuc. Néu diém dix

lidu thudc v& mot niit va c6 chung thude tinh bt ky thi

nat nay thé hién sy dong nhat luc nay Gini=0 va nguogc
lai Gini s€ 16n.
Cong thirc tong quat cua Gini index:

G(p) = Z[ﬂpi 1-p)=1- i=1pi2 (1)

Cong thurc trén dé tinh gia tri Gini ctia mét nut, khi
¢6 nhiéu cach phan nhanh, mdi cich cé thé phan ra mot
s6 niit nhat dinh. Trong do, p=N/Nvo6i N, 1a s6 luong
phan tir 10p tht 7, N 13 tong s6 lugng phan tir & 16p do.
Cong thtrc sau dugc st dung dé tim ra céc phan chia

to1 wu nhat:

n N
Gorr: =Z L6
split i1 N @ Q)

Trong do:

- N, la s6 diém dit liéu co trong nat cua nhanh
duoc phan.

- N1a sb diém dir liéu c6 trong nit duge ding dé
phan nhanh.

-Heé s6 GW cang nho thi cach phan nhanh do cang
t6i wu.

Nghién ctru str dung thuét toan CART lam thuat

toan phan loai chinh cua mo hinh thuc nghiém.

Confusion matrix

Confusion matrix la mdt trong nhiing sb liéu truc
quan va d& nhat duoc sir dung dé xac dinh chinh xac
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cia mO hinh. N6 dugc sir dung cho bai toan phéan loai
trong d6 dau ra co6 thé co hai hodc nhiéu 16p. Ma tran
nham 13n 1a mot bang co hai chiéu (“Thuc sy va “Du
doan”) va tap hop céc 16p trong ca hai chiéu. Phan loai

thuc su la cac hang va du doan la cét.

Bdng 1. Confusion matrix

Dy doan
Duong tinh Am tinh
Thwe | Duong tinh TP FN
té Am tinh FP TN

- True Positive (TP): La cac truong hop khi 16p
thyc té ciia diém dir liéu 1a 1 (Pang) va dy doan ciing
la 1 (Bung).

- True Negative (TN): La cac truong hop khi 16p
thuc té cua diém dit liéu 1a 0 (Sai) va du doan ciing 1a
0 (Sai).

- False Positive (FP): La truong hop khi 16p thuc
té cuia diém dir liéu 1a 0 (Sai) va du doan 1a 1 (Dlng).

- False Negative (FN): La cac truong hgp khi 16p
thuce té cua diém dit liéu 1a 1 (Pung) va dy doan 13 0 (Sai).

Kich ban 1y tuéng ma 1a mé hinh s& cho két qua 0
FP va 0 FN.

Accuracy

La ty 18 phan tram cua cac mau duoc phan loai
chinh xac trén tong sé miu duoc danh gia. Cach danh
gia nay don gian tinh ti 1& gitta s6 diém dugc du doan
dting va tong s6 diém trong tap dir liéu kiém thir. C6 hai
cach tinh d6 chinh x4c 1a stir dung thu vién c6 san hoic
tu xay dung ham.

TP +TN
TP +TN + FP + FN

Accuracy =

Do chinh xac c6 thé khong phai 1a thude do hiéu suat
tt khi s luong mau dugc danh gia 1a khong tuong ximg.
Do d6 can phai tao cac ma tran nham 13n dé khic phuc
nhuoc diém cuia cach danh gia dwa trén do chinh xac.

Precision, Recal va F1-score

Precision 1a ti 1& thuc sy duong tinh trén tong s
cac truong hop dugc mo hinh dan nhan “Positive”.

Recall 1a ti 1¢ phan loai duong tinh dung trén tong
sb cac truong hop duong tinh.

TP TP

Precision = m Recall = TP+—F1V

Vi vy, vé co ban néu mudn tap trung nhiéu hon
vao viéc giam thiéu cac 4m tinh gia, thi can Recall cang
gan 100% cang t6t ma khong can qua chinh xac. Néu
mudn tap trung vao viéc giam thiéu cac duong tinh gia,
thi can Precision cang gan 100% cang tot. Trong bai
toan phat hién tin cong Gmg dung website, ta tuan theo
quy tic “bao nham hon bo s6t”, tirc 13 s& quan tdm dén

chi sd Recall nhiéu hon.

1 Precision X Recall
F1=2x 1 1 =2X

Recall + Precision

Precision + Recall

precision - recall
B? - precision + recall

Fp=(1+p%

. F1

B-score

chinh Ia mét truong hop dac biét cua F, khi p=1. Khi
B>1, recall dugc coi trong hon precision, khi <1,

Trudng hop tdng quat cua Fl-score 1a F

precision dugc coi trong hon. Hai dai lugng B thuong
duoc str dung la p=2 va p=0.5.

Phén loai nhi phan

Phén loai nhi phan 1a qua trinh tién hanh viéc phan
16p dir liéu vao mot trong hai 16p tAn cong hodc khong

tan cong.

Dua vao céac két qua huén luyén ¢ Hinh 1, nhan
thdy mo hinh DT dat d6 chinh xac cao (0.9965). M6
hinh Naive Bayes c6 toc d6 nhanh nhét nhung khéng
dat d6 chinh xac 16n (0.772). M6 hinh DT cling 1a thuat
toan c6 tdc d6 huan luyén kha nhanh.

Db thi trong Hinh 2 thé hién rit nhiéu thong tin.
C6 thé thdy qua trinh kiém tra phat hién tan cong
nay, mé hinh NaiveBayes c6 hiéu suat kém nhat.
Cac chi sd Precision, Recall va Fl-score, c6 do can
bing cao thé hién & cac mo hinh 1a mé hinh Gradient
Boosting, DT, Rirng ngau nhién va Extra Tree. Trong
d6, md hinh DT c6 thoi gian kiém tra nhanh nhat
(2.63 gidy). Do d6, néu lya chon thuit toan dé tién
hanh 4p dung hoc may trong phat hi¢n c6 hay khong
tin cong vao ung dung website thi DT 1a thudt toan

lua chon phu hop.
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Phan loai da 16p

Phan 16p da 16p 1a qua trinh phan 16p véi s6 lugng
16p 16n hon hai. Nhu vay, tap hop dit liéu trong mién xem
xét dugc phan chia thanh nhiéu 16p chtr khong don thuan
chi 12 hai 16p nhu trong bai toan phan 16p nhi phan. Vé
ban chét, phan 16p nhi phan 1a trudng hop riéng ctia phan
16p da 16p. Trong d6, cac 16p 1a cac loai hinh tin cong.

Ddi v6i hiéu suat ctia qua trinh huan luyén dé phat
hién loai tAn cong duoc thé hién tai Hinh 3, c6 thé théy mo
hinh Gradient Boosting c6 thoi gian huan luyén 16n nhét.
M6 hinh DT c6 két qua t6t nhét (99.65). Trong kiém tra
voi tap kiém tra thé hién tai Hinh 4, ta thiy cac chi s cua
thuat toan DT c¢6 két qua tot nhat va thoi gian nhanh nhét.

Panh gia trén ma trén nham 13n tai Hinh 5, duong
chéo chinh trong cadc ma tran chinh Ia s6 luong cac
mau thir dugc phan loai dung. C6 4 loai luu luong tAn
cong khong c6 d6 phan loai chinh xac cao & tit ca cac
mau, do6 la: BruteForce-Web, BruteForce-XSS, SQL
Injection va Infilteration. D6i vdi cac loai tAn cong cod
sb lvong mau it (dudi 2000) thi viéc phan loai nham
12 hoan toan c6 thé xay ra. Tuy nhién ddi véi tn cong
xam nhap (Infilteration) c6 thé c6 cac thudc tinh cua
luu luwong tAn cong x4m nhép rit gidng vaoi cac 16p
khac, dac biét 1a luu lvong mang binh thuong. Tuc 1a
cac md hinh khong thé phan biét dugc hanh vi xam

nhap trai phép va st dung hop I¢.
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Hinh 3. Hiéu sudt qud trinh hudn luyén cho phdn logi tan céng
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Machine Learning

lam mé hinh chinh dé tién hanh phan

Pre-processor

\ /

Sniffer CICFlowMeter3

\ /

S
IDS2018_WEB

loai trén tap dir li€u IDS2021-WEB
(trich xuat dua trén CICFlowMeter3)
trén ca cac phuong phap phat hién tan
cong va phat hién loai hinh tan cong.
Céc chi s6 danh gia thé hién rd, DT c6
chi sb danh gia & muc do rt cao, ti 18
bo s6t gobi tin tin cong nho va co thoi

Decision Tree

gian phan loai 1a nhanh nhit so v&i

céc thuét toan hoc may phé bién khac.

Alarms logging

MO hinh xir 1y phét hién tan céng Gng

) LogFiles |
Analysis

dung website c6 thé duoc xay dung
nhu Hinh 6.

Binh thuong

B4t thuong

Hinh 6. M6 hinh tong thé phdt hién tin cong g dung website

trén bo dir liéu IDS-WEB2018

Qua qua trinh thyc nghi€ém cac mo hinh Navie Bayes,
Gradient Boosting, k-NN, DT, Cdy md rong, Rimng ngau
nhién trén bo dit liu IDS2021-WEB. C6 thé nhan thiy,
md hinh DT ¢6 hiéu ning tdt nhat qua cac chi sd huan
luyén va kiém tra trong phan loai nhi phan va da 1op.
C6 thé sir dung cac phuong phap lya chon cac thudc
tinh t6t dé co thé ap dung mo hinh nay cho hé théng
phat hién dua trén thoi gian thyc bdi tinh 4n dinh va

thoi gian phat hién nhanh.

DP6i véi viéc phan loai da 16p vé ban chit gidng
v6i phan loai nhi phan vé& muc dich canh bao vé cac
cudc tin cong. Tuy nhién nd con c¢d ¥ nghia khac do
l1a x4c dinh cu thé loai tin cong, tu do tro giap hé
théng ngan chin tan cong dua ra cac giai phap cu thé.
Mot sé truong hop luu luong mang cua céc 16p co
sb lwong mau nho bi phan loai nham sang 16p c6 sb
lrong mau 16n hon. Nhung trudng hop luu lugng cta
hinh thtrc tdn cdng xam nhap mic du c6 sd lugng mau
twong d6i 16n nhung van bi phan loai nhim v&i luu
luong thong thudng, do co thé trong qua trinh huin
luyén céac thudc tinh cua 2 16p nay hau nhu khong
¢6 su khac biét, dan dén qua trinh huin luyén khong

duoc chinh xac.

Dé xay dung giai phap ap dung phat hién tin cong
ung dung website dua trén hoc may, ap dung mé hinh DT

Viéc cai tién cac hé théng phat
hién tin cong mang 12 mot trong nhitng van dé bao mat
rat dang quan tam, IDS hoat dong bang cach theo doi
hoat dong ctia hé thong thong qua viée kiém tra cac 16
héng bao mat, tinh toan ven cua cac tép tin va tién hanh
phan tich cic mau dua trén cac cudc tAn cong da biét, n6
ciing tu dong theo ddi luu luong mang dé tim kiém cac
mbi de doa mai nhét c6 thé dan dén mot cudc tan cong
trong tuong lai.

Hoc may dang dan duoc ung dung nhiéu trong cac
hé thdng phat hién xam nhap. Nghién ctru da xay dung
gidi phap ap dung hoc may trong phat hién tAn cong
ung dung website, dua trén bd dir liéu IDS2021-WEB,
md phong hé thdng phat hién va phan loai tdn cong dua

trén hoc may. <
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