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The physics...

Electromagnetic Induction

The induced electromotive force in any

closed circuit is equal to the negative of
the time rate of change of the magnetic
flux through the circuit.

-Faraday’s Law 1831

http://www.daviddarling.info/encyclopedia/E/electromagnetic induction.html
http://en.wikipedia.org/wiki/Electromagnetic induction
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Faraday’s Law

Practical Application

When a wire colil is exposed to
magnetic field flowing in the direction
‘B’, an electric current is induced in
the wire in direction ‘.

The opposite is also true...

When an electric current in direction V'
Is sent through a wire coil, a magnetic
field in the direction ‘B’ is generated.

Copyright © Addison Wesley Longman, Inc.

http://www.physics.sjsu.edu/becker/physics51/induction.htm
5
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RFID: Radio Frequency ldentification

*

*

*

Developed in 1970s

Consists of microchip and an antenna

Current generated by the antenna powers the chip |

Data about the RFID tag can be stored on the chip #

Remote readers can access this data

There are many form factors of RFID circuits
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http://www.fidis.net/resources/deliverables/hightechid/int-d3700/doc/6/
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Reading RFID Tags

+ Several standards for RFID tags

,f + The modulation, protocols and microchip type are the
g :
/7, Reader or main differences
114, Interrogator
+ Different chips provide different levels of

information storage and authentication

+ Each reader and antenna are specially tuned for
specific RFID tag types

Tagor =~

Transponder + Software running on the computer is used to

% interpret the data and log the interaction
SR + Many modern cards rely on encrypted

communications
ML https://www.msasys.com/hardware/rfid-products/rfid-readers
http://www.epc-rfid.info/rfid
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RFID Applications
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RFID Access Control Systems
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Access Control System

' = Audiomsual
ApE———

Alarm signal

Credential Store access
Authentication. ° data for audit

Card
Scanning

— .--‘\C

. Door Access (electro-
magnetic lock)

http://www.securespin.in/?page id=169
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http://www.securespin.in/?page_id=169

ID Cards & Credentials

m - - RFID Tag Types

= There are numerous standards, this
vendor (HID) offers more than 10

different types of RFID based access
cards.

— s = = Different cards tend to be used for
Flex5Smart@/ MIFAREEY HITAG different purposes depending upon
the level of authentication needed.

contactless smart card smart card credentials

credentials

- - . = ™ Some cards even support things like
5 - e FIPS201 and 3DES or AES encrypted
R communication for secure
o e authentication.

RSACONFERENCE2014
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Breaking RFID

Security researchers have been
investigating RFID authentication
technology for a number of years (5+).

There are several examples of ‘broken
RFID standards which are widely used
(Mifare, iClass, Hitag?2).

Many attacks based on flaws in
proprietary encryption and hashing
protocols implemented by
manufacturers.

http://www.youtube.com/watch?v=NW3RGbQTLhE
http://www.proxmark.org/forum/index.php

http://www.openpcd.org/OpenPCD Passive RFID Project
13
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Proxmark3

Developed in 2007 as a masters
thesis project by Jonathan Westhues

Designed to sniff, read, clone or
emulate RFID cards; extensive
support for numerous standards

Device supported in Windows and
Linux, originally command line
interface however new point & click
GUI recently released

E

RGA to simulate card types
http://www.proxmark.org/proxmark
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http://www.proxmark.org/proxmark

Proxmark3 g
Hardware

7 }: Digital Converter
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https://code.google.com/p/proxmark3/wiki/HardwareDescription

Proxmark3 Firmware

4 h 2 h 4

=

Operatin
Bootrom FPGA g °
System
Supports reflashing Intermediate Communicates with
over USB processing of RF client over USB
signals

Transfers execution
to OS

Implements most of
the Proxmark’s
Makes signals functionality
available for ARM
Safety in case OS

is corrupted

Most frequently
updated

https://code.google.com/p/proxmark3/wiki/Compiling
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Proxmark3 Firmware Version

proxmark3> hw wversion

fdbE |Prox/RFID mark3 BFID instrument

fdbf |bootrom: svn 839 2013-12-05 07:11::23

fdbE |os: svn 839 Z2013-12-05 0O7V:-11::2Z8

fdbi |FPERA image built on 2013711519 =t 18:-17:-10
ul: ATS15AM75Z25c Bew &

Embedded Processor: ABMTTDMI

MHonvolatile Program Memory Size: Z5cE bytes
Second Nonwvolatile Program Memory Size: MNone
Internal 5BAM Size: Z5cE bytes

Architecture Identifier: ATS152MT75xx Series
Honvolatile Program Memory Type: Embedded Flash Memory
proxmark3>

Development is ongoing & has a very active community —
the firmware version tested was less than 3 weeks old.
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Proxmark3 Drlvers

Device Manager - Proxmark3 (COM4) Properties E

File  Action View Help

& $| | | B | ﬂ.!i'| i L) General |F'ort Settings I Diriver I Dietails I Everrt5| b

- DIAYOUE17500153 P ark3 (COM4) L~
[ & Audio inputs and outputs ‘_‘?‘ e |

% Batteries "'Ir_ 1||
18 Computer Device type: Ports (COM & LPT) '5 |

—a Disk drives

B
B
B
1 B, Display adapters Manufacturer: proxmark.ong ‘1#_
B
b
3

g IDE ATA/ATAPI controllers

- K Location: Port_#0004. Hub_#0004 proxmark3
o Keyboards
ﬂ Mice and other pointing devices

;B Monitars Device status

» & Network adapters [This device is working property.

&+ |l Other devices
4 " Ports (COM & LPT)
3" ECP Printer Port (LPT1)
T Intel(R) Active Management Technology - SOL (COM3)
7 Prowmar (COMA)|
[» @ Print queues
[> R Processors
;> IEE SD host adapters
[> ﬁ Srnart card readers
I |l Software devices
[ ﬁi Seund, video and game controllers
I C— Storage controllers /'
[» (M Systemn devices I r
[ i Universal Serial Bus controllers

8 | ok || cancel

*Windows 8 not officially supported
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Proxmark3 Antenna Types

[/
1/

7
'
£l
[
i
Q

proxmark3> hw tune
proxmark3>
proxmark3> gdbg Measuring antenna characteristics, please wait. ..
proxmerk3> fdbf Mezsuring complete, sending report back to host

proxmark3>

proxmark3> hw tune
proxmark3> .
proxmark3> fdbg Meazsuring antenna characteristics, please wait...
proxmark3> gdbg Measuring complete, sending report back to host
proxmark3>

proxmark3> § LF antenna: .00 ¥ @ 125.00 kH=z=
proxmark®> § LF antenna: 13.83 V @  125.00 kHz proxmark3> § LF antenna: 0.00 V @ 134.00 kHz
proxmark3> § LF antenna: 13.56 V @  134.00 kHz proxmark3> § LF optimal: 0.00 V @ 12000.00 kHz
proxmark3> § LF optimal: 16.52 V @ 125.03 kHz proxmark3> § HF zntenna: 10.67 V @ 13 _5& MHz
proxmark3> § HF antenna: 0.23 V @ 13.56 MHz proxmark3> # Your LF antenna is unusable.
proxmark3> § Your HF antenna is unusable.
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=-PM3
=1 HF {High Frequency)
150144434
150144438
15015693
' ELECTRONIC IDENTIFICATION DOCUMENTS
LEGIC
CLASS -
[] Bpand TreeView  COMPORT [COM4 - Tune &

Proxmark3 Client GUI

. Proxmark Client]

- PMI\E =~ LF {Low Frequency) .
HF (High Frequency) X -~ INVESTIGATE LF More than 15 different

-

- LF {Low Frequency) - 5end Command

-DATA - EMéx standards supported
- Hardware .. FLEXPASS

- Serpiing fl- HID

i MANUAL COMMANDS - INDALA

HELP - READ 125kcHz/134dkHz ID Com patlble Wlth about

- SIMULATE LF TAG
-~ SIMULATE LF BIDIRECTIOMNAL 20 Card types as Of

- SIMULATE LF MANCHESTER January 2014
- Tl {Texas Instruments)

- HITAG

- VERICHIP DEMODULATE
[l T5EXX

- PCF7931

- Help

& DATA

[+ Hardware

[+ Scripting

Ready! - MANUAL COMMANDS

- HELP

~EXIT

Log CLEAR
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Card Identification

i Proxmark Client By El Gaucho De La Livida Palude - g “
[] Expand TresView COMPORT COM4  w COMMAND TO SEND (5
S
=-PM3 ~ || PM: "
- HF {High Frequency) T
- LF {Low Frequency) —
DATA
-1 Hardware =
Detect Reader Th
FPGA Off i
LCD in
Read Flash Memorny
Resst PM3 # L
Drive LF antenna # LI
Mux Settings # LI
Tune i E
Version ==
Help For
- Scripting at =
- MANUAL COMMANDS b ooo &
Log CLEAR
proxmark3> ~
proxmark3> §db§ Measuring antenna characteristics, please il
proxmark3> #dbf Measuring complete, sending report back® host
proxfERET
proxpark3> £ LF antenna: 0.00 V @ 125.00 kHz
promhark3> § LF antenna: 0.00 V @ 134.00 kHz
proxhark3> § LF optimal: 0.00 V @ 12000.00 kHz
proxpark3> £ HF antenna: 10.83 V @ 13.5¢ MHz
s Mo - ST AL EREE LT E R AT
proxmark3> hw tune
proxmark3>
proxmark3> §dbf Measuring =ntenna characteristics, please waipfl.
proxmark3> #db Measuring complete, sending report back to pffst
3
ploxmark3> § LF antenna: 0.00 V @ 12500 kHz
ploxmark3> § LF antenna: 0.00 V @ 134.00 kHz
ploxmsrk3> $ LF optimal: 0.00 V @ 12000.00 kHz
pjoxmark3> £ HF antenna: €.77 V @ 13.5¢ MHz
ploxmark3> § Your LF antenna is unuszble. &

Ready!

D¢LL

Voltage drop indicated this is a HF card.
Next step it to try supported HZF1 card ‘reader’ functions

RSACONFERENCE2014



Sometimes you know...

anufacturer tell us exactly what kind of card it is. ©
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*

Snooping

Objective is to observe interaction with a
reader in order to capture enough data to
derive the keys needed to encrypt

communication

Proxmark3 can also try to simulate a valid

card in order to generate additional traffic

Requires an attacker to get physically close

to an entrance with his laptop (or android

phone) and proxmark3

Not all card types supported.

[ Epand TreeView ~ COMFORT [COM4 v

Proxmark Client By El Gaucho De La Livida Palude

COMMAND TO SEND

£ HF (High Frequency)

150144434

14443A LIST

14443A READER

14443A SEND RAW COMMANDS

14443A COLLECT UIDs

14443A SIMULATE

14443A SNOOP

£l 14443A TAGS

[=- MIFARE {Originals/Clones/Chinese)
£ Classic Tags

PM3\HF (High Frequency)\IS014443A\14443A SNOOP
SNOOP

Sniff the commnication between a reader and a tag. The commnication from both directions is captured
and stored in a buffer (BigBuf) on the Prommark and can be downloaded by hildalist. By default,

the Proxmark waits for commnication to occur which means that it will 'hang’ forever if nothing happens.
You can press the button on the device to stop acquisition and get back to the command line. The command
hildasnoop starts sniffing the communication between a reader and card until the buffer is full  Below is
the result of the sniffing captured by executing hiléalist. The result shows the repested anticollision
loop. This indicates that the reader is just polling if the card is still there.

This anticollision loop walks through the following states :

- Read Block
Wite Block Reader : 26 to Card : 04 00 The reader sends an REQA (Request for type A) message
on which the card responded with its type.
Read Sector Reader : 93 20 from Card : Za €9 8c 43 Bc The reader starts the anticellision to select
Hacks & card =nd requests its UID. The card responded with its UID. The last
#- Chinese Cangeable UID Cards byte is the so-called BCC1E and is the result of XOR-ing the first four UID-bytes.
Ulralight Reader : 33 70 2a 63 8c 43 Bc to Card : 08 b6 dd The reader selects the desired cerd by sending
‘.. Diebug Mode 93 70 followed by the UID of the card. If the cazd is successfully selected it
. Wifare Help will response with a SEE19 which means that the card is now ready to handle commands
= NXP/PHILIPS of the higher layer protocol. The 82K consists of ane bye (08) thet indicates the
- card type and is followed by two CRC bytes.
< >
Log CLEAR
I
Ready!

23
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Simulating

+ This is where the Proxmark3 shines.
+ Not all card types can be simulated however many types can

+ Functionality is very straight forward, can be used in situations
where you do not even have the card

+ Can also be used as part of a brute-force attack with a little
scripting and imagination

+ Proxmark3 supports some limited ‘stand-alone’ simulation
modes that do not require a computer (can run on batteries)

= RSACONFERENCE2014



Cloning

+ Often requires specialized reader/writer equipment.

+ Equipment is relatively cheap and easy to come by;

HID-cloner-portable super-mifare-cracker- ner s magnetic stripe card
AWID ID HID card card ADS00 cloner
Software Can aISO be purchased Onllne tO enable Clonlng for cloner portable supermil:faarr‘;a cracker Carke:g;g;rsuper rnagnelcllcgilir.\rpe card

some cards.

+ Proxmark3 capable of doing some card cloning but not all

EM4100-ID-card-cloner- iclass-card-clone indala-card-cloner-001 mifare-cloner
card types are supported, some vendors include master S D DG

keys within their readers.

+ There are several other RFID hacking devices in addition to

PM3 available on the internet; many specialize in cloning

25 RSACONFERENCE2014



Putting it all together...

e Pm:;(mark Client By El Gaucho De La Livida Palude -
L] Bpand T [ Expand TreeView COMPORT |COM4 v COMMAND TO SEND
15 150142 Hi- Proxmark Client By El Gaucho De La Livida Palude -
15
B - 150144
: EL & 1S015¢
o oRET [ Bpand Treel gm Proxmark Client By El Gaucho De La Livida Palude
E-iCl )
#-15015¢ | [ Bepand TresView  COM PORT COMMAND TO SEND | |
¥l ELECT]
i LEGIC ;
; b 15015693 || PM3\HF {(High Frequency)NCLASSNCLASS Snoop
(- ELECTRONIC IDENTIFICATION DOCUMENTS
t- LF (Low Fre _. LEGIC SNOOP
o MATA B .
o s [l - Icfgfﬂss List
prowmarkss | Prowmerkss hi ‘ —
proxmarkds recorded actiy
prowmasias| FT0_ TR - ICLASS Simulate
prowmans| + 0: - ICLASS Reader
prowmarkss| o . “-iCLASS Help
pooannd B -~ Tune
proxmarkd> : E; Log i Help o o ) .
ot permission to proceed and I'd like to
proxmark3>| 4+ 0; pru}m],arka} hE Lﬂg CLEAH . . .
proxmark3>| + 0:
momn| L 5 || Caimwer00 ol promarses ne seiass sin o I keep my job so this is where | stop. gm
proxmarks> . proxmazk3s |
proxmarki> proxmark3s
Ezgﬁ:ﬁgz proxmark3> hf iclass snoop
proxmark3> | proxmarka> proxmark3x
proxmark3> Rea d)"! y
Ready!
Ready! Ready!

W orsc
RSACONFERENCE2014
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Further IClass Attacks
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iClass C4

A Covert Approach to Recovering iClass High Security Keys

Background

The HID iClass family of 1]
the primary goal of elimin
Fronimity technalogy. Th
authentication and Triple
duplication.

The contactless cards the)
company by the name of
a small EEPROM memory|
reader using the IS0 1444

All data stored on iClass d
protect data from being
keys [56 key hits plus 8 pd
Application Areas. Two e

Sinee its intraduction, nu
wihd have all described th
words are wsually interp

and to identify and exploi
least two excellent paper
papers discuss various mé
are wied with HID's *Stany
repders. The extraction o
iClass cards that exist in t

“Heart of Darkness- expld
httpe fwww.openped.ongll

“Expoding iClass Key Dive
httpe/fwww. usenix. ong/e

Introduction
There have been several papers published over the last two years that describe various techniques for
exploiting the vulnerabilities that are present within the HID iclass family of contactless readers. The
benefit of such papers has been widely debated within the security industry but it is the opinion of this
author they do serve two main purposes. Since these systems are used worldwide to protect valuable
physical and intellectual property assets, these papers not only allow end users to make informed
decisions about the security of the hardware they use but they also force access system manufacturers
to continually improve their products and make them less vulnerable to these types of attacks.

A sampling of these recent papers is included below:

Heart of Darkness - exploring the uncharted backwaters of HID iCLASS security.
httpy/fwww.openpcd.orgfimages/HI D-iICLASS -security. pdf

Dismantling iClass and iClass Elite
http:/fwww.cs.ru.nlf~flaviog/publications/dismantling.iClass. pdf

Exposing iClass Key Diversification
hittp:/ fwww.static.usenix.org/events/woot11/techffinal files/Garcia.pdf

iClass Key Extraction = Exploiting the ICSP Interface
http://'www proxclone com/pdfsfiClass Key Extraction pdf

This particular paper attempts to demonstrate how a combination of these previously exposed

vulnerabilities and reverse engineered algorithms can be applied to create a real threat to existing high
security systems. It will show that custom hardware can be easily built and used to “wirelessly” extract
secret key information from any “Elite” or "High Security” ilass systems. This key information can then

be used to create, copy, or modify any iClass credential regardless of whether it is distributed by HID or
by one of HID's worldwide licensed partners. ‘J

http:/jwww.cs.ru.nI/“fIaviog/public.a UOTIS/TISTTNTITE . TCTdSS. PUl

D¢L

https://www.usenix.org/legacy/events/woot11/tech/final files/Garcia.pdf

http://proxclone.com/pdfs/iClass Cloner revQ,pdf

http://blog.opensecuritvresearch.com/2012/ﬁjdumping-iclass-kevs.html
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http://www.openpcd.org/HID_iClass_demystified
http://www.cs.ru.nl/~flaviog/publications/dismantling.iClass.pdf
http://blog.opensecurityresearch.com/2012/11/dumping-iclass-keys.html
http://proxclone.com/pdfs/iClass_Cloner_rev0.pdf
http://blog.opensecurityresearch.com/2012/11/dumping-iclass-keys.html
http://blog.opensecurityresearch.com/2012/11/dumping-iclass-keys.html
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- 150144434
- 144434 LIST 2
MIFARE Attacks | awes e —
- 144434 SEND RAW COMMANDS &=)- MIFARE {Oniginals/Clones,/Chiness)
- 144434 COLLECT UIDs =) Classic Tags
. 144434 SIMULATE i Read Block
=-E - 14443A SNOOP - Write Block
&= HF (High Frequency) - 144434 TAGs - Read Sector
" 150144434 |I_—_| MIFAHE{Onginalsﬂnnesfﬁﬁinesei EI
- 150144438 |- Classic Tags | Test Block Keys
55653 - Read Block + DARKSIDE ATTACK
-- ELECTROMIC IDENTIFICATION DOCUMENTS - Wiite Block 1 NESTED ATTACK
-- LEGIC - Read Sector -+ SCRIPT - Automatic Mifare Crack
; - Hacks -+ Dump Mifare Classic
[=J- Chinese Cangeable UID Cards . Restore Mifare Clazsic
- White UID A 5niff
- DATA - Wite Block . Simulate
[+~ Hardware -~ Read Sector - Clear Simulator
[t~ Scripting ~ Load Dump - Get Memory Block
- MANUAL COMMANDS -~ Save Dump . Set Memory Block
- Restore Comupted SectorlBlock )
- HELP |— - SCRIPT - Convert dumpdata bin to .eml
=) L||'tlE||Ig|‘l't
- EXIT - Load (.eml)
- Read Block
- Wiite Block ﬁi“: TTaTle rffm'}
.. Read Card . . ill Simulator Memorny
et Detailed whllte Print Keys
uizeteb | papers are available
[E-NXP/PHILIPS _
NG to explain attack
- Infineon .
- mydmove methodologies. RSACONFERENCE2014
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Threat Assessment

Proxmark3 is a development platform capable of running customizable software,

a skilled programmer could develop support for almost any RFID card type

The amount of research that has been done in this field is overwhelming,

breaking modern RFID systems is not ‘point and click’ but it can be done
Most card types have already been broken or can be if someone writes the code
Motivated attacker could use the proxmark3 to do a lot of damage

Overall threat should be considered ‘medium-high’
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